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vFirewall CNF Use Case

Sernvice
Source files _ 4
OVN ( )
+ Heat/Helm/CDS models: viW_CNF_CDS Model % protected
+ Automation Scripts: vFW_CNF_CDS Automation TS
Integration missions Description
Integration Release Notes .U
Integration repositories This use case is a combination of vFW CDS Dublin and vFW EDGEX K8S use cases. The aim is to continue improving Kubernetes based Netwi { OVN router |
X vFW EDGEX K8S left and brings CDS support into picture like vFW CDS Dublin did for the old vFW Use case. Predecessor use case is also dar .
Integration resources e o s -
ORI e [ This use case shows how to onboard helm packages and to instantiate them with help of ONAP. Following improvements were made in the vF > ONAPT S
c1/cp —
Tests « vFW Kubernetes Helm charts support overrides (previously mostly hardcoded values) —
+ SDC accepts Onboarding Package with many helm packages what allows to keep decomposition of service instance similar to vFW CDS Du

.

Tooling tected
Compared to vFW EDGEX K85 use case MACRO workflow in SO is used instead of VNF a’la carte workflow e ( Lnprotects ) i

» No VNF data preloading used, instead resource-assignment feature of CDS is used H)E:;:‘ H,E:;:‘
« CDS is used to resolve instantiation time parameters (Helm overrides) * IP addresses with IPAM * Unigue names for resources with ONAP ‘ packetgen H‘ firewall
profile as part of instantiation flow
» Combined all models (Heat, Helm, CBA) in to same git repo and a created single onboarding package vFW_CNF_CDS Model . H)E:;:‘
+ Use case does not contain Closed Loop part of the vFW demo. T
All changes to related ONAP components and Use Case can be found in the following tickets: s
snet
- REQ-182
- REQ-341
Since Guilin ONAP supports Helm packages as a native onboarding artifacts and SO natively orchestrates Helm packages what brings signifi Node Node
Port Port

mechanisms for monitoring of the status of deployed CNF resources.

& Read the Docs The vFW CNF Use Case

https://docs.onap.org/projects/onap-integration/en/honolulu/docs_ vFW_CNF_CDS.html b
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Create K8s Region

Onboard vFW CNF Service

i o Lo

Deploy vFW CNF Build K8s Profile with SSH SVC Build Config Template with SSH SVC

Deploy vFW CNF with SSH SVC Deploy vFW CNF

Deploy Config with SSH SVC
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e HOME VF: VF_vfw_k8s_demo_CNF_KUD_3 Deployment Artifact
VF_vfw_k8s_demo_CNF... V1.0 v CERTIFIED Upgrade Services ‘ heck Out ] =
General

Deployment Artifact

nformation Artifac
. Name Filename Type version UuID
i _base_temp & e ase_template.tg E 24824 4 20d3e S
Operati a5 s g =) 5 &
A Log HEAT E = e._te e A e.e HEAT_ 2 e-4 223 7 &
Deploymer = ENDOR LICENSE = s
= S : HE 737 ‘3 7d4 2

} = =) - = 5R - -

!
Req. & Capabilitie B | he : &
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IP addresses from

IPAM (Netbox) N @
m N Onboarded Helm
Y/ Package
External Data )
Sources (REST/SQL) @ Designer @
Lnigue name M{:}@ :
generated from CBA Override parameters —————® SEW'E'E:_':EE’"LC LB »
Naming Policy e —_— g 8
n @ - :
1 . '
“u"EllL.IEE refrieved from a: : ! 8
**“**' | JEEE : SRS :
! A ] 1
L[ Sonre | Day 0/ Frofile  b----- o
User Input ! Ig ] | 5
Parameters I I N e .- ! -
1 1 )
1 1 >
., ry 1 T S —— - —
: : @ ( Day 2 ] O
' T - »  Configuration :— alaial £
: I Template ) ! P A N4
Config e | I Day 2 |
Deploy L Configuration |
e e Instance )
: @ ( Day 2 | :
1
R il >: Configuration :— --=- @
l Parameters J
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"resource-assignment”: { o CNF |nStance based

"steps": {

"resource-assignment”: { - Modifies Helm package from VSP

"description™: "Resource Assign Workflow", . .
"target": "resource-assignment”, ° Part Of Resource ASS|gnment N
"activities™: [ CDS

{
} "call_operation”: "ResourceResolutionComponent.process” ° Natlve mechanlsms |n CDS

I + Customizable by CBA

"on_success": [

e e * Modification of Helm values

] * Main

}s .
"profile-upload"”: { Nested

"description™: ”Gen?rate and upload K8s Profile", ° Modlflcatlon Of Helm templates |n
"target™: "k8s-profile-upload”,

vactivities": [ the package from VSP

{ * Provisioning of new Helm templates
In the package from VSP

"call_operation"”: "K8sProfileUploadComponent.process"”
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"config-assign": {

S CNF instance based
“config-setup™: { Config Template (CfT)

"description™: "Gather necessary input for config template upload”, - Helm package
"target": "config-setup-process”, P g

"activities™: [  Build or modified by CDS
{ - Part of CBA

"call_operation": "ResourceResolutionComponent.process”

) CfT preparation is part of Config-
1, Assign in CDS

"on_success": [

"config-template” Natlve meChan|SmS |n CDS

] - Customizable by CBA

b, .
"config-template™: { Config Setup merges data

"description”: "Generate and upload K8s config template™, CBA

"target"”: "k8s-config-template”, AAl i.e. vi-modules info
"activities": [ T

{ MDSAL —i.e. resolved Day 0
"call _operation": "K8sConfigTemplateComponent.process" K8s —i.e. k8s resource status info
Kotlin, Python, REST
Complex JSON
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weonfia-depley”: { CNF instance based

"config-setup™: {

"description": "Gather necessary input for config init and status verification", Conflg Instance (Cfl)

"target": "config-setup-process”,

Cozre e [ * Instantiates CfT
{ * Provides overrides for CfT

"call operation": "ResourceResolutionComponent.process”

}

) Cfl creation is part of Config-
“on_success": [ Deploy in CDS

"config-apply"
1, » Creates new k8s resources

"on_failure™: [

"handle_error" + Modifies k8s resources of existing

] CNF instance
}

o Native mechanisms in CDS

"description": "Activate K8s config template”,

"target": "k8s-config-apply", ° CUStomlzab|e by CBA

"activities™: [

{ In vFW CNF Use Case followed

"call operation": "K8sConfigTemplateComponent.process"

) by simple Status Check
1,

o el T * Checks Pod Status until ,Running”

"status-verification-script” ° Fa||S after 30 retrles
1

1




(automation-UU4Kdld@a) advnet@DESKTOP-U7RF2AL:~/sources/demo/heat/vFW_CNF_CDS/automation$
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> "request": {

Retrieves Helm Chart’s Instance (vi- .
module) resources’ status from “ready™: false,

“resourceCount”: 12,

managed k8s and exposes it via HTTP reomureesstatuss |
API {

"name”: “sink-configmap”,

Allows user to check any kind of data e

that k8s is aware of for the resources: e atus |
° POd’S State, “apiVersion™: "v1",

“data”™: {

‘ Deployment,s Repllcas number’ "protected net gw": "192.168.208.100",

» Service’s NodePort "protected_private net cidr™: "192.163.10.8/24"
¥

For Health-check use, Status Handler ind": “Confighap”
Cllent Can parse the reSUIt and IOOk for mEtfziz:t:iLoiTimestamp": "2020-10-0867T13:45:431",
splecific fields to ensure expected wewt
Va UeS . splugin.io/rb-instance-id": "goofy merkle
* Replica No > 3, “ram" “sink-conigap", |
- Service LoadBalancer Ready, BRI S
- Pod allocated on Node different than X Lo o e e U et mmessaee oo ik ot

“uid": "1fab40ed-dabb-438e-bl31-9aldft3f7e814"
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Executes Tests provided within CNF’s Helm Package (see https://helm.sh/docs/topics/chart tests/)

- Test is executed asynchronously and allows investigating result of every hook run

« Aggregated Test result is computed by K8splugin once every hook finishes. Tests execution time is not limited.
3

"instance-id": "thirsty spence",

"healthcheck-id": "competent wu™,

"instance-id":]"sharp_merkle”,
"healthcheck-id": "practical_shirley”,
“"status”: "Running"”, “status": "Succeeded”,
“test-suite”: { “test-suite": {
"StartedAt™: "2021-24-99T713:03:18.219Z" “"StartedAt™: "2021-04-12T87:38:20.9437",
“CompletedAt™: "", "CompletedAt™: "2021-84-12T67:38:31.1897",

“Results™: [ "Results”: [

"started at™: "2821-84-89T13:0 7" "started at": "2021-84-12T87:38:20.94371",
“completed_at™: "", "completed_at™: "2021-84-12T97:38:31.17%Z",
“"status”: "Running”, "status": "Succeeded”,

"name”: "test-release-dummy-test-2" “name™: "test-release-dummy-test-2"

“started _at": "2021-04-09T13:03:18.2967" "started at": "2021-84-12T87:38:21.893Z",
“completed at™: "2021-04-09T13:03:28.4557" “completed_at™: "2021-84-12T67:38:31.187Z",
"status”: "Succeeded”, "status": "Succeeded”,

"name™: "test-release-dummy-test-1" “name™: "test-release-dummy-test-1"



https://helm.sh/docs/topics/chart_tests/
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CNF Health Check — vFW CBA PoC NETWORKING

Healthcheck workflow defined NE—

______

In CBA verifies CNF healthiness g

by running several steps, |l

among others: —
‘config-setup and config-apply
- resolve necessary IDs and names —
based on user-provided inputs
‘status-verification-script - 18t
step of verification based solely on
k8splugin’s Status API

“health-check-process” - 2" step
testing CNF state using k8splugin’s
Healthcheck API
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Example Test executed via
Healthcheck APl is a simple Job e
definition being partof |eE
orchestrated Helm Chart. e

Defined Job attaches to custom

networks used by vFW Pods and

tests network interfaces ettt petvaed e 4 | e
reachability using ping . '



(venv) k.banka@AMDC3701:~/git/onép/demo/heat/vFW_CNE;CDS/automation [1:01s kubectl get all,cm,
network-attachment-definition,network -n vfirewall --kubeconfig=artifacts/cluster kubeconfig

(venv) k.banka@AMDC3701:~/git7onap/demo/heat/vFW_CNF_CDS/templates [2:0]S

(venv) k.banka@RMDC3701:~/git/onap/demo/heat/vFW _CNF CDS/automation [1:0]$ python healthcheck.
Py

[root@infra ~]# kubectl logs onap-cds-blueprints-processor-6bfb8d9897-8gpdv | lessl
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