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Objective: Create open source software and systems enabling secure 5G and subsequent mobile 
networks

Open Programmable Secure 5G (OPS-5G)

with OPS-5G

Opaque, 
integrated 
software/ 
hardware 

system

without OPS-5G

Transition:

• The Linux Foundation for 
technology transfer path to 
military and civilian users

• Nationwide network to enhance 
DoD ability to test 5G Core 
security (Multisite OPS-5G Joint 
Independent Testing Option 
(MOJITO))

Approach:
• Speed open source software 

development

• Built-in, cost-effective 5G node 
and network security

• Secure slices operate over 
untrusted infrastructure

• Programmable defenses for quick 
and flexible response

Challenges:
• Hardware/software decoupling
• Security at scale

• Operating over untrusted nodes 
and nets

• Adaptive adversaries at tera-node 
scale

Opaque, proprietary 
and vertically-

integrated technology 
provided by a small 
number of dominant 
vendors, including 
foreign suppliers

Non-US 
hardware

US 
hardware

US open 
source 

hardware

OPS-5G secure open source 
software and fast software 

development Decoupled
,  secure 
5G stack

Deployable, transparent, open 
source technology 
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DARPA 

OPS-5G

• Focus is on 5G core security

• Create open source software and systems 
enabling secure 5G
• Speed open source software development

• Built-in, cost-effective 5G node and network 
security

• Secure slices operate over untrusted 
infrastructure

• Programmable defenses for quick and flexible 
response

OUSD(R&E)

DoD 5G

• Nationwide testbed to enhance DoD ability to 
test security attributes of 5G networks
• Equip US military bases for experiments to 

enable 5G networks

• Many uses for 5G, but one constant across all 
is security

• Leverage and accelerate innovation of US 5G 
industry

MOJITO: Connecting OPS-5G and DoD 5G

OPS-5G
secure open source 
software and fast 

software 
development

MOJITO: 5G Core Security

A subset of sites in the DoD 
5G-to-XG Initiative and OPS-

5G ITE sites

secure 5G stackOPS-5G ITE MOJITO design, 
procurement, 

coordination and 
management

The Linux 
Foundation

NIWC Pac NIWC Pac
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Open Source 5G End-to-End Implementation
Linux Foundation Component Projects 

Management & 

Orchestration

Infrastructure 

Management

5G Network Functions and Applications

Cloud Infrastructure

SDN ControllerIndustry standard servers, switches, 

storage

5G 

Edge 

Apps

Edge Stack 

Industry standard 

servers, switches, 

storage

Orchestration

Access 

Gateway
Cloud / Operator 

Core

Service Provider Edge Cloud/ CoreUser Edge

Smart Edge

Edge Servers, 

Gateways, 

Devices

Smart

Edge 

Apps

Wireless

Devices

Constrained

Device Edge
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DoD Experimentation and Prototyping 
Opportunity to Accelerate 5G Open Source Solutions

eMBB

URLLC

mMTC

Warehouse

Forward Operating Base (FOB) / 

Tactical Operations Center (TOC)

Shipboard & Pier-side

Flightline

Training

Centers

• Warehouse Use Case

• FOB/TOC Use Case

• Training Center Use

• Flightline Use Case

• Pierside Use Case

5G

Full stack 

end-to-end

Open Source

Architecture

DoD
Prototypes & Experimentation

Voice Services – All Uses
Voice Services
Voice over NR (VoNR)

eMBB Requirements

• Warehouse Use Case

• FOB/TOC Use Case

• Training Center Use

• Flightline Use Case

• Pierside Use Case

URLLC Requirements

• Warehouse Use Case

• FOB/TOC Use Case

• Training Center Use

• Flightline Use Case

• Pierside Use Case

mMTC Requirements

5

OT4OT3OT2OT1

Operational Testing

DOWN SELECT
Competition

+ Collaboration

Competition

+ Collaboration

Competition

+ Collaboration



UNCLASSIFIED – Distribution Statement A: Approved for public release, distribution is unlimited 6



Linux Foundation: 5G Super Blueprint
Overall Roadmap, building on production ready projects

Calendar

Q2’21

5G Core + MEC

Kubernetes + ONAP + 

Anuket + Magma + local 

breakout to MEC

5G E2E + Slicing + MEC

5G Core demo + local 

breakout to MEC + 

commercial 5G RAN

Calendar

Q3’21

5GC + Slicing + O-RAN + 

MEC

5G Core demo + O-RAN-SC 

+ E2E network slicing + 

local breakout to MEC

Calendar

Q4’21

Components

Value

Use Cases

Fully disaggregated open 

source 5G core stack with 

edge computing

5G FWA, Private 5G, Multi-

Access Edge Computing, IoT 

E2E 5G network with fully 

disaggregated open source 5G core 

with edge computing

5G FWA, Private 5G, Network 

Slicing, Multi-Access Edge 

Computing, IoT, 5G Voice 

Services

Fully disaggregated open source 

5G with edge computing with O-

RAN

Mobile Networks, 5G FWA, Private 5G, 

Network Slicing, Multi-Access Edge 

Computing, IoT, 5G Voice Services


