Traffic Migration in ONAP

Based on vFW VNF use case
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Types of VNFs (2/3) ETSI GS NFV-SWA 001
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Types of VNFs (3/3)
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VNF-internal Load Balancer

 Peer NF sees 1 logical NF composed of 1 VNF
* VNF contains replicable VNFC

* Build-in VNF load balancing mechanism

« LB sees pool of VNFC

 VNFM instantiates the LB

ETSI GS NFV-SWA 001




VNF-external Load Balancer

* Peer NF sees 1 logical NF

* NF supports parallelizable VNFs

« NFVO instantiate LB in front of VNF pool
« LB can be a NF or VNF

ETSI GS NFV-SWA 001



VNF E2E Load Balancing

* Peer NF sees multiple logical NFs

« LB is done in Peer NF

 NFVO may instantiate multiple VNFs
* NFVO does not instantiate LB

ETSI GS NFV-SWA 001




Infrastructure Network Load Balancer ETSI GS NFV-SWA 001

* Peer NF sees 1 logical NF

.............................

« NFVO may instantiate multiple VNFs  PeerNF ¢ | B

« NFVO does not instantiate LB ———— 1B |
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« NFVO configures LB in NFVI : : i _cwre)




ONAP - vFW use case
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vFireWall demo use case
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Traffic Migration - basic flow diagrams
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vFireWall - Quiesce + Resume

° Reject new connections on AnsibIeISer\.’erl lvo_oldl lvFW_Newl
VFW_OId ! LCMEvent.QuiesceTraffic i

POST restconfloperationfappe-lem-provider

.
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QuiesceTrafficStatus

« Accept new connections on | 200 ox
VFW New i :Quiesce Traffic (vFw_old) ‘i
a . i vFW_0ld rejects new connections B.: run command
* Is Ansible server used here? |  Resut |
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* Quiesce can take a lot of time |
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vFireWall - Internal/External Load Balancer

S0 I DMAAP SDNC I Ansible server || [ vPwuLB
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* Internal Load Balancer VNF required — must be added to vFW NS

» Ansible Server used to reconfigure LB
 Question: New instance of vFW is a new VNF in NS or new VNFC in VNF

http://www.plantuml.com/plantuml/png/VL79QiCm5BphAuRSiz2Z3YLEgbuQnw4Az5XK-Ra0j1ZfMVtzUWCc6jj2Rq2p3pDidrf5xPuMgi7x4gloAgyJvM3vbyhmfsy-
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15



vFireWall - E2E Load Balancer

SO DMAAP SDMNC Ansible Server vFW PG
*' —' '—' —'
LCMEvent MigrateTraffic
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POST restconffoperationfappc-lem-provider
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Migrate Traffic from vFW_0Old to vFW_New _
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vPG IP of wFW reconfigured from wFW_old to wvFW_MNew B.l run cormmand

i

| Result \ \
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_ POST Result Success | \ \
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_ MigrateTrafficStatus ! ! !
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=10} DMAAP SDNC Ansible Server vFW.WPG
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* Internal Load Balancer VNF required — must be added to vFW NS
» Ansible Server used to reconfigure vPG to send packets to different vFW
* Question: New instance of vFW is a new VNF in NS or new VNFC in VNF

http://www.plantuml.com/plantuml/png/TP3DIWCn58NtUOf3z_t1PHRIqgg8jZCu1PSICpSba9_X9XbVtsOeOohkGhvpxqc-
RSgAS_5ET0sMzpWSTxjMudL_V1WfvDNHNbXbEhConcenuPhh3gUzHDjqPp2bh6CmwpZGDMjZMAjXq4kd_NBWEDgUMDJyl1yITviDcfVvUh4BoNuwGaSy4YyaRiMuD SDmz1WVtpyQroF7wNYYB_5xyhgjijNOFabm2T3HUnLw4M8cE38P
4bU8vNRHr2YOwIFjfJ3r__NWRz5iuOrISNdwosnmKdCZw8hMb9AOK1rh97wAxRBA90ajXRvuzmq0
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vFireWall - Infrastructure Load Balancer

e I DMAAP SDNC I Ansible Server | | Openstack
|
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Migrate Traffic from vFw_0ld to vFW_New

run command

.
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OpenStack LB reconfigured to switch from vFW_0Old to vFW_New BI
—

Can be repeated multiple times with different Traffic Split

|
i
|
|
:
_ MigrateTrafficStatus |
. |
!

|
so I DMAAP I SDNC I [Ansible Server [OpenStack

 Required Load Balancer service plugin in Neutron (Octave project)
» Ansible Server used to reconfigure OpenStack LB
» Instead of Ansible Server SDNC can call REST API of OpenStack directly

http://www.plantuml.com/plantuml/uml/TL5DJm8n4BttLxnmHuZ7FHWGz2Amn99uCJ6bEmkD_MZQwVBtPJTaZHfIRT_7cyvRP5Q9YxD2rfW-OBrTBISLDgljKqUUxxRcb1JJ8QcsDLeCSC-
JwzsgmhwM10JAh8DIPo5IKco2dwaOzTHgDugfTAQX97h-w8yAz_CvwfVnURBgsHmMjGLBgA4qgt89nlqQRWaFt_FPHsmOSXkEEBkAtidUh8td91dzMICL31-UKRuGFJB3KCgfl2ZQFIDJFRqubqU2TBuRr-
Rz8I7kibCUHa2Ylugl85SicMW8RHNnbN_HcDQLjAv7dyWupMyD-9ntM-KYWMHNyPgnXsV4CWYzQKinYWNbPN-DcGPCKbYmNvfZZx1G00

17



Traffic Migration — Implementation ideas
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Traffic Migration APl Implementation (v.1)
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OpenStack REST .
Call DG :’
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DG i
SDN-C A"s'b'%édapter >|  Ansible Server

NetConf DG

\ 4

vLB

When request comes to SDN-C appropriate DG is selected
« Selected DG is executed with parameters from request to SDNC
» Possibility to add different implementations of Traffic Migration in the future

19



Traffic Migration APl Implementation (v.2)

Virtual Infrastructure

OpenStack >| LB Service

OpenStack TM
Playbook

Custom TM
Playbook

SDN-C Ansible Server

Playbook
Selection

NetConf TM

PlayBook e

When request comes to SDN-C appropriate Ansible Playbook is selected
» Selected playbook is executed with parameters from request to SDNC
» Possibility to add different implementations of Traffic Migration in the future
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Traffic Migration API - Payload proposition

"operations-timeout": <TIMEOUT_IN_SECONDS>,
"destination": [{
"vnf-id": "<VNF_ID>", (optional)
"vnfc-name": "<VNFC_NAME>",
"vserver-id": "<VSERVER_ID>"
}s {31,

"migration-driver-type": <"built-in", "custom">,

"configuration-parameters”: { "<CONFIG- PARAMS>" 1},
(optional)

"distribution-policy": {

"type": <DISTRIBUTION TYPE>

"distribution™ : [©.3, 0.4, ..] (optional)}
rollback-on-failure: <TRUE | FALSE>
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