Sonatype Application Composition Report

Of onap-cli, Build Scanned On Sat Nov 30 2019 at 19:32:10
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Scope of Analysis

83 11 0

COMPONENTS IDENTIFIED POLICY ALERTS SECURITY ALERTS LICENSE ALERTS
77% OF ALL COMPONENTS ARE IDENTIFIED AFFECTING 9 COMPONENTS AFFECTING 8 COMPONENTS
0

GRANDFATHERED VIOLATIONS

o Security Issues

How bad are the vulnerabilities and how many are there?

Critical (7-10) 0 1 2 3 4 5 6 7

| | Dependency Depth
10 The summary of security issues demonstrates 1 ° o o
9 I

the breakdown of vulnerabilities based on

8 severity and the threat level it poses to your

Severe (4-6) 7 I application. : @ @ o
6 The dependency depth highlights quantity and

3 5 severity and distribution within the 3 ‘ (] [e)

4 application's dependencies.

Moderate (1-3) 3 4 ‘ () °
2
1 5+ ‘ ()

® License Analysis

What type of licenses and how many of each?

Critical (8-10)

Dependency Depth
The summary of license analysis
demonstrates the number of licenses
detected in each category.
The dependency depth compares
guantity by category and the
distribution within your application's 3 No Components
dependencies.

Severe (4-7)

Moderate (1-3)

No Threat (0)



Policy Violations

Threat  Policy Name

(o]

10 Security - Critical vulnerabilities

Security - Severe vulnerabilities

Actions

Component
com.fasterxml.jackson.core : jackson-

databind : 2.9.4

io.netty : netty-codec-http : 4.1.16.Final
i0.netty : netty-codec-http : 4.1.19.Final
i0.netty : netty-codec-http2 : 4.1.16.Final
i0.netty : netty-codec-http2 : 4.1.16.Final
i0.netty : netty-codec-http2 : 4.1.16.Final
i0.netty : netty-codec-http2 : 4.1.16.Final
org.apache.httpcomponents : httpclient :

4.3.5
commons-codec : commons-codec : 1.11

commons-codec : commons-codec : 1.6

commons-codec : commons-codec : 1.9

jline : jline : 2.6

org.apache.httpcomponents : httpclient :
4.35

Conditions

Security Vulnerability
Severity >= 7
Security Vulnerability
Severity >= 7
Security Vulnerability
Severity >=7
Security Vulnerability
Severity >=7
Security Vulnerability
Severity >= 7
Security Vulnerability
Severity >=7
Security Vulnerability
Severity >= 7
Security Vulnerability
Severity >=7
Security Vulnerability
Severity >= 4,
Security Vulnerability
Severity <=6
Security Vulnerability
Severity >= 4,
Security Vulnerability
Severity <=6
Security Vulnerability
Severity >= 4,
Security Vulnerability
Severity <=6
Security Vulnerability
Severity >= 4,
Security Vulnerability
Severity <=6
Security Vulnerability
Severity >= 4,
Security Vulnerability
Severity <=6



Security Issues

Threat Level Problem Code Component

LU L L] ]
~ ©

(&)

CVE-2018-7489
CVE-2019-1686
9

CVE-2019-1686
9

CVE-2019-9512

CVE-2019-9514

CVE-2019-9515
CVE-2019-9518
sonatype-2017-

0359

sonatype-2012-
0050

sonatype-2012-
0050

sonatype-2012-
0050

CVE-2013-2035

CVE-2015-5262

sonatype-2015-
0327

I com.fasterxml.jackson.core : jackson-databind : 2.9.4

I i0.netty : netty-codec-http : 4.1.16.Final
I i0.netty : netty-codec-http : 4.1.19.Final

I i0.netty : netty-codec-http2 : 4.1.16.Final
I io.netty : netty-codec-http2 : 4.1.16.Final
I jo.netty : netty-codec-http2 : 4.1.16.Final
I i0.netty : netty-codec-http2 : 4.1.16.Final

I org.apache.httpcomponents : httpclient : 4.3.5
I commons-codec : commons-codec : 1.11

I commons-codec : commons-codec : 1.6

I commons-codec : commons-codec : 1.9

I jline : jline : 2.6
I org.apache.httpcomponents : httpclient : 4.3.5

I org.springframework : spring-core : 3.2.9.RELEASE

Status
Open

Open
Open

Open
Open
Open
Open
Not Applicable

Open
Not Applicable
Open

Open
Not Applicable
Open


http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-7489
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-7489
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-16869
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-16869
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-16869
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-16869
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-16869
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-16869
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9512
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9512
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9514
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9514
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9515
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9515
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9518
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9518
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-2035
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-2035
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5262
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5262

License Analysis
License Threat
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0

MIT

MIT
BSD-3-Clause
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0, CC-BY-2.5
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0

Apache-2.0, Public
Domain

Apache-2.0

Apache-2.0
Apache-2.0
BSD-3-Clause
BSD-3-Clause
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0

Component
1 Log4j:log4j:1.2.17
1 apache-log4j : log4j: 1.2.14
1 com.fasterxml.jackson.core : jackson-annotations : 2.9.0
=1 com.fasterxml.jackson.core : jackson-core : 2.9.8
=1 com.fasterxml.jackson.core : jackson-databind : 2.9.4
=1 com.fasterxml.jackson.dataformat : jackson-dataformat-yaml : 2.9.4
=1 com.github.dreamhead : moco-core : 0.12.0
21 com.github.dreamhead : moco-runner : 0.12.0
) com.google.api : api-common : 1.0.0-rcl
J com.google.api.grpc : proto-google-common-protos : 0.1.9
~1 com.google.auto.value : auto-value : 1.1
=1 com.google.code.findbugs : jsr305 : 3.0.0
) com.google.code.findbugs : jsr305 : 3.0.2
) com.google.code.gson : gson : 2.7
~1 com.google.errorprone : error_prone_annotations : 2.0.19
) com.google.errorprone : error_prone_annotations : 2.2.0
1 com.google.guava : failureaccess : 1.0

) com.google.guava : guava : 27.0-jre

21 com.google.guava : listenablefuture : 9999.0-empty-to-avoid-conflict-
with-guava

21 com.google.instrumentation : instrumentation-api : 0.4.3
) com.google.j2objc : j2objc-annotations : 1.1

) com.google.protobuf : protobuf-java : 3.4.0

=1 com.google.protobuf : protobuf-java-util : 3.4.0
J com.jayway.jsonpath : json-path : 2.2.0

2 commons-cli : commons-cli : 1.4

) commons-codec : commons-codec : 1.11

J commons-codec : commons-codec : 1.6

2 commons-codec : commons-codec : 1.9

~J commons-io : commons-io : 1.3.2

2/ commons-io : commons-io : 2.6

1 commons-logging : commons-logging : 1.1.3
1 commons-logging : commons-logging : 1.2

21 io.grpc : grpc-context : 1.8.0

Status
Overridden

Open
Selected
Selected
Selected
Selected
Selected
Selected
Selected
Selected
Open
Selected
Selected
Selected
Open
Open
Open
Open

Selected

Open

Selected
Selected
Selected
Selected
Open

Selected
Selected
Selected
Selected
Selected
Selected
Selected

Open



License Threat

Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0

Apache-2.0, BSD-3-

Clause, MIT

Apache-2.0, BSD-3-

Clause, MIT
Apache-2.0

Apache-2.0

Apache-2.0, MIT
Apache-2.0, MIT

Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0

BSD, BSD-2-Clause,

Apache-2.0
Apache-2.0

Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0

Component

L

o

o

io.grpc :
io.grpc :
io.grpc :
io.grpc :
io.grpc :

io.grpc :

i0.netty

i0.netty

io.netty :
i0.netty :

i0.netty :
io.netty :

io.netty :
io.netty :
i0.netty :
i0.netty :
io.netty :
io.netty :
io.netty :
i0.netty :
i0.netty :

io.netty :

i0.netty

grpc-core : 1.8.0

grpc-netty : 1.8.0

grpc-protobuf ; 1.8.0

grpc-protobuf-lite ;: 1.8.0

grpe-stub : 1.8.0

grpc-testing
. netty-buffer
: netty-buffer
netty-codec

netty-codec

:1.8.0

:4.1.16.Final
:4.1.19.Final
:4.1.16.Final

:4.1.19.Final

netty-codec-http : 4.1.16.Final
netty-codec-http : 4.1.19.Final

netty-codec-http2 : 4.1.16.Final
netty-codec-socks : 4.1.16.Final
netty-common : 4.1.16.Final
netty-common : 4.1.19.Final
netty-handler : 4.1.16.Final
netty-handler : 4.1.19.Final
netty-handler-proxy : 4.1.16.Final
netty-resolver : 4.1.16.Final
netty-resolver : 4.1.19.Final

netty-transport : 4.1.16.Final

. netty-transport : 4.1.19.Final

io.opencensus : opencensus-api : 0.8.0

i0.opencensus : opencensus-contrib-grpc-metrics : 0.8.0

jline : jline: 2.6

joda-time : joda-time : 2.8.2

net.minidev : accessors-smart : 1.1

net.minidev : json-smart : 2.2.1

org.apache.commons : commons-csv : 1.3

org.apache.httpcomponents : httpclient : 4.3.5

org.apache.httpcomponents : httpclient : 4.5.7

org.apache.httpcomponents : httpcore : 4.3.2

org.apache.httpcomponents : httpcore : 4.4.11

org.apache.httpcomponents : httpmime : 4.3.5

Status
Open

Open
Open
Open
Open
Open
Open
Open
Open
Open
Open

Open

Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open

Selected
Selected
Selected
Selected
Selected
Open

Selected
Open

Selected



License Threat

CC-BY-2.5, MIT
MIT
Apache-2.0
BSD-3-Clause
MIT

Apache-2.0, BSD-3-
Clause, MIT

MIT
BSD-3-Clause
MIT

MIT
Apache-2.0
Apache-2.0

Apache-2.0, BSD-3-
Clause

Apache-2.0
Apache-2.0

Component

L

o

o

ey

ey

ey

",

",

",

ey

ey

",

",

ey

",

org.checkerframework : checker-qual : 2.5.2
org.codehaus.mojo : animal-sniffer-annotations : 1.17
org.freemarker : freemarker : 2.3.27-incubating
org.hamcrest : hamcrest-core : 1.3

org.jmockit : jmockit-coverage : 1.19

org.mockito : mockito-core : 1.9.5

org.objenesis : objenesis : 1.0

org.ow2.asm : asm: 5.0.3

org.slf4j : slf4j-api : 1.7.16

org.slf4j : slf4j-log4j12 : 1.7.16

org.snmp4j : snmp4j : 2.5.6

org.springframework : spring-core : 3.2.9.RELEASE
org.springframework : spring-core : 5.1.2.RELEASE

org.springframework : spring-jcl : 5.1.2.RELEASE

org.yaml : snakeyaml : 1.18

Status
Selected

Open
Open
Selected
Selected

Selected

Selected
Selected
Selected
Selected
Open
Open
Open

Open

Selected



Components

Component / Declared and Observed License
Log4j : log4j: 1.2.17

I Apache-2.0
apache-log4j : log4j: 1.2.14

Il Apache-2.0

com.fasterxml.jackson.core : jackson-
annotations : 2.9.0@®

I Apache-2.0

com.fasterxml.jackson.core : jackson-core :
2980

Il Apache-2.0

com.fasterxml.jackson.core : jackson-
databind : 2.9.40

I Apache-2.0

com.fasterxml.jackson.dataformat : jackson-
dataformat-yaml : 2.9.4

] Apache-2.0
com.github.dreamhead : moco-core : 0.12.06

B miT

com.github.dreamhead : moco-runner : 0.12.0

R

com.google.api : api-common : 1.0.0-rcl

Il BSD-3-Clause

com.google.api.grpc : proto-google-common-
protos : 0.1.9
] Apache-2.0

com.google.auto.value : auto-value : 1.1

I Apache-2.0

com.google.code.findbugs : jsr305 : 3.0.0
Il Apache-2.0

com.google.code.findbugs : jsr305: 3.0.2
I Apache-2.0, CC-BY-2.5

com.google.code.gson : gson : 2.7

Il Apache-2.0

com.google.errorprone :
error_prone_annotations : 2.0.19

I Apache-2.0

com.google.errorprone :
error_prone_annotations : 2.2.0

Il Apache-2.0
com.google.guava : failureaccess : 1.0

I Apache-2.0

Match State

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

Age / Security Summary
3 years

3 years

2 years

11 months
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Policy Violations


http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonExtensionYAML
http://wiki.fasterxml.com/JacksonExtensionYAML
https://github.com/dreamhead/moco
https://github.com/dreamhead/moco
https://github.com/dreamhead/moco
https://github.com/dreamhead/moco

Component / Declared and Observed License
com.google.guava : guava : 27.0-jre

Il Apache-2.0; Public Domain

com.google.guava : listenablefuture : 9999.0-

empty-to-avoid-conflict-with-guava
I Apache-2.0

com.google.instrumentation : instrumentation-

api: 0.4.3
] Apache-2.0

com.google.j2objc : j2objc-annotations : 1.1

I Apache-2.0

com.google.protobuf : protobuf-java : 3.4.0

Il BSD-3-Clause

com.google.protobuf : protobuf-java-util : 3.4.0

Il BSD-3-Clause
com.jayway.jsonpath : json-path : 2.2.0

Il Apache-2.0

commons-cli : commons-cli: 1.4
I Apache-2.0

commons-codec : commons-codec : 1.11
] Apache-2.0

commons-codec : commons-codec : 1.6
I Apache-2.0

commons-codec : commons-codec : 1.9
Il Apache-2.0

commons-io : commons-io : 1.3.2
I Apache-2.0

commons-io : commons-io : 2.6
Il Apache-2.0

commons-logging : commons-logging : 1.1.3
I Apache-2.0

commons-logging : commons-logging : 1.2
Il Apache-2.0

io.grpc : grpc-context : 1.8.0
I Apache-2.0

io.grpc : grpc-core : 1.8.0
Il Apache-2.0

io.grpc : grpc-netty : 1.8.0
I Apache-2.0

io.grpc : grpc-protobuf : 1.8.0
Il Apache-2.0

Match State

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

Age / Security Summary
1 year

NA
1year

NA
2 years

NA
3years

NA
2 years
NA
2 years
NA
3 years
NA
2 years
NA

2 years

5
8 years

5

6 years
5

12 years
NA

2 years
NA

6 years
NA

5 years
NA

2 years
NA

2 years
NA

2 years
NA

2 years

NA

Policy Violations



Component / Declared and Observed License
io.grpc : grpc-protobuf-lite : 1.8.0
I Apache-2.0
io.grpc : grpc-stub : 1.8.0
Il Apache-2.0
io.grpc : grpc-testing : 1.8.0
I Apache-2.0
io.netty : netty-buffer : 4.1.16.Final

I Apache-2.0
io.netty : netty-buffer : 4.1.19.Final

I Apache-2.0
io.netty : netty-codec : 4.1.16.Final

] Apache-2.0
io.netty : netty-codec : 4.1.19.Final

I Apache-2.0

io.netty : netty-codec-http : 4.1.16.Final
Il Apache-2.0; BSD-3-Clause, MIT

io.netty : netty-codec-http : 4.1.19.Final

I Apache-2.0; BSD-3-Clause, MIT
io.netty : netty-codec-http2 : 4.1.16.Final

Il Apache-2.0
io.netty : netty-codec-socks : 4.1.16.Final

I Apache-2.0

io.netty : netty-common : 4.1.16.Final
Il Apache-2.0; MIT

io.netty : netty-common : 4.1.19.Final
I Apache-2.0; MIT

io.netty : netty-handler : 4.1.16.Final

I Apache-2.0
io.netty : netty-handler : 4.1.19.Final

I Apache-2.0
io.netty : netty-handler-proxy : 4.1.16.Final

Il Apache-2.0

io.netty : netty-resolver : 4.1.16.Final
I Apache-2.0

io.netty : netty-resolver : 4.1.19.Final
Il Apache-2.0

io.netty : netty-transport : 4.1.16.Final
I Apache-2.0

io.netty : netty-transport : 4.1.19.Final
Il Apache-2.0

Match State

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

Age / Security Summary
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Component / Declared and Observed License Match State Age / Security Summary Policy Violations

io.opencensus : opencensus-api : 0.8.0 exact 2 years

I Apache-2.0
io.opencensus : opencensus-contrib-grpc- exact 2 years
metrics : 0.8.0

I Apache-2.0
jline : jline: 2.6 exact 7 years

I BSD, BSD-2-Clause; Apache-2.0 4
joda-time : joda-time : 2828 exact 4 years

Il Apache-2.0
net.minidev : accessors-smart : 1.1 exact 4 years

I Apache-2.0
net.minidev : json-smart : 2.2.1 exact 4 years

Il Apache-2.0
org.apache.commons : commons-csv : 1.3 exact 3years

I Apache-2.0
org.apache.httpcomponents : httpclient : 4.3.5 exact 5 years

Il Apache-2.0 [ within 2 Security Issues
org.apache.httpcomponents : httpclient : 4.5.7 exact 10 months

I Apache-2.0
org.apache.httpcomponents : httpcore: 4.3.2  exact 5years

I Apache-2.0
org.apache.httpcomponents : httpcore : 4.4.11 exact 10 months

I Apache-2.0
org.apache.httpcomponents : httpmime : 4.3.5 exact 5 years

Il Apache-2.0
org.checkerframework : checker-qual : 2.5.2 exact 1year

I cc-BY-2.5 MIT

H

org.codehaus.mojo : animal-sniffer- exact 1year
annotations : 1.17

oM
org.freemarker : freemarker : 2.3.27-incubating exact 2 years

I Apache-2.0
org.hamcrest : hamcrest-core : 1.3 exact 7 years

z

[l BSD-3-Clause

org.jmockit : jmockit-coverage : 1.19 exact 4 years
B miT
org.mockito : mockito-core : 1.9.5 exact 7 years

H

Il Apache-2.0, BSD-3-Clause, MIT

org.objenesis : objenesis : 1.09 exact 12 years
B owmiT


http://www.joda.org/joda-time/
http://www.joda.org/joda-time/
http://objenesis.org
http://objenesis.org

Component / Declared and Observed License

O

1

1

O

1

O

1

1

org.ow2.asm : asm : 5.0.3
BSD-3-Clause

org.slf4j : slf4j-api: 1.7.16
MIT

org.slf4j : slf4j-log4j12: 1.7.16
MIT

org.snmp4j : snmp4j: 2.5.6
Apache-2.0

org.springframework : spring-core :
3.2.9.RELEASE

Apache-2.0

org.springframework : spring-core :
5.1.2.RELEASE
Apache-2.0; BSD-3-Clause

org.springframework : spring-jcl :
5.1.2.RELEASE
Apache-2.0

org.yaml : snakeyaml : 1.18

Apache-2.0
cli-4.0.0-SNAPSHOT.zip

cli-framework-4.0.0-SNAPSHOT .jar
cli-main-4.0.0-SNAPSHOT jar
cli-products-onap-dublin-auth-4.0.0-

SNAPSHOT .jar

cli-products-onap-dublin-catalog-4.0.0-
SNAPSHOT .jar

cli-products-onap-dublin-features-aai-4.0.0-
SNAPSHOT jar

cli-products-onap-dublin-features-
integration-4.0.0-SNAPSHOT .jar

cli-products-onap-dublin-features-msb-4.0.0-

SNAPSHOT .jar

cli-products-onap-dublin-features-
multicloud-4.0.0-SNAPSHOT jar

cli-products-onap-dublin-features-policy-4.0.0-

SNAPSHOT jar

cli-products-onap-dublin-features-sdc-4.0.0-
SNAPSHOT jar

cli-products-onap-dublin-features-sdnc-4.0.0-

SNAPSHOT .jar

cli-products-onap-dublin-features-so-4.0.0-
SNAPSHOT.jar

cli-products-onap-dublin-features-vfc-4.0.0-
SNAPSHOT .jar

cli-products-onap-dublin-features-vnfsdk-4.0.0-

SNAPSHOT jar
cli-products-sample-4.0.0-SNAPSHOT .jar

Match State

exact

exact

exact

exact

exact

exact

exact

exact

unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Age / Security Summary Policy Violations
5 years

NA
3years

NA
3 years

NA
2 years

NA
5 years

3
1year

NA
1 year

NA
2 years

NA
NA

NA
NA
NA

NA
NA
NA
NA
NA
NA
NA
NA
NA
NA
NA

NA



Component / Declared and Observed License Match State Age / Security Summary Policy Violations

cli-profiles-command-4.0.0-SNAPSHOT .jar unknown NA
cli-profiles-http-4.0.0-SNAPSHOT.jar unknown NA
cli-profiles-snmp-4.0.0-SNAPSHOT .jar unknown NA
cli-sample-mock-generator-4.0.0-SNAPSHOT .jar unknown NA
cli-sample-yaml-generator-4.0.0-SNAPSHOT.jar unknown NA
cli-validation-4.0.0-SNAPSHOT .jar unknown NA
oclip-grpc-client-4.0.0-SNAPSHOT.jar unknown NA
oclip-grpc-server-4.0.0-SNAPSHOT .jar unknown NA

oclip-grpc-stub-4.0.0-SNAPSHOT .jar unknown NA
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