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and its components for container security

Presenting
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Overview
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CNCF Community

« An open source trusted cloud native 
registry project that stores, signs, and scans 

content. »

Functions :
 Docker registry
 Image Signer
 Image Scanner
 (Helm Charts registry)

4 years
Over 9000 commits

Over 12k stars on Github 
passing CII best practices
Renewed documentation
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Implemented tools

Docker registry

Stores Docker images in 
projects, with different 

accesses and 
restrictions.

Notary Signer

Signing images 
ensure they are 

known and therefore 
secured.

Clair scanner

Clair can scan images, 
get packages CVEs, 

their severity, 
description and fix.

Chart Museum

A way of storing 
Helm Charts.
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Security solutions
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Web interface
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Project management and repositories
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Notary signing and Clair scanning
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Notary
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Scanners

Available scanners :
 Clair (default)
 Trivy (native)
 Anchore
 DoSec
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Users Management, quotas, garbage collection, main settings 
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Replication rules
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API Swagger
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Extended Use
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Security scan report

4
35

75

126

52

Image's CVEs severity level

Critical
High
Medium
Low
Unknown

Collect CVE data about the 
plateform’s images

Display :
 Graphics about overall situation

 List of repositories, sorted by 
severity levels

 Sub-list of CVEs for each 
repositories, their description and 
fix
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Webhook alerts
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Comparison
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Other container registries

JFrog Artifactory

Not specialized in security

Can store Artifacts

CoreOS Quay

Not free
Focused on security

Manages deployment

Works with GitHub 
registries

Tenable (FlawCheck)

Not OpenSource

FlawCheck is now part of Tenable 
which is a wide network security 

solution (not only containers)
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Demo
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Conclusion
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Maturity
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Replace Nexus3 with Harbor

● You can schedule daily or 
weekly scans on every 
images

● Backups done easily with 
replication

● You can sign these images 
and ensure you are pulling 
the right image

● Accessible Webhook 
notifications for real time 
events notifications
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Cascading projects

If many stages before 
release :

● Precise and 
focused scan 
reports for each 
stages

● Easy backups for 
each stages

● Clean way of 
sorting projects
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Thanks

Harbor in the CNCF website : 

Official Harbor website : goharbor.io

More questions ?  solene.evesque@orange.com

http://www.goharbor.io/
mailto:solene.evesque@orange.com
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