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Required Upgrades

Package Vulnerable versions Target Version

log4j 1.2.15 & 1.2.17 2.13.1

jackson-databind/Jackson-mapper-asl 2.9.6& 2.9.9/1.9.13& 1.9.2 2.11.0

Netty-all/netty-handler 4.1.36.final 4.1.48.final

commons-configuration2 2.3 & 2.4 2.7

spring-web/Spring-webmvc 4.3.18.RELEASE/5.0.9.RELEASE 5.2.7.RELEASE

testng 6.11.0 & 6.14.3 7.2.0

snakeyaml 1.18,1.21,1.17,1.15 & 1.14 1.26

guava 18.0,20.0 & 21.0 29.0-jre

Commons-codec 1.9,1.10 & 1.11 1.14

Togglz-console 2.4.1.Final 2.6.1.Final

commons-beanutils 1.9.3 1.9.4

Springfox-swagger-ui 2.9.2 & 2.3.0 3.23.11

com.springsource.com.jcraft.jsch 0.1.41 ???



  

Maven Dependency Only Upgrades

Package Vulnerable versions Target Version

Netty-all/netty-handler 4.1.36.final 4.1.48.final

Togglz-console 2.4.1.Final 2.6.1.Final

commons-beanutils 1.9.3 1.9.4

● These upgrades didn’t require any code changes



  

Upgrades with code/tests changes

● Some packages requires code changes

● Others, required tests upgrades

Package Vulnerable versions Target Version

log4j 1.2.15 & 1.2.17 2.13.1

jackson-databind/Jackson-mapper-asl 2.9.6& 2.9.9/1.9.13& 1.9.2 2.11.0

commons-configuration2 2.3 & 2.4 2.7

spring-web/Spring-webmvc 4.3.18.RELEASE/5.0.9.RELEASE 5.2.7.RELEASE

testng 6.11.0 & 6.14.3 7.2.0

snakeyaml 1.18,1.21,1.17,1.15 & 1.14 1.26

guava 18.0,20.0 & 21.0 29.0-jre

Commons-codec 1.9,1.10 & 1.11 1.14

Springfox-swagger-ui 2.9.2 & 2.3.0 3.23.11

Com.springsource.com.jcraft.jsch 0.1.41 ???



  

log4j upgrade

1. Upgrade Maven pom.xml dependencies

2. Totally changes configuration file (.xml & .properties) and rename from 
log4j.* to log4j2.*

3. Upgrade Docker_run.sh to reflect the new configuration file names

4. Modify package imports to reflect log4j2 packages
a)import org.apache.log4j.Logger; to 

b)import org.apache.logging.log4j.LogManager;

import org.apache.logging.log4j.Logger;

5. Code level upgrade of:

a) Remove org.apache.log4j.lf5.util.ResourceUtils as it was never used

b)  Change org.apache.log4j.PropertyConfigurator to  
org.apache.logging.log4j.core.LoggerContext



  

jackson-databind upgrade

1. Upgrade Maven pom.xml dependencies

2. Packages names completely changed from 
org.codehaus.jackson.map.* to 
com.fasterxml.jackson.databind 

3. Changes are required to reflect the new 
packages names in .java files as well as beans-
services.xml files  



  

testng upgrade

1.  Only Maven pom.xml upgrade
2.  We got an error in startTest.log

TestNG by default disables loading DTD from unsecured Urls. If you need to explicitly load the DTD from a http 
url, please do so by using the JVM argument [-Dtestng.dtd.http=true]

at org.testng.xml.TestNGContentHandler.resolveEntity(TestNGContentHandler.java:114)

at 
com.sun.org.apache.xerces.internal.util.EntityResolverWrapper.resolveEntity(EntityResolverWrapper.java:110)

at 
com.sun.org.apache.xerces.internal.impl.XMLEntityManager.resolveEntityAsPerStax(XMLEntityManager.java:9
97)

at 
com.sun.org.apache.xerces.internal.impl.XMLDocumentScannerImpl$DTDDriver.dispatch(XMLDocumentScan
nerImpl.java:1151)

at 
com.sun.org.apache.xerces.internal.impl.XMLDocumentScannerImpl$DTDDriver.next(XMLDocumentScannerI
mpl.java:1045)



  

testng upgrade



  

testng upgrade

``



  

testng upgrade

3.  To solve this issue:

a)Add JVM argument [-Dtestng.dtd.http=true]

b)In all testng xml files, change all DTD urls from http 
to https 

• Solved the issue, BE sanity tests passed, but 
two FE tests are failing mainly with timeout 
exceptions [Update: All tests passed]

a) Use a local copy of that DTD [didn’t work so far] 



  

Upgrades that require tests changes
snakeyaml



  

Upgrade snakeyaml 
solving compile errors



  

Upgrade snakeyaml
Failed tests



  

Upgrade snakeyaml



  

Upgrade snakeyaml



  

Upgrade commons-codec



  

Upgrade commons-codec



  

Ambiguous updates 
[com.springsource.com.jcraft.jsch]

1. The target version is ???


