Policy API

DESCRIPTION

The Policy subsystem of ONAP maintains, distributes, and operates on the set of rules that underlie ONAP’s control, orchestration, and management
functions. Policy provides a centralized environment for the creation and management of easily-updatable conditional rules. It enables users to validate
policies and rules, identify and resolve overlaps and conflicts, and derive additional policies where needed. The following operations are supported by the
policy API:

Create policies on the PAP

Update policies on the PAP

Delete policies on the PAP or PDP
Push policies from the PAP to the PDP
List policies on the PDP

Get config data of policies on the PDP
Create Dictionary ltems

Update Dictionary Items

Retrieve Dictionary Items

Import Micro Services Models

Retrieve Metrics for policy counts from PDP and PAP
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PUT /createConfig ';E DEPRECATED Creates a Config Policy based on given Policy Parameters.
/createDictionaryltem Creates a Dictionary Item for a specific dictionary based on given Parameters.
m /createFirewallConfig i";EPEpRECATEn Creates a Config Firewall Policy

PUT /createPolicy Creates a Policy based on given Policy Parameters.
/deletePolicy Deletes the specified policy from the PDP Group or PAP.
/getConfig Gets the configuration from the PolicyDecisionPoint{(PDP)
/getConfigByPolicyName ADEPRECATED Gets the configuration from the PolicyDecisionPoint(PDP) using PolicyName
/getDecision Gets the Decision using specified decision parameters
/getDictionaryltems Gets the dictionary items from the PAP

GET /getMetrics Gets the policy metrics from the PolicyAccessPoint(PAP)
/getNotification Registers DMaaP Topic to recieve notification from Policy Engine
/listConfig Gets the list of configuration policies from the PDP
/policyEngineImport Imports Policy based on the parameters which represent the service used to create a policy Service.
m /pushPolicy Pushes the specified policy to the PDP Group.
/sendEvent Sends the Events specified to the Policy Engine
/sendHeartbeat Sends Heartbeat to DMaaP Topic Registry to continue recieving notifications from Policy Engine
/stopNotification De-Registers DMaaP Topic to stop recieving notifications from Policy Engine
/updateConfig "‘:EPEPRECATED Updates a Config Policy based on given Policy Parameters.
/updateDictionaryItem Updates a Dictionary Item for a specific dictionary based on given Parameters.
/updateFirewallConfig i[L\TEZEI’RECATEIZ‘ Updates a Config Firewall Policy

PUT fupdatePolicy Updates a Policy based on given Policy Parameters.

SAMPLE JAVA CLIENT CODE



Get Config Example

= | CENSE_START

* Pol i cyEngi ned i ent

* Copyright (C) 2017 AT&T Intellectual Property. Al rights reserved.

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in conpliance with the License.
* You may obtain a copy of the License at

* http://ww. apache. org/licenses/ LI CENSE-2. 0

* Unless required by applicable |aw or agreed to in witing, software

* distributed under the License is distributed on an "AS | S" BASI S,

* W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either express or inplied.
* See the License for the specific |anguage governing pernissions and

* limtations under the License.

* ============L| CENSE_END

package org. onap. pol i cyEngi ne;

inmport java.util.Collection;

i mport org.onap. policy.api.Confi gRequest Par anet er s;
i nport org.onap. policy.api.PolicyConfig;

i nport org.onap. policy.api.PolicyEngine;

public class GetConfigSanple {

public static void nmain(String[] args) throws Exception {
Pol i cyEngi ne pe = new Pol i cyEngi ne("config. properties");

Conf i gRequest Par anet ers confi gRequest Parans = new Confi gRequest Par aneters();

confi gRequest Par ans. set Pol i cyNane(".*");
Col | ecti on<Pol i cyConfi g> configs = pe. get Config(confi gRequest Parans) ;
for (PolicyConfig config: configs){

Systemout. println(config.getPolicyConfigMessage());

System out. println(config.getPolicyConfigStatus());

Create Config Flrewall Policy Example

* ============_| CENSE_START:

* Pol i cyEngi ned i ent

* Copyright (C 2017 AT&T Intellectual Property. Al rights reserved.

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in conpliance with the License.
* You may obtain a copy of the License at

* http://ww. apache. org/licenses/ LI CENSE- 2. 0

* Unless required by applicable law or agreed to in witing, software

* distributed under the License is distributed on an "AS | S" BASI S,

* W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either express or inplied.
* See the License for the specific |anguage governing perm ssions and

* limtations under the License.

* ============_| CENSE_END=

package org.onap. pol i cyEngi ne;



File;
Fi I el nput St ream

import java.io.
0.
0. Fi | eNot FoundExcepti on;
0.
0.

inport java.
i mport java.
i mport java.
i mport java. I nput St r eam

import java.io.StringReader;
import java.nio.file.Path;

inport java.nio.file.Paths;

import java.text.Sinpl eDat eFor nat ;
inport java.util.Date;

import java.util.UU D

i
i
i
i 0.1 CException;
i
i

i nport javax.json.Json;
i mport javax.json.JsonObject;
i mport javax.json.JsonReader;

i mport org.onap. policy.api.PolicyChangeResponse;
i nport org.onap. policy.api.PolicyConfigType;

i mport org.onap. policy.api.PolicyEngine;

i mport org.onap. policy.api.PolicyParaneters;

i nport org.onap. policy.api.PolicyType;

public class ConfigFirewallPolicydient {
static Boolean isEdit = fal se;
public static void nain(String[] args) {
try{
Pol i cyEngi ne policyEngi ne = new Pol i cyEngi ne("config.properties");
Pol i cyParaneters policyParanmeters = new PolicyParaneters();
/1 Set Policy Type
pol i cyPar anet ers. set Pol i cyConfi gType(PolicyConfigType.Firewall); //required
pol i cyParaneters. set Pol i cyName("M keAPI t esti ng. test Confi gFirewal | Policyl607_1"); //required
/I policyParaneters. setPolicyScope("M keAPItesting");
//Directory will be created where the Policies are saved... this
di spl ays a a subscope on the GU
pol i cyPar anet er s. set Request | D( UUI D. randonJUI () ) ;

/1 Set Safe Policy value for Risk Type

Si npl eDat eFor mat dat ef or mat 3 = new Si npl eDat eFor mat (" dd/ MM yyyy");
Date date = datefornat3. parse("15/10/2016");

pol i cyParaneters. set Tt| Dat e(date);

/1 Set Safe Policy value for Guard

pol i cyParaneters. set Guard(true);

/] Set Safe Policy value for Ri sk Level

pol i cyPar anet ers. set Ri skLevel ("5");

/1 Set Safe Policy value for Risk Type

pol i cyPar anet ers. set Ri skType("PROD") ;

File jsonFile = null;

String jsonRuleList = null;

Path file = Paths.get("C \\policyAPI\\firewal | Rul esIJSO\\\ Confi g_FW Sanpl e.json");
jsonFile = file.toFile();

//buil dJSON(j sonFile, jsonRuleList);
pol i cyPar anet ers. set Confi gBody( bui | dJSON(j sonFile, jsonRuleList).toString());
pol i cyPar anet ers. set Conf i gBodyType( Pol i cyType. JSON) ;
/1 APl nmethod to create Policy or update policy
Pol i cyChangeResponse response = nul | ;
if (lisEdit) {
response = policyEngine.createPolicy(policyParaneters);
} else {
response = policyEngi ne. updat ePol i cy(policyParaneters);

}

i f(response. get ResponseCode() ==200) {
System out. println(response. get ResponseMessage());
Systemout.println("Policy Created Successfully!");
}el sef
Systemout.printlin("Error!

+ response. get ResponseMessage());

}
} catch (Exception e) {
Systemerr.println(e.getMessage());



private static JsonCbject buil dJSON(File jsonlnput, String jsonString) throws Fil eNot FoundException {
JsonObj ect json = null;
JsonReader jsonReader = null;
if (jsonString !'= null && jsonlnput == null) {
StringReader in = null;
in = new StringReader(jsonString);
j sonReader = Json. creat eReader (in);
json = jsonReader.readObject();
in.close();
} else {
InputStreamin = null;
in = new Fil el nput Strean{j sonl nput);
j sonReader = Json. creat eReader(in);
json = jsonReader.readObject();
try {
in.close();
} catch (I CException e) {
Systemerr.println("Exception Cccured while closing input streani+e);
}
}

j sonReader . cl ose();
return json;



Sample JSON file - Config_FW_Sample.json

"serviceTypeld": "/vO/firewall/pan",
"configName": "AFTTFwPol i cylConfig",
"depl oynent Option": {

"depl oyNow': fal se
b
"securityZoneld": "cloudsite:devla",
"serviceGoups": [{

"nanme": "SSH',

"description": "Ssh service entry in service list",
"type": "SERVICE',
"transportProtocol": "tcp",
"appProtocol ": null,
"ports": "22"
.
"addressGoups": [{
"nane": "C scoVCE",
"description": "Destination G scoCVE",
"menbers": [{
"type": "SUBNET",
"val ue": "12.63.31.61/12"
}H
boA
"nane": "HOHOServers",
"description": "Source HOHOServers for first testing",
"menbers": [{
"type": "SUBNET",
"val ue": "12.60.32.11/23"
}H
L
"firewal | Rul eList": [{
"position": "1",
"rul eNane": " FWRul eHOHOSer ver ToC scoVCE",
"fronZones": ["UntrustedZoneCi scoCVENane"],
"toZones": ["TrustedZoneHOHONane"],
"negat eSource": fal se,
"negat eDestination": false,
"sourcelList": [{
"type": "REFERENCE",
"name": "HOHOServers"
.
"destinationList": [{
"type": "REFERENCE",
"name": "Ci scoVCE"
.
"sourceServices": [],
"dest Services": [{
"type": "REFERENCE",
"name": " SSH'
.
"action": "accept",
"description": "FWrule for HOHO source to G scoVCE destination",
"enabl ed": true,
"l og": true
}H



Delete Policy Example

*

——=—=—=—=—=—==—==c| | CENSE_START
Pol i cyEngi ned i ent

Copyright (C) 2017 AT&T Intellectual Property. Al rights reserved.

Li censed under the Apache License, Version 2.0 (the "License");
you may not use this file except in conpliance with the License.
You may obtain a copy of the License at

http://ww. apache. org/licenses/ LI CENSE-2. 0

Unl ess required by applicable [aw or agreed to in witing, software

di stributed under the License is distributed on an "AS | S" BASI S,

W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either express or inplied.
See the License for the specific |anguage governing pernissions and
limtations under the License.

—===========| | CENSE_END

package org. onap. pol i cyEngi ne;

i mport org.onap. policy.api.Del etePolicyCondition;
i mport org.onap. policy.api.Del etePolicyParaneters;
i mport org.onap. policy.api.PolicyChangeResponse;

i nport org.onap. policy.api.PolicyEngine;

public class DeletePolicydient {

public static void main(String[] args) {
try {

Pol i cyEngi ne pol i cyEngi ne = new Pol i cyEngi ne("config. properties");
Del et ePol i cyParanmet ers policyParaneters = new Del et ePol i cyPar anmet ers();

/] Par amet er argunents

pol i cyParanet ers. set Pol i cyName("M keConsol e. Confi g_testDel eteAPI 6. 1. xm ") ;
pol i cyPar anet er s. set Pol i cyConponent (" PDP") ;

pol i cyParaneters. set PdpG oup("defaul t");

pol i cyPar anet er s. set Del et eCondi ti on(Del et ePol i cyCondi ti on. ALL);

pol i cyParaneters. set Request | D(nul I');

/1 APl method to Push Policy to PDP
Pol i cyChangeResponse response = nul |l ;
response = policyEngine. del et ePol i cy(policyParaneters);

i f(response. get ResponseCode() ==200) {
System out. println(response. get ResponseMessage());
Systemout.println("Policy Del eted Successfully!");
}el sef
Systemout.printlin("Error!

+ response. get ResponseMessage());

}

} catch (Exception e) {
Systemerr.println(e.getMessage());



Push Policy Example

= | CENSE_START

* Pol i cyEngi ned i ent

* Copyright (C) 2017 AT&T Intellectual Property. Al rights reserved.

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in conpliance with the License.
* You may obtain a copy of the License at

* http://ww. apache. org/licenses/ LI CENSE-2. 0

* Unless required by applicable |aw or agreed to in witing, software

* distributed under the License is distributed on an "AS | S" BASI S,

* W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either express or inplied.
* See the License for the specific |anguage governing pernissions and

* limtations under the License.

* ============L| CENSE_END

package org. onap. pol i cyEngi ne;

i mport org.onap. policy.api.PolicyChangeResponse;
i mport org.onap. policy.api.PolicyEngine;
i mport org.onap. policy.api.PushPolicyParaneters;

public class PushPolici esToPDP {
public static void nain(String[] args) {
try {

Pol i cyEngi ne pol i cyEngi ne = new Pol i cyEngi ne("config. properties");
PushPol i cyPar anet ers pol i cyParaneters = new PushPol i cyParaneters();

/| Paramet er arguments

pol i cyParanet ers. set Pol i cyNane("M ke. t est Casel");
pol i cyParaneters. set Pol i cyType("Base");

/I policyParaneters. set PolicyScope("M keAPI testing");
pol i cyPar anet ers. set PdpGroup("defaul t");

pol i cyParaneters. set Request | D(nul I');

/1 APl nethod to Push Policy to PDP
Pol i cyChangeResponse response = nul | ;
response = policyEngi ne. pushPol i cy(policyParaneters);

i f (response. get ResponseCode() ==204) {
System out. println(response. get ResponseMessage());
System out. println("Policy Pushed Successfully!");
}el sef
Systemout.println("Error!

+ response. get ResponseMessage());

}

} catch (Exception e) {
Systemerr.println(e.getMessage());

Decision Policy Example

* ============|| CENSE_START

* Pol i cyEngi ned i ent



* Copyright (C 2017 AT&T Intellectual Property. Al rights reserved.

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in conpliance with the License.
* You may obtain a copy of the License at

* http://ww. apache. org/licenses/ LI CENSE- 2. 0

* Unless required by applicable law or agreed to in witing, software

* distributed under the License is distributed on an "AS | S" BASIS,

* W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either express or inplied.
* See the License for the specific |anguage governing perm ssions and

* |imtations under the License.

* ============L| CENSE_END=

package org.onap. pol i cyEngi ne;

import java.util.Arrays;
import java.util.HashMap;
import java.util.LinkedList;
import java.util.List;
import java.util.Map;

inport java.util.UU D

i mport org.onap.policy.api.AttributeType;

i nport org.onap. policy.api.PolicyChangeResponse;
i mport org.onap. policy.api.Policyd ass;

i nport org.onap. policy.api.PolicyEngine;

i mport org.onap.policy.api.PolicyParaneters;

public class DecisionPolicydient {
static Boolean isEdit = true;
public static void nain(String[] args) {
try {
Pol i cyEngi ne pol i cyEngi ne = new Pol i cyEngi ne("config. properties");
Pol i cyParanmeters policyParaneters = new PolicyParaneters();
/1 Set Policy Type
pol i cyParaneters. set Pol i cyC ass(PolicyC ass. Decision); //required
pol i cyParanet ers. set Pol i cyNane("M keAPl tests. testDeci sionAPl"); //required
pol i cyPar anet ers. set OnapNane("java"); //required
pol i cyParaneters. set PolicyDescription("This is a sanple Decision policy UPDATE exanple with
Settings"); //optional
/'l policyParaneters. set PolicyScope("M keAPltests");
//Directory will be created where the Policies are saved... this
di spl ays a a subscope on the GU

/1 Set the Conponent Attributes... These are Optional
Map<String, String> configAttributes = new HashMap<>();
configAttributes. put("Tenplate", "UpdateTenplate");

configAttributes.put("controller", "default");
configAttributes. put("SanPol ", "30");
configAttributes. put("value", "abcd");

Map<AttributeType, Map<String, String>> attri butes = new HashMap<>();
attributes. put (AttributeType. MATCH NG configAttributes);

//Set the settings... These are Optional
Map<String, String> settingsMap = new HashMap<>();
settingsMap. put ("server", "5");

attributes. put (AttributeType. SETTI NGS, settingsMap);
pol i cyParaneters. setAttributes(attributes);

Li st <String> dynam cRul eAl gorithnlLabel s = new Li nkedLi st <>();
Li st<String> dynam cRul eAl gorithnfFunctions = new Li nkedLi st<>();
Li st<String> dynam cRul eAl gorithnFiel dl = new Li nkedLi st<>();
Li st <String> dynam cRul eAl gorithnFi el d2 = new Li nkedLi st <>();



// Exanpl e of a conplex Rule algorithmusing the settings in the Fieldl
/* | abel fieldl function field2

K ok k Ak Kk ok ok kh ok ok hhhhhhhhkhhkkkhk kA hkkkk ok ok ok ok ok ok ok ok ok ok ok hkkkkkkx %

* Al S server i nt eger - equal 90
* A2 cap string-contains ca
* A3 cobal i nt eger - equal 90
* A A2 and A3
* A5 Config integer-greater-than 45
* A6 A or A5
* A7 Al and A6
*/

dynam cRul eAl gorithnliabel s Arrays. asLi st ("ALl", " A2","A3","A4", "A5", " AG", "AT");

dynami cRul eAl gorithnFieldl = Arrays. asList("S_server”, "cap", "cobal","A2", " Config","A4", "Al");

dynam cRul eAl gori t hnFunctions = Arrays. asLi st("integer-equal ", "string-contains","integer-equal","
and","integer-greater-than","or","and");

dynami cRul eAl gorithnFi el d2 = Arrays. asLi st("90", "ca", "90","A3","45" ,"A5", "A6");

pol i cyPar anet ers. set Dynanmi cRul eAl gorit hnmLabel s(dynani cRul eAl gorithniabel s);
pol i cyPar anet er s. set Dynam cRul eAl gorit hnFi el d1(dynani cRul eAl gorit hnFi el d1);
pol i cyPar anet ers. set Dynani cRul eAl gori t hnFunct i ons(dynam cRul eAl gori t hnFuncti ons);
pol i cyPar anet ers. set Dynam cRul eAl gori t hnFi el d2(dynam cRul eAl gorit hnFi el d2);

pol i cyPar anet ers. set Request | D( UUI D. r andonJUl D() ) ;

/1 APl nmethod to create Policy or update policy
Pol i cyChangeResponse response = nul |l ;
if (lisEdit) {
response = policyEngi ne. createPolicy(policyParaneters);
} else {
response = policyEngi ne. updat ePol i cy(policyParaneters);

}

i f(response. get ResponseCode() ==200) {
System out . printl n(response. get ResponseMessage());
Systemout.println("Policy Created Successfully!");
}el sef
Systemout.printin("Error! " + response. get ResponseMessage());
}
} catch (Exception e) {
Systemerr.println(e.get Message());
}

List Config Policy Example

* ============|| CENSE_START
* Pol i cyEngi ned i ent

* Copyright (C) 2017 AT&T Intellectual Property. Al rights reserved.

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in conpliance with the License.
* You may obtain a copy of the License at

* http://ww. apache. org/licenses/ LI CENSE- 2. 0

* Unless required by applicable law or agreed to in witing, software

* distributed under the License is distributed on an "AS | S" BASI S,

* W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either express or inplied.
* See the License for the specific | anguage governing permn ssions and

* limtations under the License.

* ============| | CENSE_END=

package org.onap. pol i cyEngi ne;



inport java.util.Collection;
import java.util.HashMap;
import java.util.Map;

import java.util.UU D

i mport org.onap. policy.api.ConfigRequest Paraneters;

i mport org.onap. policy.api.PolicyConfigException;

i nport org.onap. policy.api.PolicyEngine;

i nport org.onap. policy.api.PolicyEngi neExcepti on;

i mport org.onap. policy.common. | oggi ng. fl exl ogger. Fl exLogger ;
i nport org.onap. policy.comon. | oggi ng. fl exl ogger. Logger ;

public class ListConfigPoliciesOient {
private static final Logger LOGGER = FlexLogger. getLogger (ListConfigPoliciesCient.class);

public static void main(String[] args) {
Pol i cyEngi ne pol i cyEngi ne;

/1 List Config Policies Exanple
try {
pol i cyEngi ne = new Pol i cyEngi ne("config. properties");
Conf i gRequest Par anet ers paraneters = new Confi gRequest Paraneters();

par aneters. set Pol i cyName(".*");
par anet ers. set OnapNanme(".*");

paranet ers. set Confi gNane(".*");

Map<String, String> configAttributes = new HashMap<>();

configAttributes.put("java", "java");
configAttributes. put("peach", "Tar");
configAttributes. put("true", "false");
configAttributes. put("small", "testPass");

paranet ers. set Confi gAttributes(configAttributes);
par anet ers. set Request | D( UUI D. r andonJul () ) ;

Col | ection<String> response = policyEngine.listConfig(paraneters);
i f(response!=null && !response. contains("PE300")){
for(String configList : response){
System out. println(configList.toString()+"\n");
}
}el sef
Systemout.printlin("Error!

+response) ;

}

} catch (PolicyConfigException e) {
LOGGER. error ("Exception Cccured"+e);
} catch (PolicyEngi neException e) {
LOGGER. error ("Exception Cccured"+e);
}

JSON EXAMPLES



Create Microservice Policy

APl : createPolicy
OPERATI ON:  PUT
REQUEST BODY:

{
“configBody": "{

\"service\":\"Controll erServi ceSanpl eSdnl Servi cel nstance\",
\"location\":\"Edge\",

\Muuid\":\"TestUUID ",

\"policyNane\":\"test Rest CreateM croServi cesNewPar ans\ ",
\"description\":\"testing Create\",

\"configNane\":\"Test Nane\",

\"tenpl ateVersion\":\"1604\",

\"priority\":\"4\",

\"version\":\"0. 1. 0- SNAPSHOT\ ",

\"pol i cyScope\":\"resource=F5, servi ce=vSCP, t ype=confi gurati on,

cl osedLoopCont r ol Nane=vSCP_F5_Fi rewal | _d925ed73- 8231- 4d02- 9545- db4e101f 88f 8\ ",

.

"pol i cyConfigType":

\"content\":{
\"taskOrchestratedConfiguration\":\"test\",
\"taskCustonConfiguration\":\"set\",
\"configuration\":\"test\",
\"cdapUrl\":\"testurl\",
\"taskNanme\":\"test\",
\"taskNameTEST\ ":\ " TEST\ ",
\"users\":\"[tuser]\",
\"adm nUsers\":\"[1ji]\",
\"taskConfigFilePath\":\"test\",
\ "manager Por t Number\":\ " 999\ ",
\"taskType\":\"test\",
\"taskComrandFi | ePath\ ":\"tset\",
\"contaillp\":\"test\",
\"consol eUsers\":\"[odu-e2e]\",
\"taskStatusFilePath\":\"test\"

}

"M croService",

"policyName": "M keAPI Testing.testRest CreateM croServi cesNewPar ans",

"econpNane": " SDNC'



Update Microservice Policy

APl : updat ePol i cy
OPERATI ON:  PUT
REQUEST BODY:

{
“configBody": "{

\"service\":\"Controll erServi ceSanpl eSdnl Servi cel nstance\",
\"location\":\"Edge\",

\Muuid\":\"TestUUID ",

\"policyNane\":\"test Rest CreateM croServi cesNewPar ans\ ",
\"description\":\"testing Update\",

\"configNane\":\"Test Nane\",

\"tenpl ateVersion\":\"1604\",

\"priority\":\"4\",

\"version\":\"0. 1. 0- SNAPSHOT\ ",

\"pol i cyScope\":\"resource=F5, servi ce=vSCP, t ype=confi gurati on,

cl osedLoopCont r ol Nane=vSCP_F5_Fi rewal | _d925ed73- 8231- 4d02- 9545- db4e101f 88f 8\ ",

.

"pol i cyConfigType":

\"content\":{

}

"M croService",

\"taskOrchestratedConfiguration\":\"test\",
\"taskCustonConfiguration\":\"set\",
\"configuration\":\"test\",
\"cdapUrl\":\"testurl\",
\"taskNanme\":\"test\",
\"taskNaneTEST\":\"TEST\ ",
\"users\":\"[tuser]\",

\"adm nUsers\":\"[1ji]\",
\"taskConfigFilePath\":\"test\",

\ "manager Por t Number\":\ " 999\ ",
\"taskType\":\"test\",
\"taskComrandFi | ePath\ ":\"tset\",
\"contaillp\":\"test\",

\"consol eUsers\":\"[odu-e2e]\",
\"taskStatusFilePath\":\"test\"

"policyName": "M keAPI Testi ng.t est Rest Updat eM cr oSer vi cesNewPar ans" ,

"econpNane": " SDNC'

CURL EXAMPLES

Push Policy

echo "pushPolicy : PUT :
echo "pushPolicy : PUT :
curl -v --silent -X PUT --header 'Content-Type: application/json' --header 'Accept: text/plain'
"CientAuth: XYZ' --header 'Authorization: Basic XYZ' --header 'Environnment: TEST' -d '{

"pdpG oup": "default",

com vLoadBal ancer"
com vLoadBal ancer"

"policyNane": "com vLoadBal ancer",
"policyType": "M croService"

}' "http://pdp: 8081/ pdp/ api / pushPol i cy’

- - header



Delete Policy

echo "deletePolicy : DELETE : comvFirewal | "
curl -v --silent -X DELETE --header 'Content-Type: application/json'" --header 'Accept: text/plain' --header
'ClientAuth: XYZ' --header 'Authorization: Basic XYZ' --header 'Environnent: TEST' -d '{
"pdpG oup”: "default",
"pol i cyConponent": "PDP",
"policyNane": "comvFirewal | ",
"policyType": "M croService"
}' "http://pdp: 8081/ pdp/ api / del et ePol i cy'

Get Config

echo "Get all Config Policy exanple"

curl -i -v -H'Content-Type: application/json' -H'Accept: application/json' -H ' 'dientAuth: XYZ' -H
" Aut hori zation: Basic XYZ -H 'Environment: TEST' -X POST -d '{
"policyName": ".*"

}' http://${PDP_| P}: 8081/ pdp/ api / get Config

ADDITIONAL EXAMPLES

Deleting a Policy from PAP

/'l Deleting fromPAP will renmpove the policy fromthe PolicyEntity & PolicyVersion tables (U -Editor tab).
/1 This means that the policy is no longer be available in Policy System

/1 PaylLoad:
{ "policyNanme": "comtestpolicy", /] scope. pol i cyNane
"policyType": "Base", //policy type
"pol i cyConponent": "PAP", /] conponent nane
"del eteCondi tion": "ALL" //versions (ALL or CURRENT)
}

Deleting a Policy from PDP

/] Deleting fromPDP will delete the policy fromthe PDP Group. The policy is still available in Policy
System
/1 When the policy is needed again, the policy should be pushed to the PDP.

/| PaylLoad:

{ "policyNanme": "comtestpolicy", /] scope. pol i cyNane
"policyType": "Base", /Il policy type
"pol i cyConponent": "PDP", /] conponent nane
"pdpG oup": "Default" /1 group nane

}

POLICY ENGINE API DETAILS

Header parameters apply to each API.



Required /

Header Parameter Optional Data Type Description
ClientAuth Required string Encoded client authentication details
X-ECOMP-RequestlD Optional string Request ID used to track the requests
Authorization Required string Authentication details in orderto be able to connect to the servers

Environment

Required

string

Execution environment




HTTP Response

policyName (string, optional),
requestlD (string, optional),
unigue (boolean, optional)

“requestiD": "a7c6b20c-fbSe-11e5-86aa-
5e5517507¢66",
"unique": false

401 Unauthorized
500 Error

Service Request Parameter Data Type Request Sample ol Response Response Sample
s
DictionaryParameters {
dictionary (string optional), {
dictionarylson (string optional), "dictionary"; "string’, 200 Successful
. dictionaryType (string, optional)= [Commen’, Action’, ClosedLaop', Firewall!, | "dictionarylson": "string", 400 InvalidRequest
put /e teD y dictionaryParameters - - . . R ' . e - " .
Decision’, BRMS, 'MicroService', ‘DescriptiveScope’, PolicyScape’, Enforcer’, | "dictionaryType: "Commeon’, 401 Unautharized
SafePolicy, Extended], "requestID" "string” 500 Error
requestiD (string, optional) 1
i
PolicyParameters {
actionAttribute (string, optional),
actionPerformer (string, optional),
attributes (object, optional),
configBody (string optional),
configBodyType (string, optional)= [Properties’, json’, 'xml’, ‘other],
configName (string, optional),
controllerName (string, optional),
dependencyNames (Array[string], optional}, {
dynamicRuleAlgorithmField1 (Arraylstringl, optional), )
i Eort {raylstringl, optional), "attributes”; ['MATCHING"{key""value"]],
dynamicRuleAlgorithmField2 (Array[string], optional), “configBody™ "test body"
dynamicRuleAlgorithmFunctions (Array[string], optional), . ng d"_r‘ : “OTHVEI;”
conflgBodyType™: b
dynamicRuleAlgorithmLabels (Array[string], optional), et !
: conflgName"" "testConfig”,
ecompName (string optinal), e e 200 Successful
B eparamet. extendedOption (string, optional), — pq Sy 200 InvalidRequest
olicyParameters olicyClass": "Config”, ¢
put /ereatePolicy et guard (boolean, optional), (=L 401 Unauthorized
! ' : ! e "policyConfigType" "Base",
policyClass (string, optional) = ['Config", 'Action’, 'Decision], 3 " 500 Error
N : / DLt ) "policyDescription”: "Testing through RESTAPI",
policyConfigType (string, optional)=[Base', 'ClosedLoop_Fault', 5
L s nt o e o "policyName": "scope.testPolicyName",
ClosedLoop_PM, Firewall’,'BRMS_Raw', 'BRMS_Param’, 'MicroService',
= d 2 "requestiD": "6be5a053-fo62-11e5-86aa-
'EXTENDED'],
. P . . 5e5517507c66"
policyDescription (string, optional),
. K . 1
policyName (string, optional),
priority (string, optional),
requestiD (string, optional),
riskLevel (string optional),
risKType (string optional),
ruleProvider (string, optional) = [ Custom, "AAF, GUARD_YAML',
'GUARD_BL YAMLY,
ttiDate [string, optional)
¥
DeleteFolicyParameters { {
deleteCandition (string, optional) =[Current Version', ‘All Versions'], "deleteCondition" "Current Version", 200 Successful
pdpGroup (string, optional), "pdpGroup”: "string", 202 Locked Down
) ) policyComponent (string, optional), "policyComponent": "string", 400 InvalidRequest
deletePalicyP T
eletSifelsestlioy eleteroliyParameters | licyName (string, optional), “policyName™: "string", 403 Forbidden
policyType (string, optional), "golicyType" 404 Not found
requestiD (string, optional) "requestiD": 500 Error
i I
ConfigRequestParameters { ( fighttributes™ [key"“value]
confighttributes: {key"'value"}
confighttributes (object, aptional), oo v
confighame (string, optional), e, 200 Successful
§ ecompName (string, optional), P : 400 Invalid Request
post /getConfig configRequestParameters "policyName": ".",

decisionRequestParameters

}
1
DecisionResponse {
decision (string, optional)=
DecisionRequestParameters { { ['permit’, 'deny’, 'error’]

decisionAttributes (object, optional),
ecompcomponentName (string optional),
requestiD (string, optional)

"decisionAttributes" {},
"ecompcomponentMame": "string",
"raquestiD": "string"

200 Successful
400 Invalid Request
401 Unauthorized

string
Enum: “permit", "deny”,
"error"

1

"decision": "permit",
"details™: "string"

post /listConfig

configRequestParameters

configattributes {object, optional),
confighame (string, optional),
ecompName (string optional),
policyName (string, optional),
requestiD (string, optional),
unique (boolean, optional)

"confighttributes” {},
"configName": "string",
"ecompName": "string’,
"policyName": "string",
"raquestiD": "string",
"unique": true

200 Successful

400 Invalid Request
401 Unauthorized
500 Error

500 Error i
¥ 1 .
details (string optional)
¥
DictionaryResponse {
DictionaryParameters { dictionaryData (object,
dictionary (string, optional), 1 optional), {Hdmmwnata“: 5
dictionarylson (string, optional), “dictionary" "string, 200 Successful dictionarylson (object, R — |
post /getDi yite dictionaryParameters d\m‘m:\ary‘wpe (strun;, up(mrlva\}:[‘Cum‘muln', ‘Action’, ‘C\?sedLuup‘,‘Flrewa\\‘, "dj{tjnnaw}snn”:“strlng“, 400 |nva\wdneguest optional), . 'responseCode™0,
‘Decision’, BRMS', "MicroService', 'DescriptiveScape’, PolicyScope’, Enforcer’, | "dictionaryType”: "Common®, 401 Unauthorized |responseCode (integer, . .
" X i responseMessage"s
SafePolicy, 'Extended'], “requestiD": "string" 500 Errar optional), e
reguestiD (string, optional) 1 responseMessage (string,
1 optional)
H
MetricsResponse {
metricsTotal (integer,
optional), 1
papMetrics (integer, "metricsTotal": 0,
200 Successful optional), “papMetrics™ 0,
) 400 Invalid Request |pdpMetrics (integer, “pdpMetrics™ 0,
get /getMetrics 401 Unauthorized |optional), "responseCode™ 0,
500 Error responseCode finteger, “responseMessage":
optional), "string"
responseMessage (string, [}
optional)
¥
200 Successful
post /getNotification notificationTopic string, required aoinalc Beatsat
d 401 Unauthorized
500 Error
ConfigRequestParameters { {

policyType (string, optional),
requestiD (string, optional)
¥

“policyType": "Base"
1

¥ 1}
importParameterslson string, required (parameter Type: query) 200 Successful
- 400 Invalid Request
(== o o @ PR 401 Unauthorized
ile ile, required (parameter Type: formData,
500 Error
PushPolicyParameters { :
pdpGroup fstring, optional), S T——— 200 Successful
) ‘ policyName (string, optional), Lk . ’ . 400 Invalid Request
put /pushPolicy pushPalicyParameters ‘policyName": "scope.testPolicyName",

401 Unauthorized
500 Error

EventRequestParameters {

200 Successful




eventAttributes (object, optional),

“EVENTATIIDUTES ™ {'CPU~T™S /7, "MEMOry™ b3"

400 InvalidRequest

t /sendEvent eventRequestParameters "requestiD®: "463247b2-fo5F-11e5-8633-
=l q requestID (string, optional) q 401 Unauthorized
5e5517507¢c66"
1 ; 500 Error
200 Successful
U ) ‘ 400 Invalid Request
post /sendHeartbeat notificationTopic string, required T —————
500 Error
200 Successful
e o ) ) 400 Invalid Request
post /stopNatification notificationTopic string, required i
500 rror
DictionaryParameters {
dictionary (string gptional), {

put /updateDictionaryltem

dictionaryParameters

dictionarylson (string optional),
dictionaryType (string, optional)= [Comman, ‘Action’, ClosedLoop), Firewall’
‘Decision’, BRMS, "MicroService’, ‘DescriptiveScope’, PolicyScope', Enforcer’,

“dictionary": "string’,
“dictionarylson’ “string’,
“dictionaryType"; "Commen’,

200 Successful
400 Invalid Request
401 Unauthorized

put /updatePolicy

policyParameters

SafePolicy, Extended'], "requestD": "string" 500 Error
requestiD {string, optional) 1
¥

{

same as createPolicy

“attributes”: {'MATCHING ":{'key"-"value"}}
“configBody": "test edit Body",
“configBodyType": "OTHER",

“configame": "testConfig",

"ecompName": "DCAE",

"policyClass": "Config",

"policyConfigType" "Base",
"policyDescription": "Testing through REST API",
"policyName": "scope.testPolicyName",
“requestiD": "6be53053-fb62-11e5-863a-
5e5517507¢c66"

200 Successful
400 Invalid Request
401 Unauthorized
500 Error
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