DCAE mS Deployment (Standalone instantiation)

® VESCollector
© VM Init

® ThresholdCrossingAnalysis (TCA/CDAP)
© TCA Configuration Change
© VM Init

The below steps covers manual setup of DCAE VM’s and DCAE service components.

VESCollector

DCAE VES Collector can be configured on VM with ubuntu-16.04 image (mZ1.small should suffice if this is only service) and 20Gb cinder storage
1) Install docker
sudo apt-get update
sudo apt install docker.io
2)  Pull the latest container from onap nexus
sudo docker login -u docker -p docker nexus3.onap.org: 10001

sudo docker pull nexus3.onap.org: 10001/ onap/ or g. onap. dcaegen2. col | ectors. ves. vescol | ector:v1. 1.0

3)  Start the VESCollector with below command

sudo docker run -d --nanme vescollector -p 8080:8080/tcp -p 8443:8443/tcp -P -e DVAAPHOST=' <dnmap | P>' ne
xus3. onap. or g: 10001/ onap/ or g. onap. dcaegen2. col | ectors. ves. vescol | ector:v1. 1.0

Note: Change the dmaaphost to required DMAAP ip. To change the dmaap information for a running container, stop the active container and
rerun above command changing the dmaap IP.

4)  Verification

1. Check logs under container /opt/app/VESCollector/logs/collector.log for errors
2. If no active feed, you can simulate an event into collector via curl

curl -i  -X POST -d @sanpl eves> --header "Content-Type: application/json" http://|ocal host: 8080
/event Li stener/v5 -k

Note: If DMAAPHOST provided is invalid, you will see exception around publish on the collector.logs (collector queues and attempts to
resend the event hence exceptions reported will be periodic).

3. Below two topic configuration are pre-set into this container. When valid DMAAP instance ip was provided and VES events are received, the
collector will post to below topics.

Fault - http://<dmaaphost>:3904/events/unauthenticated. SEC_FAULT_OUTPUT

Measurement -http://<dmaaphost>:3904/events/unauthenticated. SEC_MEASUREMENT_OUTPUT

VM Init

To address windriver server in-stability, the below init.sh script was used to start the container on VM restart.


http://docker.io
http://nexus.onap.org
http://nexus.onap.org
http://nexus.onap.org
http://localhost:8080/eventListener/v5
http://localhost:8080/eventListener/v5

init.sh

#!/ bi n/ sh
sudo docker ps | grep "vescollector"
if [ $2 -ne 0]; then
sudo docker login -u docker -p docker nexus3.onap.org: 10001
sudo docker pull nexus3.onap.org: 10001/ onap/ or g. onap. dcaegen2. col | ectors. ves. vescol l ector: 1.1
sudo docker rm-f vescollector
echo "Col |l ector process not running - $(date)" >> /honme/ubuntu/startupl og
sudo docker run -d --nanme vescol |l ector -p 8080:8080/tcp -p 8443:8443/tcp -P -e DMAAPHOST='10. 12. 25. 96'
nexus3. onap. or g: 10001/ onap/ or g. onap. dcaegen2. col | ectors. ves. vescol | ector:v1.1.0
el se
echo "Coll ector process running - $(date)" >> /home/ ubuntu/ startupl og
fi

This script was invoked via VM init script (rc.d).
In -s /home/ubuntu/init.sh /etc/init.d/init.sh

sudo wupdate-rc.d init.sh start 2

ThresholdCrossingAnalysis (TCA/CDAP)

The platform deploys CDAP as cluster and instantiates TCA. For the manual setup, we will leverage the CDAP SDK docker container to deploy TCA
instances. To setup TCA, choose VM with ubuntu-16.04 image, m1.medium size and 50gb cinder volumes.

1) Install docker
sudo apt-get update

sudo apt install docker.io

2)  Pull CDAP SDK container

sudo docker pull caskdata/cdap-standal one: 4.1.2

3) Deploy and run the CDAP container
sudo docker run -d --name cdap-sdk-2 -p 11011:11011 -p 11015: 11015 caskdat a/ cdap- st andal one: 4. 1.2

4)  Create Namespace on CDAP application

curl -X PUT http://1ocal host: 11015/ v3/ nanespaces/ cdap_tca_hi _l o

5) Create TCA app config file - "tca_app_config.json" under ~ubuntu as below

tca_app_config.json

{

"artifact":

{

"name": "dcae-anal ytics-cdap-tca",
"2.0.1",

"version":
"scope": "u
}
"config": {
"appNane":
"appDescrip

ser”

"dcae-tca",

tion":

"DCAE Anal ytics Threshold Crossing Al ert Application",

"t caVESMessageSt at usTabl eNanme": " TCAVESMessageSt at usTabl e",
"t caVESMessagesSt at usTabl eTTLSeconds": 86400. 0,

"t caAl ert sAbat enent Tabl eNane": "TCAAl ert sAbat enent Tabl e",

"t caAl ert sAbat enent Tabl eTTLSeconds": 1728000. 0,

"t caVESAl ert sTabl eNane": "TCAVESAl ertsTabl e",

"t caVESAl ert sTabl eTTLSeconds": 1728000. 0,

"t hreshol dCal cul at or Fl ow et | nst ances": 2.0,

"t caSubscri ber Qut put StreanNane": " TCASubscri ber Qut put St reant

}
}


http://docker.io
http://localhost:11015/v3/namespaces/cdap_tca_hi_lo

6) Create TCA app preference file - "tca_app_preferences.json" under ~ubuntu as below

tca_app_preferences.json

"publ i sher Cont ent Type" : "application/json",
"publ i sher Host Nane" : "10.12.25. 96",
"publ i sher Host Port™ : "3904",
"publ i sher MaxBat chSi ze" : "1",
"publ i sher MaxRecover yQueueSi ze" : "100000",
"publ i sherPol linglnterval" : "20000",
"publisherProtocol™ : "http",
"publ i sher Topi cNane" : "unaut henti cat ed. DCAE_CL_OUTPUT",
"subscri ber Consuner G oup" : "OpenDCAE-cl",
"subscri ber Consunerid" : "c1",
"subscri ber Cont ent Type" : "application/json",
"subscri ber Host Nane" : "10.12. 25. 96",
"subscri berHost Port" : "3904",
"subscri ber MessageLimt" : "-1",
"subscri berPol |l inglnterval" : "20000",
"subscriberProtocol" : "http",
"subscri ber Ti neout 8" : "-1",
"subscri ber Topi cNane" : "unaut henti cat ed. SEC_MEASUREMENT_OUTPUT",
"enabl eAAl Enri chnent" : fal se,
"aai Enri chnment Host" : "10.12.25.72",
"aai Enri chnent Port Nunber" : 8443,
"aai Enri chment Protocol " : "https",
"aai Enri chnent User Nane" : " DCAE",
"aai Enri chnment User Passwor d" : " DCAE",
"aai Enri chnent | gnoreSSLCertificateErrors" : true,
"aai VNFEnri chment APl Pat h" : "/aai/v11/ network/ generic-vnfs/generic-vnf",
"aai VMENri chment APl Pat h" : "/aai/v11/ search/ nodes-query",
"tca_policy" : "{
\"domai n\": \"nmeasurenent sFor Vf Scal i ng\",
\"netricsPer Event Name\": [{
\"event Name\": \"vFirewal | Broadcast Packet s\ ",
\"control LoopSchemaType\": \"VNR\",
\"policyScope\": \"DCAE\",
\"policyNanme\": \"DCAE. Config_tca-hi-lo\",
\"policyVersion\": \"v0.0.1\",
\"thresholds\": [{
\"cl osedLoopCont rol Nane\": \"Control Loop-VvFi rewal | - dOaldf c6- 94f 5- 4f d4- a5b5-
4630b438850a\ ",
\"version\": \"1.0.2\",
\"fieldPath\": \"$. event. neasur enment sFor Vf Scal i ngFi el ds. vNi cUsageArray[ *] .
recei vedTot al Packet sDelta\",
\ "t hreshol dval ue\": 300,
\"direction\": \"LESS OR EQUAL\",
\"severity\": \"MAJOR",
\"cl osedLoopEvent Status\": \"ONSET\"

\"cl osedLoopCont rol Narre\": \"Control Loop-VvFi rewal | - d0Oaldf c6- 94f 5- 4f d4- a5b5-
4630b438850a\ ",

\"version\": \"1.0.2\",

\"fieldPath\": \"$. event. neasurenment sFor Vf Scal i ngFi el ds. vNi cUsageArray[ *] .
recei vedTot al Packet sDel ta\",

\"t hreshol dval ue\": 700,

\"direction\": \"GREATER OR EQUAL\",

\"severity\": \"CRITI CAL\",

\"cl osedLoopEvent Status\": \"ONSET\"

}H

\"event Nane\": \"vLoadBal ancer\",
\"control LoopSchemaType\": \"VM",
\"policyScope\": \"DCAE\",
\"policyName\": \"DCAE. Config_tca-hi-lo\",
\"policyVersion\": \"v0.0.1\",
\"thresholds\": [{
\"cl osedLoopCont rol Nane\": \"Control Loop- vDNS- 6f 37f 56d- a87d- 4b85- b6a9- cc953cf 779b3\ ",



\"version\": \"1.0.2\",

\"fieldPath\": \"$. event. measur enment sFor Vf Scal i ngFi el ds. vNi cUsageArray[ *] .
recei vedTot al Packet sDel ta\",

\"t hreshol dval ue\": 300,

\"direction\": \"GREATER OR_EQUAL\",

\"severity\": \"CRITI CAL\",

\"cl osedLoopEvent Status\": \"ONSET\"

}H

\"event Narme\": \"Measurenent _vGWX\ ",
\"control LoopSchemaType\": \"VNF\",
\"policyScope\": \"DCAE\",
\"policyNane\": \"DCAE. Config_tca-hi-lo\",
\"policyVersion\": \"v0.0.1\",
\"thresholds\": [{
\"cl osedLoopCont rol Narre\ ": \ " Contr ol Loop- vCPE- 48f 0c2c3- al72- 4192- 9ae3- 052274181b6e\ ",
\"version\": \"1.0.2\",
\"fieldPath\": \"$. event. measur enent sFor Vf Scal i ngFi el ds. addi ti onal Measur ement s[ *] .
arrayOf Fi el ds[ 0] . val ue\ ",
\"t hreshol dval ue\": 0,
\"direction\": \"EQUAL\",
\"severity\": \"MAJOR",
\"cl osedLoopEvent Status\": \"ABATED\"

\"cl osedLoopCont rol Nane\": \"Control Loop- vCPE- 48f 0Oc2c3- al72- 4192- 9ae3- 052274181b6e\ ",
\"version\": \"1.0.2\",
\"fieldPath\": \"$. event.neasur enent sFor Vf Scal i ngFi el ds. addi ti onal Measur enment s[ *] .
arrayOf Fi el ds[ 0] . val ue\ ",
\"t hreshol dval ue\": 0,
\"direction\": \"GREATER ",
\"severity\": \"CRITI CAL\",
\"cl osedLoopEvent Status\": \"ONSET\"
}H
}

Note: Dmaap configuration are specified on this file on publisherHostName and subscriberHostName. To be changed as required**

6 a) To enable AAI Enrichment in TCA for CL event, following updates should be done to TCA app preference file before proceeding

"enabl eAAl Enrichment" : true
"aai Enrichment Host" : <should be set to aail_ip_addr>
"aai Enri chnment I gnoreSSLCertificateErrors" : true

7)  Copy below script to CDAP server (this gets latest image from nexus and deploys TCA application) and execute it



reload-tca.sh

#!/ bi n/ sh
TCA_JAR=dcae- anal yti cs-cdap-tca-2.0.0.jar
rm-f /home/ ubunt u/ $TCA JAR
cd / hone/ ubunt u/
wget https://nexus3. onap.org/service/local/repositories/rel eases/content/org/onap/ dcaegen2/ anal yti cs/tca/dcae-
anal ytics-cdap-tca/2.0. 0/ $TCA JAR
if [ $2 -eq 0 ]; then

if [ -f /home/ubuntu/ $TCA JAR ]; then

echo "Restarting TCA CDAP application using $TCA JAR artifact”

el se
echo "ERROR $TCA JAR i ssing"
exit 1
fi
el se
echo "ERROR $TCA JAR not found in nexus"
exit 1
fi

# stop prograns

curl -X POST http://local host: 11015/ v3/ namespaces/ cdap_t ca_hi _I| o/ apps/ dcae-t ca/ wor ker s/ TCADMaaPMRPubl i sher Wor ker
/ st op

curl -X POST http://1ocal host: 11015/ v3/ nanespaces/ cdap_t ca_hi _| o/ apps/ dcae-t ca/ wor kers

| TCADMaaPMRSubscri ber Wor ker / st op

curl -X POST http://1ocal host: 11015/ v3/ nanespaces/ cdap_t ca_hi _| o/ apps/ dcae-tcal/ fl ows/ TCAVESCol | ect or Fl ow st op

# del ete application

curl -X DELETE http://1ocal host: 11015/ v3/ nanespaces/ cdap_t ca_hi _| o/ apps/ dcae-tca

# delete artifact

curl -X DELETE http://local host: 11015/ v3/ nanespaces/ cdap_tca_hi _l o/ artifacts/dcae-anal yti cs-cdap-tcal/versions/2.
0.1

# load artifact

curl -X POST --data-binary @ hone/ubuntu/$TCA JAR http://local host: 11015/ v3/ nanmespaces/ cdap_tca_hi _l o/artifacts
/ dcae- anal ytics-cdap-tca

# create app

curl -X PUT -d @ hone/ ubuntu/tca_app_config.json http://1ocal host: 11015/ v3/ nanespaces/ cdap_tca_hi _| o/ apps/ dcae-
tca

# | oad preferences

curl -X PUT -d @ hone/ ubuntu/tca_app_preferences.json http://1ocal host: 11015/ v3/ nanespaces/ cdap_t ca_hi _I| o/ apps

/ dcae-tcal preferences

# start prograns

curl -X POST http://1ocal host: 11015/ v3/ nanespaces/ cdap_t ca_hi _| o/ apps/ dcae-t ca/ wor ker s/ TCADMaaPMRPubl i sher Wor ker
/start

curl -X POST http://1ocal host: 11015/ v3/ nanespaces/ cdap_t ca_hi _| o/ apps/ dcae-t ca/ wor kers

| TCADMaaPVMRSubscri ber Wr ker/ st art

curl -X POST http://local host: 11015/ v3/ namespaces/ cdap_t ca_hi _| o/ apps/ dcae-t ca/ f| ows/ TCAVESCol | ect or Fl ow/ st art
echo

# get status of programs

curl http://1ocal host: 11015/ v3/ namespaces/ cdap_t ca_hi _| o/ apps/ dcae-t ca/ wor ker s/ TCADMaaPMRPubl i sher Wor ker / st at us
curl http://1ocal host: 11015/ v3/ namespaces/ cdap_t ca_hi _| o/ apps/ dcae-t ca/ wor ker s/ TCADMaaPMRSubscri ber Wor ker/ st at us
curl http://1ocal host: 11015/ v3/ nanespaces/ cdap_t ca_hi _| o/ apps/ dcae-tcal/ f| ows/ TCAVESCol | ect or Fl ow st at us

echo

Note: Attached the script also for reference : reload-tca.sh
8)  Verify TCA application and logs via CDAP GUI processes
http://<host nane/i p>: 11011/ ol dcdap/ ns/ cdap_t ca_hi _| o/ apps/ dcae-t cal/ over vi ew pr ograns
The overall flow can be checked here
/http: /'l <host nane/ i p>: 11011/ ol dcdap/ ns/ cdap_t ca_hi _| o/ apps/ dcae-t ca/ progr ans/ f | ows/ TCAVESCol | ect or Fl ow
runs

TCA Configuration Change

Typical configuration changes include changing DMAAP host and/or Policy configuration. If necessary, modify the file on step #6 and run the script noted
as step #7 to redeploy TCA with updated configuration.


https://wiki.onap.org/download/attachments/16002279/reload-tca.sh?version=1&modificationDate=1508787698000&api=v2

VM Init

To address windriver server in-stability, the below init.sh script was used to restart the container on VM restart. This script was invoked via VM init script
(rc.d).

init.sh

#!/ bi n/ sh

#docker run -d --nanme cdap-sdk -p 11011:11011 -p 11015: 11015 caskdat a/ cdap- st andal one: 4. 1. 2
sudo docker restart cdap-sdk-2

sl eep 30

# start program

curl -X POST http://1ocal host: 11015/ v3/ nanespaces/ cdap_t ca_hi _| o/ apps/ dcae-t ca/ wor ker s/ TCADMaaPVRPubl i sher Wor ker
/start

curl -X POST http://1ocal host: 11015/ v3/ nanespaces/ cdap_t ca_hi _| o/ apps/ dcae-t ca/ wor kers
/ TCADVaaPMRSubscri ber Wor ker / st art

curl -X POST http://1ocal host: 11015/ v3/ nanespaces/ cdap_t ca_hi _| o/ apps/ dcae-t ca/ fl ows/ TCAVESCol | ect or Fl ow st art

This script was invoked via VM init script (rc.d).
In -s /honme/ubuntu/init.sh /etc/init.d/init.sh

sudo wupdate-rc.d init.sh start 2
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