Policy R2 Beijing CSIT Functional Test Cases

Test Description Pre-conditions Test Steps Expected Results
Case
Id
1 Perform healthcheck for the API — All the policy components should return health
Policy components using ® Policy docker image ready and healthcheck status as “true”
Healthcheck API policy components (Drools, XACML, PAP,
BRMS Gateway) should be up and running Method - GET
® Drools PDP ® Server and authentication details should be
® XACML PDP configured at $POLICY_HOME/config Endpoint:
* PAP [feature-healthcheck.properties http://<host>:
* BRMSGateway 8081
/healthcheck
2 . . ARL . ) .
the-following-use-cases- polieyEnginelmp | the-specified-use—eases—We-sheuld-be-able-t
Method—PROSF
808Hpep
- )
por
3 Create config Policy for the Policy components up and  running API — Config Policy should be created in Policy
following use cases CreateConfig Engine (PAP)
* MobtE Method — PUT
* VFW
* VvDNS Endpoint:
* VvCPE
https://<host>:
8081/Pdp
[createPolicy
4 Push Config policy to the PDP Policy components up and running API - Config Policy should be pushed to the PDP
Engines for the following pushPolicy group
use cases
Method - PUT
* MoltE
* VFW Endpoint:
* VDNS
® VCPE https:// <host>:
8081/Pdp
IpushPolicy
5 Create Operational policy for the Policy components up and running API - Operational Policy should be created in Policy
following use cases createPolicy Engine (PAP)
® VOLTE Method — PUT
* VvFW
* VvDNS Endpoint:
* VCPE
https://<host>:
8081/Pdp
[createPolicy
6 Push operational Policy to the PDP Policy components up and running API - Operational Policy should be pushed to the
Engines for each use case pushPolicy PDP group
® VoLTE Method - PUT
* VFW
® VDNS Endpoint:
* VCPE
https:// <host>:
8081/Pdp
IpushPolicy
7 Retrieve the configs for the Policy components up and running API — getConfig = Both Config and Operational Policies
following use cases configured for each use case should be
Method — POST | retrieved successfully
® VOLTE
* VvFW Endpoint:
* VDNS
* VCPE https://<host>:

8081/Pdp
/getConfig



vFirewall Use Case

vFirewall - TCA Configuration Policy Payload

tca_policy: "{

"domai n": "measur enent sFor Vf Scal i ng",
"metricsPer Event Nane": [
{
"event Nane": "vFirewal | Broadcast Packets",

"control LoopSchenaType": "VNF",
"policyScope": "DCAE",

"pol i cyNanme": "DCAE. Config_tca-hi-Io",
"policyVersion": "v0.0.1",

"threshol ds": [

{
"cl osedLoopControl Name": "Control Loop-vFirewal | - dOaldf c6- 94f 5- 4f d4- a5b5- 4630b438850a",
"version": "1.0.2",
“fieldPath": "$.event. neasurenentsFor Vf Scal i ngFi el ds. vNi cUsageArray[ *].recei vedTot al Packet sDel ta",
"t hreshol dval ue": 300,
“direction": "LESS OR EQUAL",
"severity": "MAJOR',
"cl osedLoopEvent St at us": " ONSET"
}
{
"cl osedLoopControl Name": "Control Loop-VvFirewal | - dOaldf c6- 94f 5- 4f d4- a5b5- 4630b438850a",
"version": "1.0.2",
"fieldPath": "$.event. measurenent sFor Vf Scal i ngFi el ds. vNi cUsageArray[*].recei vedTot al Packet sDel ta",
"t hreshol dval ue": 700,
“direction": "GREATER OR _EQUAL",
"severity": "CRITICAL",
"cl osedLoopEvent St at us": " ONSET"
}

vFirewall - Operational Policy

control Loop
version: 2.0.0
control LoopNane: Control Loop-vFirewal | - dOaldf c6- 94f 5- 4f d4- a5b5- 4630b438850a
trigger_policy: unique-policy-id-1-nodifyConfig
timeout: 1200
abatenent: false

policies:
- id: unique-policy-id-1-nodifyConfig

nanme: nodify packet gen config

description:

actor: APPC

reci pe: MdifyConfig

target:
# TBD - Cannot be known until instantiation is done
resourcel D. Eace933104d443b496b8. nodes. heat . vpg

type: VNF

retry: 0O

timeout: 300

success: final _success

failure: final _failure

failure_timeout: final _failure_timeout

failure_retries: final _failure_retries



failure_exception: final_failure_exception
failure_guard: final_failure_guard

DCAE Control Loop Event (TCA) - vFirewall

{
"cl osedLoopEvent Client": "DCAE_I NSTANCE_I D. dcae-tca",
"policyVersion": "1.0.0.5",
"policyName": "vFirewal ",
"policyScope": "resource=Sanpl eResource, servi ce=Sanpl eServi ce, t ype=Sanpl eType,

cl osedLoopCont r ol Nane=Sanpl ed osedLoop"”,
"target_type": "VNF',
"AAILT:
"generic-vnf.vnf-nane": "zdfwlfw 01fw 02"
H
"cl osedLoopAl arnfStart": 1484855291527925,
"cl osedLoopEvent St at us": " ONSET",
"cl osedLoopCont rol Nane": "Control Loop-vFirewal | - doaldf c6- 94f 5- 4f d4- a5b5- 4630b438850a",
"version": "1.0.2",
"target": "generic-vnf.vnf-nane",
"request | D': "8clb8bd8- 06f 7- 493f - 8ed7- daaadcc481bc",
“froni: "DCAE"

AAl vnf-name query

https://{aai}/aai/v1ll/ network/ generic-vnfs/generic-vnf?vnf-name=zdf wif wv 01f W 02

AAIl named-query response

For a different vnfName
{

"vnf-id": "4ed46ad6c-cebe- 4460- 858e- b5806883271b",

"vnf-nanme": "vfwrf5a57d6",

"vnf-type": "da818f33-97el- 4edf-98a5/5759f 208- b75c- 4b35- 9599 0",

"service-id": "a322cl144-537c-4532- bf 1b- 0a4889083388",

"prov-status": "PREPROV',

"orchestration-status": "Created",

"in-naint": false,

"is-cl osed-1 oop-di sabl ed": fal se,

"resource-version": "1521467089262",

"model -invariant-id": "alefbbdd-2077-4b86- 9f cO- 244af 99760f 0",

"model -version-id": "34c3221b-1326- 4f 35- 9ed7- 6f 2f 7€59d788",

"nodel -custom zation-id": "1798c9a9- eaae- 438f - bac3- b013599e8909",

"nf-type": "",

"nf-function":

"nf-role": "",

"nf - nam ng-code": "",

"relationship-list": {
"relationship": [

{

"related-to": "service-instance",

"related-1ink": "/aai/v1l/business/custoners/customer/DenpbCust_7d454ef 5-f 5ea- 4346- b2d3-
e9797f 5a57d6/ ser vi ce- subscri pti ons/ servi ce-subscri ption/ vFW servi ce-i nstances/ servi ce-i nstance/ 7c45e4f 7- aa7a-
4130- 9ee3-c5c1d81840df ",

"rel ationship-data": [

{

"rel ationshi p-key": "custoner. gl obal -custoner-id",

"rel ationshi p-val ue": "DenoCust_7d454ef 5-f 5ea- 4346- b2d3-e9797f 5a57d6"
b
{

"rel ationshi p-key": "service-subscription.service-type",
"rel ationshi p-value": "vFW



{
"rel ationshi p-key": "service-instance.service-instance-id",
"rel ationshi p-val ue": "7c45e4f 7-aa7a- 4130- 9ee3- c5c1d81840df"
}
1.
"rel ated-to-property": [
{
"property-key": "service-instance. service-instance-nanme",
"property-val ue": "Service_Ete_Name7d454ef 5-f 5ea- 4346- b2d3- e9797f 5a57d6"
}
]
I
{

"related-to": "vserver",

"related-1ink": "/aai/v1l/cloud-infrastructure/cloud-regions/cloud-regi on/ C oudOwner/ Regi onOne
/tenant s/t enant/50b190410b2a4c229d8a6044a80ab7cl1/ vservers/ vserver/ 3f 3f 3c72- 269d- 45e6- 8953- 692424f 2df 1f ",

"rel ationship-data": [

{
"rel ationshi p-key": "cloud-region.cloud-owner",
"rel ationshi p-value": "C oudOwner"
b
{
"rel ationshi p-key": "cloud-region.cloud-region-id",
"rel ati onshi p-val ue": "Regi onOne"
}
{
"rel ationshi p-key": "tenant.tenant-id",
"rel ationshi p-value": "50b190410b2a4c229d8a6044a80ab7cl"
b
{
"rel ationshi p-key": "vserver.vserver-id",
"rel ationshi p-val ue": "3f3f3c72-269d- 45e6- 8953- 692424f 2df 1f "
}
I
"rel ated-to-property": [
{
"property-key": "vserver.vserver-nane",
"property-val ue": "denmofw 0lpgn"
}
]
}
{

"rel ated-to": "vserver",

"related-1ink": "/aai/v1l/cloud-infrastructure/cloud-regions/cloud-regi on/ C oudOmer/ Regi onOne
/tenants/tenant/50b190410b2a4c229d8a6044a80ab7cl/ vserver s/ vserver/ 4c45d0a4- a873- 4d95- 87ca- 2a198322c9c4",

"rel ationship-data": [

{
"rel ationshi p-key": "cl oud-region.cl oud- owner",
"rel ationshi p-value": "d oudOwner"
}
{
"rel ationshi p-key": "cloud-region.cloud-region-id",
"rel ationshi p-val ue": "Regi onOne"
b
{
"rel ationshi p-key": "tenant.tenant-id",
"rel ationshi p-value": "50b190410b2a4c229d8a6044a80ab7cl"
}
{
"rel ationshi p-key": "vserver.vserver-id",
"rel ationshi p-value": "4c45d0a4-a873-4d95-87ca-2a198322c9c4"
}
I
"rel ated-to-property": [
{
"property-key": "vserver.vserver-nane",
"property-val ue": "denofw 01snk"
}



"related-to": "vserver",

"related-1ink": "/aai/v1l1/cloud-infrastructure/cloud-regions/cloud-regi on/ C oudOawner/ Regi onOne
/tenant s/t enant/50b190410b2a4c229d8a6044a80ab7cl1/ vservers/ vserver/ b96416ef - f c4e- 49cb-8120- 1d56686d2e90",

"rel ationship-data": [

{
"rel ationshi p-key": "cloud-region.cloud-owner",
"rel ationshi p-value": "C oudOwner"
I
{
"rel ationshi p-key": "cloud-region.cloud-region-id",
"rel ationshi p-val ue": "Regi onOne"
b
{
"rel ati onshi p-key": "tenant.tenant-id",
"rel ationshi p-value": "50b190410b2a4c229d8a6044a80ab7cl"
I
{
"rel ationshi p-key": "vserver.vserver-id",
"rel ationshi p-val ue": "b96416ef-fc4e-49cb-8120-1d56686d2e90"
}
I
"rel ated-to-property": [
{
"property-key": "vserver.vserver-nane",
"property-val ue": "vfwrf5a57d6"
}
]

APPC request

" CommonHeader ": {
"Ti meStanp": 1500997725298,
“APlver": "1.01",
"Request| D': "664be3d2- 6¢c12- 4f 4b- a3e7- c349acced200",
"Request Track": [],

"Flags": []
o
"Action": "MddifyConfig",
"Payl oad": {

"generic-vnf.vnf-id": "fwd001lvnDO1lfwo01",
"pg-streans": {
"pg-streant: [

{
"id": "fw_udpl",
"is-enabled": "true"
I
{
"id": "fw_udp2",
"is-enabl ed": "true"
I
{
"id": "fw_udp3",
"is-enabled": "true"
I
{
"id": "fw_udp4",
"is-enabled": "true"
I
{
"id": "fw_udp5",
"is-enabled": "true"
H



APPC response

ACCEPT response

{
"Status": {
“Val ue": " ACCEPTED',
" Code": "100"
}
"Payl oad": {

"pg-streanms”: "{\\\"pg-streans\\\": {\\\"pg-stream \\": [{\\\"id\\\":\\\"fw udpI\\\", \\\"is-enabled\\\":
WA trueM WA} WAV N fw udp2WZW VY, W\ Mis-enabl ed\V A AN true\ VA VNV AV AN fw udp3V VY, W\ i s
enabl ed\\\ "\ A\ " true\\V A} ANV dVWA AN Fw_udpdA VY, AW\ Mis-enabl ed\\ VANV trueV VLV NV M dV L e
fw udp5\\\ ", \\\"is-enabl ed\\\":\\\"true\\\"}]}}",
"generic-vnf.vnf-id": "fwd001lvnDO1fw0o01"
}

monHeader ": {
"Ti meStanp": "1493841850199",
"APlver": "1.01",
"Request | D': "664be3d2- 6¢c12- 4f 4b- a3e7- c349acced200",
"Subrequest!ID': null,
"OriginatorlD': null

SUCCESS r esponse

{
"Status": {
"Val ue": " SUCCESS',
" Code": "400"
H
"Payl oad": {

"pg-streams”: "{\\\"pg-streans\\\": {\\\"pg-stream \\": [{\\\"id\\\":\\\"fw udpI\\\", \\\"is-enabled\\\":
WA trueM VA" NNV T VA" W fw udp2W\W VY, W\ i s-enabl ed\V AN AN true\ AV} NNV AV AN fwudp3V WY W i s
enabl ed\\\ "\ A\ "true\\ A} ANV dVA NN fw_udpdAN Y, AW\ Mis-enabl ed\ A\ V"o ANV true\ VLV AV dV L e
fw udp5\\\ ", \\\"is-enabl ed\\\":\\\"true\\\"}]}}",
“generic-vnf.vnf-id": "fwo001lvnDO1fw001"
H
" CommonHeader ": {
"Ti meStanp": "1493841850199",
“APlver": "1.01",
"Request| D': "664be3d2- 6¢c12- 4f 4b- a3e7- c349acced200",
"Subrequest|D': null,
"OriginatorlD': null

VDNS Use Case

VDNS - TCA Configuration Policy Payload

tca_policy: "{
"domai n": "measurenent sFor Vf Scal i ng",
"metricsPer Event Nane": [{
"event Nane": "vLoadBal ancer",



"control LoopSchemaType": "VM',
"policyScope": "DCAE",
"pol i cyNanme": "DCAE. Config_tca-hi-Io",
"policyVersion": "v0.0.1",
"threshol ds": [{
"cl osedLoopControl Name": " Contr ol Loop- vDNS- 6f 37f 56d- a87d- 4b85- b6a9- cc953cf 779b3",
"version": "1.0.2",
"fieldPath": "$.event. measurenent sFor Vf Scal i ngFi el ds. vNi cUsageArray[ *].
recei vedTot al Packet sDel t a",
"t hreshol dval ue": 300,
"direction": "GREATER OR_EQUAL",
"severity": "CRITICAL",
"cl osedLoopEvent St at us": " ONSET"

H

vDNS - Operational Policy

control Loop:
version: 2.0.0
cont rol LoopNane: Contr ol Loop- vDNS- 6f 37f 56d- a87d- 4b85- b6a9- cc953cf 779b3
trigger_policy: unique-policy-id-1-scale-up
tinmeout: 1200
abatenent: false
policies:
- id: unique-policy-id-1-scale-up
nane: Create a new VF Mdul e
description:
actor: SO
reci pe: VF Mbdule Create
target:
type: VNF
retry: 0O
timeout: 1200
success: final _success
failure: final _failure
failure_tineout: final_failure_timeout
failure_retries: final _failure_retries
failure_exception: final_failure_exception
failure_guard: final_failure_guard

DCAE Control Loop Event (TCA) - vDNS

"cl osedLoopEvent Cli ent": "DCAE_|I NSTANCE | D. dcae-tca",

"policyVersion": "1.0.0.5",

"policyNanme": "vLoadBal ancer",

"policyScope": "resource=Sanpl eResour ce, servi ce=Sanpl eSer vi ce, t ype=Sanpl eType,
cl osedLoopCont r ol Nane=Sanpl ed osedLoop”,

"target _type": "VM,

"AALT |

"vserver.vserver-nane": "dfwll bO1ll bO1"

I
"cl osedLoopAl arnStart": 1484677482204798,
"cl osedLoopEvent St at us": " ONSET",
"cl osedLoopCont rol Nane": " Contr ol Loop- vDNS- 6f 37f 56d- a87d- 4b85- b6a9- cc953cf 779b3",
"version": "1.0.2",
"target": "vserver.vserver-nane",
"request| D': "97964e10- 686e- 4790- 8c45- bdf a61df 770f ",
"front: "DCAE"

AAIl named-query request



"query-paraneters": {
"naned- query": {
"naned- query-uui d": "4ff56a54-9e3f-46b7-a337-07a1d3c6b469"

}
}
"instance-filters": {
"instance-filter": [{
"vserver": {
"vserver-nane": "dfwll b01l bO1"
}
}H
}

AAl named-query response

"inventory-response-itent: [
{
"vserver": {
"vserver-id": "6ed3642c-f7al-4a7c-9290-3d51fel531eb",
"vserver-nane": "zdfwll bOll b02",
"vserver-nanme2": "zdfwll b0ll b02",
"prov-status": "ACTIVE",
"vserver-sel flink": "http://10.12.25.2:8774/v2. 1/ 41d6d38489bd40b09ea8abb6b852dchd/ servers
/ 6ed3642c-f 7al- 4a7c- 9290- 3d51f e1531eb",
"in-maint": fal se,
"is-cl osed-1 oop-di sabl ed": fal se,
"resource-version": "1510606403522"
b,
"extra-properties": {},
"inventory-response-itens": {
"inventory-response-itent: [
{
"nmodel - name": "vLoadBal ancer",
"generic-vnf": {
"vnf-id": "db373a8d-f 7be- 4d02- 8ac8- 6ca4c305d144",
"vnf-name": "Vfnodul e_vLB1113",
"vnf-type": "vLoadBal ancer-1106/vLoadBal ancer 0",
"service-id": "66f157fc-4148-4880-95f5-e120677e98d1",
"prov-status": "PREPROV',
"orchestration-status": "Created",
"in-maint": fal se,
"is-cl osed-1 oop-di sabl ed": false,
"resource-version": "1510604011851",
"model -i nvariant-id": "cee050ed-92a5- 494f - ab04- 234307a846dc",
"nodel -version-id": "fd65becc-6b2c-4f e8-ace9-cc29db9a3da2",
"nodel -custom zation-id": "1983c783-444f - 4e79- af 3a- 85e5d49628f 3",
"nf-type": "",
"nf-function": "",
"nf-role": ""
"nf - nam ng- code":
H
"extra-properties": {
"extra-property": [

{
"property-name": "nodel -ver. nodel -version-id",
"property-val ue": "fd65becc-6b2c- 4f e8-ace9-cc29db9a3da2"

b

{
"property-nanme": "nodel -ver. nodel - nane",
"property-val ue": "vlLoadBal ancer"

I

{
"property-name": "nodel.nodel -type",
"property-val ue": "resource"

b



"property-nanme": "nodel . nodel

"property-val ue":

}
{
"property-nanme":
“property-value": "1.0"
}

]

I

"inventory-response-itens": {
"inventory-response-itent: [

-invariant-id",

"cee050ed- 92a5- 494f - ab04- 234307a846dc"

"nodel - ver . nodel - versi on",

" 3b12f 31f - 8f 2d- 4f 5¢- b875- 61f f 1194b941",

"vLoadBal ancer-1113",

"1321d60d- f 7f f - 4300- 96¢c2- 6bf 0b3268b7a",
"732d4692- 4b97- 46f 9- a996- 0b3339e88c50",

"nodel -ver. nodel -version-id",
"732d4692- 4b97- 46f 9- a996- 0b3339e88c50"

"nodel - ver. nodel - nane",
"vLoadBal ancer-1106"

"nodel . nodel -t ype",
"service"

"nodel . nodel -i nvariant-id",
"1321d60d- f 7f f - 4300- 96¢2- 6bf 0b3268b7a"

"nodel - ver. nodel - versi on",

{
"nodel - nanme": "vLoadBal ancer-1106",
"service-instance": {
"service-instance-id":
"service-instance-nane":
"model -i nvariant-id":
"model -version-id":
"resource-version": "1510603936425"
b
"extra-properties": {
"extra-property": [
{
"property-nanme":
"property-val ue":
H
{
"property-name":
"property-val ue":
b
{
"property-nanme":
"property-val ue":
H
{
"property-nanme":
"property-val ue":
b
{
"property-nanme":
"property-value": "1.0"
}
]
}
I
{

"model - name": "WVl oadbal ancer.
"vf-nodul e": {
"vf-nodul e-id":
"vf - nodul e- nane":
"heat - stack-id": "Vfnodul
e250ab2bb4db",
"orchestration-status":
"i s- base-vf-nodul e":
"resource-version":
"model -i nvariant-id":
"model -version-id":
"model - cust om zation-id":
"modul e-i ndex": 0
}
"extra-properties": {
"extra-property": [

{
"property-nanme":
"property-val ue":
}
{
"property-nanme":
"property-val ue":
}

. base_vl b. . nodul e- 0",

"e6b3e3eb- 34el- 4c00- b8c1- 2a4f be479b12",
"Vf nodul e_vLB1113- 1",

e_vLB1113-1/3dd6d900- 772f - 4f cc- aOch-

active",

true,
"1510604612557",
"6d760188- 9a24- 451a- b0O5b- e08b86ch94f 2",
" 93f acad9- 55f 2- 4f e0- 9574- 814c2bc2d071",

"93f d5bd4- 8051- 4074- 8530- c0c504604df 5",

"nodel - ver. nodel -version-id",
" 93f acad9- 55f 2- 4f e0- 9574- 814c2bc2d071"

"nodel - ver. nodel - nane",
"Vl oadbal ancer. . base_vl b. . nodul e- 0"



"property-name": "nodel.nodel -type",

"property-val ue": "resource"
b
{
"property-nanme": "nodel.nodel-invariant-id",
"property-val ue": "6d760188-9a24-451a- b05b- e08b86ch94f 2"
}
{
"property-nanme": "nodel -ver. npdel -version",
"property-value": "1"
}
]
}
I
{
"model -name": "Vl oadbal ancer. . dnsscal i ng..nodul e-1",
"vf-nodule": {
"vf-nodul e-id": "dummy_db373a8d-f 7be- 4d02- 8ac8- 6ca4c305d144",
"vf - nodul e- name": "dummy_db373a8d-f 7be- 4d02- 8ac8- 6ca4c305d144",
"i s-base-vf-nodul e": false,
"resource-version": "1510610079687",
"model -invariant-id": "356alcff-71f2-4086-9980-a2927cellclc",
"nodel -version-id": "6b93d804-cfc8-4be3-92cc-9336d135859a"
b
"extra-properties": {
"extra-property": [
{
"property-name": "nodel -ver. npdel -version-id",
"property-val ue": "6b93d804-cfc8-4be3-92cc-9336d135859a"
b
{
"property-nanme": "nodel -ver. nodel - name",
"property-val ue": "Vl oadbal ancer..dnsscaling..nodul e-1"
}
{
"property-name": "nodel.nodel -type",
"property-val ue": "resource"
b
{
"property-nanme": "nodel.nodel-invariant-id",
"property-val ue": "356alcff-71f2-4086-9980-a2927cellclc"
}
{
"property-name": "nodel -ver. npdel -version",
"property-val ue": "1"
}
]
}
}
]
}
I
{
"tenant": {
"tenant-id": "41d6d38489bd40b09ea8abb6b852dchd",
"tenant-nanme": "Integration-SB-00",
"resource-version": "1509587770200"
}

"extra-properties": {},
"inventory-response-itens": {
"inventory-response-itent: [
{
"cl oud-region": {

"cl oud- owner": "C oudOmer",
"cl oud-region-id": "Regi onOne",
"cl oud-type": "SharedNode",
"owner - def i ned-type": "OwnerType",
"cl oud-regi on-version": "vi1",
"cl oud- zone": "d oudZone",
"sriov-automation": false,
"resource-version": "1509587770092"



b

"extra-properties": {}

SO request

NOTE: Robot nust add preload for dummy nodule for this to work.
{

"requestDetails": {

"model Info": {
"nmodel Type": "vf Mdul e",
"nmodel I nvariant1d": "356alcff-71f2-4086-9980-a2927cellclc",
"nodel Versionld": "6b93d804-cfc8-4be3-92cc-9336d135859a",
"nodel Nane": "WVl oadbal ancer. . dnsscal i ng.. nodul e-1",
"rmodel Version": "1"

}

"cl oudConfiguration": {
"] cpd oudRegi onl d": "Regi onOne",
“tenant|d": "41d6d38489bd40b09ea8abb6b852dchd"

}

"requestinfo": {
"instanceName": "vDNS vLB1113-1",
"source": "POLICY",
"suppressRol | back": fal se,
"requestorld": "policy"

H

"rel atedl nstanceList": [

"rel at edl nstance": {
"instancel d": "3b12f31f-8f2d-4f5c-b875-61ff1194b941",
"nodel I nfo": {
"model Type": "service",
"model I nvariantld": "1321d60d-f 7ff-4300- 96c2- 6bf 0b3268b7a",

"nodel Versionld": "732d4692- 4b97- 46f 9- a996- 0b3339e88c50",



"nodel Nane": "vlLoadBal ancer-1106",

"nodel Version": "1.0"

"rel at edl nstance": {

"instancel d": "db373a8d-f 7be-4d02-8ac8-6ca4c305d144",

"nmodel I nfo": {
"model Type": "vnf",
"nodel I nvari ant1d": "cee050ed-92a5-494f - ab04- 234307a846dc",
"nodel Versionld": "fd65becc-6b2c-4f e8-ace9-cc29db9a3da2",
"nodel Nane": "vlLoadBal ancer",
"nodel Version": "1.0",

"model Cust omi zati onNanme": "vLoadBal ancer 0"

I

"request Paraneters": {}

SO Response

SUCCESS:
{
"request Ref erences": {
"instancel d": "ff305d54-75b4-ff 1b-bdb2- eb6b9e5460ff",
"request1d": "e4f95e0c-a013-4530-8e59-c5c5f 9e539b6"
},
"htt pResponseCode": 200
}

VOLTE Use Case

VOLTE - Operational Policy

control Loop:
version: 2.0.0



control LoopNane: Control Loop- VOLTE- 2179b738- f d36- 4843- a7la- a8c24c¢70c55b
trigger_policy: unique-policy-id-1-restart

timeout: 3600

abatenent: false

policies:
- id: unique-policy-id-1-restart
nanme: Restart the VM
description:
actor: VFC
recipe: Restart
target:
type: VWM
retry: 3
timeout: 1200
success: final _success
failure: final _failure
failure_tinmeout: final_failure_timeout
failure_retries: final _failure_retries
failure_exception: final _failure_exception
failure_guard: final_failure_guard

DCAE Control Loop Event (HOLMES) - VOLTE

"cl osedLoopEventdient": "DCAE. Hol mesl nst ance",
"policyVersion": "1.0.0.5",
"policyNanme": "vVOLTE",
"policyScope": "resource=volte, service=VolteSErvice, t ype=Sanpl eType, cl osedLoopCont r ol Nanme=CL- VOLTE- SI G
d925ed73- 8231- 4d02- 9545- db4e101f 88f 8",
"target_type": "VM,

"AALT |
"vserver.vserver-nane": "dfwll bO1l bO1",
"service-instance. service-instance-id" : "TBD',
"generic-vnf.vnf-id" : "TBD",
"generic-vnf.vnf-nanme" : "TBD'
}

"cl osedLoopAl arnStart": 1484677482204798,

"cl osedLoopEvent St at us": " ONSET",

"cl osedLoopCont rol Nane": "Control Loop- VOLTE-2179b738- f d36- 4843- a71a- a8c24c70c55b",
"version": "1.0.2",

"target": "vserver.vserver-nane",

"request| D': "97964el1l0- 686e- 4790- 8c45- bdf a61df 770f ",

"front': "DCAE"

A&AI Call

This call is a sinple GET in order to retrieve "is-closed-|oop-diable" flag.

A&AIl Response

Bel ow is a sanple CET response format. Field values are just exanples. WII| update to real values later.

{
"vnf-id": "5e49ca06-2972-4532-9ed4-6d071588d792",

"vnf - name": " USUCPOPCO LO110UJRTO1",

"vnf-type": "RT",

"service-id": "d7bb0a2l- 66f 2- 4e6d- 87d9- 9ef 3ced63ae4d",
"equi pnent-rol e": "UCPE",

"orchestration-status": "created",

"managenent - option": "ATT",

"i pv4- oam address": "32.40.68. 35",

"i pv4-1 oopbackO- address": "32.40.64.57",



"nm| an-v6-address": "2001: 1890: e00e: fffe::1345",
"managenent - v6- address”: "2001: 1890: e00e: fffd:: 36",
"in-maint": false,
"is-cl osed-1 oop-di sabl ed": false,
"resource-version": "1493389458092",
"relationship-list": {"relationship": [
{
"related-to": "service-instance",
"related-link": "https://aai-intl.test.att.com 8443/ aai/v9/ busi ness/custoners/custoner
/1610_Func_d obal _20160817084727/ servi ce-subscri pti ons/ servi ce-subscri pti on/ uCPE- VMS/ servi ce-i nst ances/ servi ce-
i nst ance/ USUCPOPCO L0110UJZZ01",
"rel ationshi p-data": [

{
"rel ationshi p-key": "customer. gl obal - custoner-id",
"rel ationshi p-value": "1610_Func_d obal _20160817084727"
H
{
"rel ationshi p-key": "service-subscription.service-type",
"rel ationshi p-val ue": "uCPE-VMV5"
b
{
"rel ationshi p-key": "service-instance. service-instance-id",
"rel ationshi p-val ue": "USUCPOPCO L0110UJZZ01"
}
1
"rel ated-to-property": [{"property-key": "service-instance.service-instance-nane"}]
3
{
"related-to": "vserver",
"related-link": "https://aai-intl.test.att.com 8443/ aai/v9/cloud-infrastructure/cloud-regions

/ cl oud-regi on/ att-aic/AAl Al C25/ t enant s/t enant / USUCPOPCO L0110UJZZ01¥8AY8AuUCPE- VMS/ vser ver s/ vser ver / 3b2558f 4-
39d8- 40e7- bf c7- 30660f b52c45",
"rel ationship-data": [

{
"rel ationshi p-key": "cl oud-region.cloud-owner",
"rel ationship-value": "att-aic"
b
{
"rel ationshi p-key": "cl oud-region.cloud-region-id",
"rel ationshi p-val ue": "AAlI Al C25"
I
{
"rel ationshi p-key": "tenant.tenant-id",
"rel ationshi p-val ue": "USUCPOPCO L0110UJZZ01: : uCPE- VM5"
b
{
"rel ationshi p-key": "vserver.vserver-id",
"rel ationshi p-val ue": "3b2558f4-39d8-40e7-bf c7-30660f b52c45"
}
I
"rel ated-to-property": [
{
"property-key": "vserver.vserver-nane",
"property-val ue": "USUCPOPCO L0110UJZZ01-vsrXx"
}H
}
1}

VFC request

Request URI:
POST http(s)://[hostnane] [: port]/api/nslcm vl/ ns/{nslnstanceld }/heal

Request JSON:
{
" heal VnfData": {
“vnfl nstanceld”: "1",
“cause”: "vmis down”,



“addi tional Parans”: {
“action”: "restartvni,
“actionvmnfo’: {
“vmd: "33",
“vmane”: "xgw - snpll”

VFC response

Response JSON with response code 202:
{

}

“jobld”:"1"

Get Operation Status to read the status
CET http(s)://[hostname][: port]/api/nslcmvl/jobs/{jobld}& esponsel d={responsel d}

Response JSON with response code 200:

{
"jobld": "1234566",
"responseDescriptor”: {
"progress": "40",
"status": "proccessing",
"statusDescription": "OMC VM5 are decommi ssioned in VIM,
"errorCode": null,
"responsel d": "42",
"responseH storyList": [{
"progress": "40",
"status": "proccessing",
"statusDescription": "OMC VMs are deconmnissioned in VIM,
"errorCode": null,
"responseld": "1"
oA
"progress": "41",
"status": "proccessing",
"statusDescription": "OMC VMs are decommi ssioned in VIM,
"errorCode": null,
"responseld": "2"
}
]
}
}

VCPE Use Case

VCPE - TCA Configuration Policy Payload

tca_policy: "{

"donmi n": "neasurenent sFor Vf Scal i ng",
"metricsPer Event Nane": [{
"event Nane": "Measurenent _vGWX",

"control LoopSchemaType": "VNF",

"policyScope": "DCAE",

"policyNane": "DCAE. Config_tca-hi-lo",

"policyVersion": "v0.0.1",

"threshol ds": [{
"cl osedLoopCont rol Nane": " Control Loop- vCPE- 48f 0c2c3-al72-4192- 9ae3- 052274181b6e",
"version": "1.0.2",
"fieldPath": "$.event. measurenent sFor Vf Scal i ngFi el ds. addi ti onal Measur enent s[ *] .



arrayOf Fi el ds[ 0] . val ue",
"t hreshol dval ue": 0,
"direction": "EQUAL",
"severity": "MAJOR',
"cl osedLoopEvent St at us": " ABATED"

boA
"cl osedLoopCont rol Nane": " Control Loop- vCPE- 48f 0c2c3-al72-4192- 9ae3- 052274181b6e",
"version": "1.0.2",
"fieldPath": "$.event. nmeasurenent sFor Vf Scal i ngFi el ds. addi ti onal Measur enent s[ *].

arrayOf Fi el ds[ 0] . val ue",
"t hreshol dval ue": 0,
"direction": "GREATER',
"severity": "CRITICAL",
"cl osedLoopEvent St at us": " ONSET"

}]

VCPE Operational Policy

control Loop:
version: 2.0.0
control LoopNane: Control Loop- vCPE- 48f 0c2c3-al72-4192- 9ae3-052274181b6e
trigger_policy: unique-policy-id-1-restart
timeout: 3600
abatenent: true

policies:
- id: unique-policy-id-1-restart
nane: Restart the VM
descri ption:
actor: APPC
reci pe: Restart
target:
type: WM
retry: 3
timeout: 1200
success: final _success
failure: final _failure
failure_tinmeout: final_failure_timeout
failure_retries: final _failure_retries
failure_exception: final_failure_exception
failure_guard: final_failure_guard

DCAE Control Loop Event (TCA) - vCPE

"cl osedLoopCont rol Nane": " Control Loop-vCPE-48f0c2c3-al72-4192-9ae3-052274181b6e",
"version": "1.0.2",

"request| D': "0abc0000- b032- 4e4b- bd30- 88260f 444888",

"cl osedLoopAl arnfStart": 1478189220547,

"cl osedLoopEvent d i ent": "DCAE_I NSTANCE I D. dcae-tca",

"target_type": "VNF',

"target": "generic-vnf.vnf-name",
"AALT |
"generic-vnf.vnf-nane" : "vCPE_|Infrastructure_vGVX_deno_app"
b
“front: "DCAE",

"policyScope": "DCAE",

"policyName": "DCAE. Config_tca-hi-lo",
"policyVersion": "v0.0.1",

"cl osedLoopEvent St at us": " ONSET"



APPC request

{
"body": {
"input": {
"comon- header": {
"timestanp": "2017-08-25T21: 06: 23. 037Z2",
"api-ver": "2.00",
"originator-id": "a20e2073-30bl-4357-893b-f5ed57b66ef 0",
"request-id": "a20e2073-30bl-4357-893b-f 5ed57b66ef 0",
"sub-request-id": "1",
"flags": {}
b
"action": "Restart",
"action-identifiers": {
"vnf-id": "vCPE_Infrastructure_vGJVWX deno_app"
}
}
b
"version": "2.0",
"rpc-name": "restart",
"correlation-id": "a20e2073-30bl-4357-893b-f5ed57b66ef 0-1",
"type": "request"
}

APPC response

{
"body": {
"output": {
"common- header": {
"timestanp": "2017-08-25T21: 06: 23. 037Z2",
"api-ver": "2.00",
"originator-id": "a20e2073-30bl-4357-893b-f5ed57b66ef 0",
"request-id": "a20e2073-30bl-4357-893b-f5ed57b66ef 0",
"sub-request-id": "1",
"flags": {}
I
"status": {
"code": 400,
"message": "Restart Successful”
}
}
o
"version": "2.00",
"rpc-name": "restart",
"correlation-id"': "a20e2073-30bl-4357-893b-f5ed57b66ef 0-1",
"type": "response”
}

DCAE ABATED Control Loop Event

"cl osedLoopControl Nane": "Control Loop- vCPE- 48f 0c2c3-al72-4192- 9ae3-052274181b6e",
"version": "1.0.2",

"request| D': "0abc0000- b032- 4e4b- bd30- 88260f 444888",

"cl osedLoopAl arnfStart": 1478189220547,

"cl osedLoopAl ar nEnd": 1478589220547,

"cl osedLoopEventCient": "DCAE_I NSTANCE_I D. dcae-tca",

"target _type": "VNF",

"target": "generic-vnf.vnf-nane",

"AALT

"generic-vnf.vnf-nane" : "vCPE_Infrastructure_vGJWX_deno_app"

I
"front': "DCAE",



"pol i cyScope": "DCAE",

"pol i cyName": "DCAE. Config_tca-hi-lo",
"policyVersion": "v0.0.1",

"cl osedLoopEvent St at us": " ABATED"



	Policy R2 Beijing CSIT Functional Test Cases

