ONAP Deployment Specification for Finance and
Operations

® Public Cloud Deployment
© Executive Summary
o Beijing release
® Corporate Allocation
® Amazon AWS
© Minimum Deployment costs
© Amsterdam release
= Deployment Use Cases
= Deployment Example: Full Kubernetes on a VM cluster
® Security Profile
© Known Security Vulnerabilities
© ONAP Port Profile
© Azure
° AWS
® Software Profile
® Hardware Profile
® Microsoft Azure
" Monthly Cost
® Amazon AWS
® Cost
© Monthly Cost
= Artifacts
® Amazon
© Amazon Cloudformation Template
® Microsoft
® VM details
® Sizing
O Kubernetes
O Openstack

This WIP page will attempt to detail the financial and operations impact of varying ONAP deployments.

NOTE: this is not finished - as | need to do a detailed incoming/outgoing port analysis and some more prototyping - it is a draft for now - mostly as a page
to point to when asked questions about cost and security during deployments.

The audience is approving |.T. and Finance personnel.

Up to date content is on Cloud Native Deployment

Public Cloud Deployment

Executive Summary

ONAP as of 20180131 (Beijing master - pre M2) will deploy (minus DCAEGENZ2) and run on a single 64G VM provisioned with a minimal 120G HD and at
least 8 vCores. The monthly cost of this deployment will run....

$246 or 64 US per month (reserved/spot) on AWS EC2

$365 or 212 US per month (on-demand/reserved) on Microsoft Azure

The security profile for deployment requires outbound access to nexus3.onap.org:10001/10003 as well as ssh/http/https access to git.onap.org to do
leftover chef pulls and curls in-container for some components (being fixed). The VNF deployment profile currently requires an additional Openstack
/Rackspace infrastructure including keystone and CLI/HEAT outbound access for VNF orchestration (in the future cloud-native VNF deployment will be
supported).

Marketplace/services Utilization - no use of marketplace services is required in either AWS or Azure. The ONAP deployment brings its own open source

software stack to a bare Ubuntu VM. At this time Kubernetes as a Service is also not required and all resiliency/scaling/replication/load-balancing
[federation behaviour for HA and Geo-Redundancy is handled natively by the Kubernetes framework.

Beijing release

Corporate Allocation


https://wiki.onap.org/display/DW/Cloud+Native+Deployment

The following table details an example of what is required to run a continuous delivery system around ONAP beijing and some developer profiles when
working directly on a cloud provider.

Beijing requires the following to run: Note there is a 110 pod limit per VM - we currently deploy 175+ pods - hence 2+ VMs for full deployment
https://wiki.onap.org/display/DW/Cloud+Native+Deployment#CloudNativeDeployment-Changemax-podsfromdefault110podlimit
® Full production/staging
© Minimum 2 VMs, 12vCores total, 96G total ram, 100G HD per VM
© Recommended 3-9 VMs, 24-64 vCores, 128+ total ram, 160G HD per VM + 1 8G/100G kubernetes master VM
® Developer:

© Minimum 1 VM at 4+ vCores, 16-64G ram, 100G HD - collocated kubernetes master, host and jumpbox (deploys a subset of ONAP)
© Recommended 3 VMs 1x8G kubernetes master and 2 x 64G hosts

Amazon AWS

Minimum Deployment costs
20190305: Dublin state

Cost is ~$10/day or $300/month per 128G deployment — (I happen to have 128G worth of VMs running on the 75% off spot market — including
cost effective R4 instances, EBS store and EFS NFS) — 2 deployments and dev cost will run under $1k US. Based on the level of funding we will go with

pure laaS VMs up to the EKS Paas for K8s — but that runs over $20/day. Ideally we should be running 160G+ clusters but 128G is ok for specific VNFs
like the VFW - https://wiki.onap.org/display/DW/Cloud+Native+Deployment#CloudNativeDeployment-AmazonAWS

For details on ONAP deployment via OOM on Kubernetes see Cloud Native Deployment#AmazonAWS

Color coded costs are Required, Maximum, , Minimum
Total US $/month EBS spot # vCore Ram HD Flavor Use Description
(0%) cost vm/hr (min)
(3
75%
off
$66 $0.06 $0.032 1 2 15 100g R4.large DevOps  Jump box -
cloudformation
$66 $0.06 $0.032 1 2 15 100g R4.large DevOps  Jenkins server
$66 $0.06 $0.032 1 2 15 100g R4.large DevOps  Kibana (ELK) server
$89 x 4 = $354 $0.06 $0.063 4 4 31 100g R4.xlarge  DevOps Minimum CD cluster 1*
$66 $0.06 $0.032 1 2 15 100g R4.large DevOps  Minimum CD master
$238 x 4 = $950 $0.06 $0.27 4 16 122 100g R4. DevOps  production CD cluster
4xlarge
1*
$66 $0.06 $0.032 1 2 15 100g R4.large DevOps  production kubernetes
master
$138 x 4 = $552 $0.06 $0.13 4 8 61 100g R4. DevOps ' staging cluster
2xlarge
2%
$66 $0.06 $0.032 1 2 15 100g R4.large staging kubernetes
master
$89 x 4 = $354 $0.12 $0.063 4 4 31 3209 R4.xlarge ' DevOps  long duration cluster
$110 $0.12 $0.032 1 2 15 3209 R4.large long duration cluster k8s
master
$138 x 2 = $276 $0.06 $0.13 2 8 61 100g R4. Dev developer cluster
2xlarge
$66 $0.06 $0.032 1 2 15 100g R4.large developer cluster
kubernetes master
$138 $0.06 $0.13 1 8 61 100g R4. Dev developer onap subset
2xlarge collocated VM
$0 $0 $0 Route53 DNS/EIP
$2/month per unused EIP
$0 $0 $0 VPC, NG, SG, IAM,

(network costs)

Total cost / month - SPOT (max CD prod cluster - max dev cluster x 1) $66 + $66 + $66 + $950 + $66 + $354 + $110 + $276 + $66 = $2020/month = $24.2k/year US

(4


https://wiki.onap.org/display/DW/Cloud+Native+Deployment#CloudNativeDeployment-Changemax-podsfromdefault110podlimit
https://wiki.onap.org/display/DW/Cloud+Native+Deployment#CloudNativeDeployment-AmazonAWS
https://wiki.onap.org/display/DW/Cloud+Native+Deployment#CloudNativeDeployment-AmazonAWS

Total cost / month - SPOT (medium CD prod cluster - min dev cluster x $66 + $66 + $66 + $552 + $66 + $354 + $110 + $138 = $1418/month = $17k/year US
1)
(49

Total cost / month - SPOT (minimum CD cluster - min dev cluster - $66 + $66 + $66 + $354 + $66 + $276 = $894/month = $11K US
collocated host)

Total cost / month - reserved
Notes:

0 - assumes us-east-1 region (us-east-2 region is cleaper (ohio) but the spot market there is more unstable) - if you use ohio - cut costs by about 40% for
spot - ie: r4.2xlarg is 0.13 but 0.07 in ohio)

1 - ONAP is CPU bound - it will peak at over 55 vCores during startup - vVCPUs over 8 are required for a stable deployment - we could use C4/C5 compute
optimized images - more expensive and get timed out of spot more often - it is the same price and more stable to run an R4.2x/4x instance with twice the

ram but the same vCores.

2 - a cluster running the 8 core R4.2xlarge vms will be OK but will be CPU throttled during startup and any during any container under test or rogue
container episode.

3 - EBS cost is usually around 45% of the ec2 cost for an R4.large for the average 100G HD

4 - some of these costs are reduced if we use AMI's and cloudformation/cli templates to raise/lower systems (ie: on the weekend off, for CD systems raise
for 2 hours test and terminate for 2 hours on 4 hour cycles)

Amsterdam release

Deployment Use Cases

There are several deployment scenarios that include VMs and containers both for ONAP itself and the VNFs that are managed. Container deployments
are further segregated by managed kubernetes and Kubernetes as a Service types. We assume that all ONAP components run as Docker containers
whether they are managed per VM (HEAT) or managed in a Kubernetes cluster namespace (KaaS or managed).

Type ONAP(VMs or Containers) VNF (VMs or Containers)

Kubernetes containers on VMs = VM Rackspace/Openstack

Deployment Example: Full Kubernetes on a VM cluster
This is the RI (Reference implementation) of ONAP Beijing release - it consists of all the ONAP containers 90+ deployed to a particular (dev/stg/prod)

namespace ecosystem running on Kubernetes. The Kubernetes implementation is running under any management layer - here Rancher and not on a
KaaS. The Kubernetes cluster undercloud can run on 1 or more VMs - in this example we colocate the server and single host on a single VM which

currently fits in 55G.
Note: DCAEGEN?2 is currently being fully containerized and should arrive as a native Kubernetes set of containers by Beijing R2 release. Currently DCAE
runs in a 64G VM specifically on a configured Openstack system. There is a reverse proxy mechanism that joins DCAE to the rest of ONAP running in

Kubernetes already. DCAE is required for VNF closed loop operations - but not for VNF orchestration. When DCAE is fully refactored for Kubernetes then
the memory requirement will jump over the 64G baseline and push it to 96 to 128G depending on the size of the CDAP Hadoop cluster running which is 3-

7 containers.

Security Profile
ONAP will require certain ports open by CIDR to several static domain names in order to deploy defined in a security group. At runtime the list is reduced.
Ideally these are all inside a private network.

It looks like we will need a standard public/private network locked down behind a combined ACL/SG for AWS VPC or a NSG for Azure where we only
expose what we need outside the private network.

Still working on a list of ports but we should not need any of these exposed if we use a bastion/jumpbox + nat combo inside the network.

Known Security Vulnerabilities
https://medium.com/handy-tech/analysis-of-a-kubernetes-hack-backdooring-through-kubelet-823be5c3d67¢c

https://github.com/kubernetes/kubernetes/pull/59666 fixed in Kubernetes 1.10

ONAP Port Profile


https://medium.com/handy-tech/analysis-of-a-kubernetes-hack-backdooring-through-kubelet-823be5c3d67c
https://github.com/kubernetes/kubernetes/pull/59666

ONAP on deployment will require the following incoming and outgoing ports. Note: within ONAP rest calls between components will be handled inside the
Kubernetes namespace by the DNS server running as part of K8S.

port

22

443
8880
9090

10001

10003

30200-
30399

5005

8080

10249-
10255

Azure

protocol

ssh

http
http

https

https

https

https
ssh

http/https

tep

incoming
/outgoing

Lockdown ports

outgoing

in/out

application

ssh

tiller
rancher
kubernetes

nexus3

nexus3

nexus

git

REST api

java debug
port

source

developer
vm

client

client

developer
vm

developer
vm

destination

host

host
host
host

nexus3.onap.
org

nexus3.onap.
org

nexus.onap.
org

git.onap.org

host

host

Notes

Lock these down via VPC or a source CIDR that equals only the server
[client IP list

https://medium.com/handy-tech/analysis-of-a-kubernetes-hack-backdooring-
through-kubelet-823be5c3d67¢c


https://medium.com/handy-tech/analysis-of-a-kubernetes-hack-backdooring-through-kubelet-823be5c3d67c
https://medium.com/handy-tech/analysis-of-a-kubernetes-hack-backdooring-through-kubelet-823be5c3d67c

onap - Networking

Virtual machine

2 Search (Ctri+/) 0 Attach network interface i Detach network interface

H Activity log ¥ Network Interface: onap758 Effective security rules Topology @

.'.ﬁ Access control (1AM) Virtual network/subnet: onap_lockdown-vnet/default Public IP: 52.170.238.72 Private [P: 10.0.2.4

' Tags
¢ INBOUND PORT RULES @
X Diagnose and solve prablems %) D B . .
Metwork security group onap-nsg (attached to network interface: Add inbound port
onap758)
SETTINGS Impacts 0 subnets, 1 network interfaces
& Networking PRIORITY  MAME PORT PROTOCOL  SOURCE DESTINATI.. ACTION
£ Disks 1000 default-allow-ssh 22 TCP Any Any @ Allow .
L Size 1010 Port_B880 8880 Any Any Any @ Allow ..
E.' Extensions 65000 AllowVnetinBound Any Any VirtualMe... VirtualNe... @ Allow .,
Availability set 65001 AllowAzureLoadBal... Any Any Azureloa.. Any @ Allow ..
& Configuration 65500 DenyAllinBound Any Any Any Any 2 Deny ..
‘1! Properties
& Locks OUTBOUND PORT RULES @
@ Network security group onap-nsg (attached to network interface: Add outbound port
E8  Automation script onap758)
Impacts 0 subnets, 1 network interfaces
OPERATIONS
PRIORITY NAME PORT PROTOCOL SOURCE DESTINATI... ACTION
@ Auto-shutdown [ ]
100 Port_10001 10001 Any Any Any @ Allow .,
& Backup il
101 Port_10003 10003 Any Any Any @ Allow .,
& Disaster recovery (Preview)
65000 AllowVnetOutBound  Any Any VirtualNe... VirtualNe... @ Allow .,
El Update management (Previe...
65001 AllowinternetOutBo... Any Any Any Internet @ Allow .,
& Inventory (Preview)
65500 DenyAllQutBound Any Any Any Any Q Deny ...

Change tracking {Preview)

o

AWS



B C 1 @& Secure | https://console.aws.amazon.com/vpc/home?region=us-east-14#
i Apps [ Amdocs N, ONAP [ AWS @ obrienlabs /4 Azure i3t GCE < IBM Cloud (g Rackspace [H

?_Y_V_,S-, Services v Resource Groups v *
. Resources ©
Filter by VPC:

Q Selecta VPC Start VPC Wizard Launch EC2 Instances

Note: Your Instances will launch in the US East (N. Virginia) region.

Virtual Private Cloud

You are using the following Amazon VPC resources in the US East (N.

Your VPCs Virginia) region:
Subnets 7 VPCs 6 Internet Gateways
Route Tables 0 Egress-only Internet 21 Subnets
Gateways

Internet Gateways 15 Route Tables 7 Network ACLs
Egress Only Internet 8 Elastic IPs g VPC Peering
Gateways Connections

. 1 Endpoint 0 Nat Gateways
DHCP Options Sets i .

82 Security Groups 6 Running Instances

Elastic IPs 0 VPN Connections 0 Virtual Private Gateways
Endpoints 0 Customer Gateways 1 DHCP Options Set

Endpoint Services

VPN Connections
NAT Gateways

Peering Connections Amazon VPC enables you to use your own isolated resources within the

AWS cloud, and then connect those resources directly to your own

. datacenter using industry-standard encrypted IPsec VPN connections.
Security 9 i i

Network ACLs
Create VPN Connection

Security Groups



aw§ Services v  Resource Groups v *

Step 1: Select a VPC Configuration

VPC with a Single Public Your instances run in a private, isolated section of the AWS cloud with

Subnet direct access to the Internet. Network access control lists and security Intemet, S3,
groups can be used to provide strict control over inbound and outbound Dynasrgé)zs NS,
VPC with Public and network traffic to your instances. ‘
Private Subnets
Creates: s ~
VPC with Public and A /16 network with a /24 subnet. Public subnet instances use Elastic IPs or
Private Subnets and Public IPs to access the Internet.

Hardware VPN Access m

VPC with a Private Subnet

Only and Hardware VPN Public Subnet
Access \Amazon Virtual Private Cloud /
dws ;
! = Services v Resource Groups v *

Step 2: VPC with a Single Public Subnet

IPv4 CIDR block:* | 10.0.0.0/16 (65531 IP addresses available)

IPv6 CIDR block: © No IPv6 CIDR Block
) )Amazon provided IPv6 CIDR block

VPC name: k8sVpc
Public subnet's IPv4 CIDR:*  10.0.0.0/24 (251 IP addresses available)

Availability Zone:* = No Preference ¥
Subnet name: | k8sVpcPub

You can add more subnets after AWS creates the VPC.

Service endpoints

Add Endpoint

Enable DNS hostnames:* ©@Yes )No

Hardware tenancy:* Default Q



Services v Resource Groups v * ® F. Michael O'Brien ~  N. Virginia v  Support ~

VPG Dashboard c & e
4

Filter by VPC:
Q acl-f7a9718d X 1to 1 of 1 Network ACL
Q Selecta VPC
Name 4 Network ACL ID ~ Associated With ~ Default -~ VPC v
Virtual Private Cloud
acl-f7a9718d 1 Subnet Yes Vpc-68e8af13 | k8sVpc
Your VPCs
Subnets
Route Tables acl-f7a9718d _} Q=]
Internet Gateways —
Summary Inbound Rules Outbound Rules Subnet Associations Tags
Egress Only Internet
Gateways Allows inbound traffic. Because network ACLs are stateless, you must create inbound and outbound rules.
DHCP Options Sets Cancel m
Elastic IPs View: All rules
Endpoints Rule # Type Protocol Port Range Source Allow /Deny =~ Remove
Endpoint Services 120 ALL Traffic S ALL 4 AL 0.0.0.00 O ALow: o
JAT Gateways 110 Custom TCPRule 4 TCP (6) 4| 10249-10255 @ 00000 O [DEnY @ (]

Peering Connections

Add another rule

Services v  Resource Groups v * ® F. Michael O'Brien ~  N. Virginia v  Support ~
VPC Dashboard Create Network ACL 2% |0
4
Filter by VPC:
Q acl-f7a9718d X 11to 1 of 1 Network ACL
Q Selecta VPC
Name 4 Network ACL ID ~ Associated With ~ Default -~ VPC =
Virtual Private Cloud
acl-f7a9718d 1 Subnet Yes vpc-68e8af13 | k8sVpc
YYour VPCs
Subnets
Route Tables acl-f7a9718d _N_N=]
Internet Gateways —
Summary Inbound Rules Outbound Rules Subnet Associations Tags
Egress Only Internet
Gateways Allows outbound traffic. Because network ACLs are stateless, you must create inbound and outbound rules.
DHCP Options Sets Cancel m
Elastic IPs View: All rules
Endpoints Rule # Type Protocol Port Range Destination Allow / Deny ~ Remove
Endpoint Services 120 ALL Traffic 5 ALL 4 AL 0.0.0.0/0 @ ALOw: )
NAT Gat¢
Gateways 110 Custom TCP Rule ¥ TCP (6) ¥ 10249-10255 O 00000 © [DENY ¢ (]

Peering Connections
Add another rule

Software Profile
Rancher 1.6.14
Helm 2.8.0
Kubernetes 1.8.6
Docker 17.03.2
Ubuntu 16.04

The rest of the software versions are specific to the 90+ docker containers running for example MariaDB, Jetty... etc. All of the software is open source
and encapsulated in the containers themselves. The containers implement a REST based microservices architecture.

Hardware Profile

ONAP on Kubernetes#HardwareRequirements

Microsoft Azure

Monthly Cost

Cost $US Artifact Details


https://wiki.onap.org/display/DW/ONAP+on+Kubernetes#ONAPonKubernetes-HardwareRequirements

$365/m at $0.65 (CAN)/h VM running Ubuntu 16.04 (64g/8vCores)

reduce by 42% for 1 year reserved instances = $212/month | E8s V3 128G SSD
30G SSD

in CA central DC

$0 TBD no extra volume (only 16G VMs have 30G disks)
IP
$0 image snapshot
$0 Cloud Services
Total
$212/m
on-demand

Microsoft Azure New > Create virtual machine > Create L Search resources, services and docs

Create virtual machine X Create
New 0 Validation passed
1 Basics
Dashboard Done .
Offer details
Resource groups
2 Size Prices presented are estimates in your local currency that include only Azure
All resources Done (. infrastructure costs and any discounts for the subscription and location. The prices
don't include any applicable software costs.
Recent
3 Settings Ubuntu Server 16.04 LTS
App Services Done by Canonical Pricing details
Terms of use | privacy policy
Virtual machines (classic) Standard E8s v3 0.6469 CAD/hr
4 Summary S by Microsoft Pricing for other VM sizes
Virtual machines Ubuntu Server 16.04 LTS Terms of use | privacy policy
SQL datab Azure resource
QL databases You may use your Azure monetary commitment funds or subscription credits for these
purchases. Prices presented are retail prices and may not reflect discounts associated with
Cloud services (classic) your subscription.
Security Center
Y Summary
Subscriptions Basics
Azure Active Directory Subscription Pay-As-You-Go
Resource group (new) onap_lockdown

Laratinn Eact 1S

Monitor
Terms of use

Cost Management + Billing

By clicking “Create”, | (a) agree to the legal terms and privacy statement(s) associated with each
Marketplace offering above, (b) authorize Microsoft to charge or bill my current payment method
Help + support for the fees associated with my use of the offering(s), including applicable taxes, with the same
billing frequency as my Azure subscription, until | discontinue use of the offering(s), and (c) agree

Advisor
D | give Microsoft permission to use and share my contact information so that Microsoft or the

Provider can contact me regarding this product and related products.
More services >

Download template and parameters

Reserved



* Lacation Canada Central

* WM size (Miew full pricing details) Efs v3 (B vCPUs, 64 GB)
Term One year
* Quantity 1
COSTS
Cost per VM 3,657 CAD
Total Viis 1 Standard_EBs_w3
Reservation cost* 3,657 CAD
Estimated savings* 42%
Amazon AWS

VM: Minimum EC2 instance of size 61G (ideally 128G) with a 120+GB EBS volume (ideally 1024GB) and at least 8 vCores (ideally 64 vCores), network
1Gbps (ideally 10Gbps).

We can implement proper public/private VPC peering but for this lab environment security will be on the Kubernetes Admin/client-token only.

Example of 2 or 3 network VPC peering setup http://files.meetup.com/18216364/aws_vpc_beanstalk_20150224_post.pdf

Cost

There is an R4.2xlarge instance type that has been the lowest cost instance that can run all of ONAP (except DCAE) and has been demonstrated since
Amsterdam on the CD system. The cost on the spot market is between 72 to 89% off the reserved cost at around $0.14/hour on us-east(N. Virgina DC)
and 0.07/hour in us-east(Ohio DC)

Monthly Cost

Cost $US Artifact Details
$52/m at $0.07/h EC2 spot VM running Ubuntu 16.04 = (64g/8vCores)
R4.2xlarge in the ohio DC
$12.0/m at $0.1/m/Gb = EBS volume 120Gb
$2.0/m Elastic EIP

AMI image snapshot
$0 Cloud Services

Total


http://files.meetup.com/18216364/aws_vpc_beanstalk_20150224_post.pdf

$64/m

Select instance types

| Supports dedicated tenancy Pricing History

Instance type ~ vCPUs + Memory (GiB) ~ Storage (GB) ~ Network + Spot price v Spot savings ~
Allinstance types § 1 $ 61 (Any) Any network %
r4.2xlarge 8 61 EBS only Up to 10 Gigabit $0.1274 76%
) r3.2xlarge 8 61 1 x 160 SSD High $0.1461 78%
~) i3.2xlarge 8 61 1 x 1900 SSD Up to 10 Gigabit $0.1872 70%
~| md.4xlarge 16 64 EBS only High $0.2407 70%
] x1e.xlarge 4 122 1x 120 SSD Up to 10 Gigabit $0.2502 70%
) rd.4xlarge 16 122 EBS only Up to 10 Gigabit $0.2522 76%
"~ mb.4xlarge 16 64 EBS only Up to 10 Gigabit $0.2527 67%
"] p2.xlarge 4 61 EBS only High $0.27 70%
] r3.4xlarge 16 122 1x 320 SSD High $0.2834 79%
~ h1.4xlarge 16 64 2 x 2000 Up to 10 Gigabit $0.33 70%
Artifacts
Amazon
Launch template None 0 (Default version) s s | Create launch template
Version description of selected launch template (if any) will display here. Applying a launch template is optional.
AMI © Canonical, Ubuntu, 16.04 LTS, and64 xenial image build on 2017-11-21 (ami-aa2ea6d0) : Search for AMI
Instance type(s) @ ra.2xlarge (8 VCPU, 61 GiB, EBS only) © Select
Select multiple instance types to find the lowest priced instances available
Network €@ vpc-97¢256f2 (172.31.0.0/16) (default) | amazon-default : c Create new VPC
Availability Zone € No preference (launch in cheapest Availability Zone) s
EBS volumes € Device @ Snapshot Size (GiB) Volume Type IoPS Delete @ Encrypt
Root: /dev/sdal snap-0dcc947e7c10bed94 120 General Purpose (SSD) 4 (1]
No additional EBS volumes configured
+ Add new volume
EBS-optimized @ Launch EBS-optimized instances
Instance store @ " Attach at launch
Monitoring @ Enable CloudWatch detailed monitoring
Tenancy € Default - run a shared hardware instance T

Security groups @ ElasticMapReduce-master fs Create new security group
ElasticMapReduce-slave

ONAP_Kubernetes_colocated_lockdown

Spot template
security group
1AM profile

ssh key



EIP

public VPC
Network Interface
EBS Volume

Auto scaling group

Amazon Cloudformation Template

SPOT only

{
"lanFl eetRol e": "arn:aws:iam:4.....:rol e/ aws-ec2-spot-fleet-taggi ng-role",
"AllocationStrategy": "lowestPrice",

"Target Capacity": 1,
"Spot Price": "0.532",
"Val i dFronf: "2018-01-31T20: 31: 162",
"ValidUntil": "2019-01-31T20: 31: 162",
"Term nat el nstancesWt hExpiration": true,
"LaunchSpeci fications": [
{
"l magel d": "am -aa2ea6d0",
"l nstanceType": "r4.2xl arge",
"KeyNane": "obr...15",
"SpotPrice": "0.532",
"Bl ockDevi ceMappi ngs": [
{
"Devi ceNane": "/dev/sdal",
"Ebs": {
"Del et eOnTerm nation": true,
"Vol uneType": "gp2",
"Vol uneSi ze": 120,
"Snapshot I d": "snap-0dcc947e7c10bed94"
}
}
1,
"SecurityGoups": [
{
"Groupld": "sg-de2185a9"
}
]
}
]

"Type": "request"

Microsoft

Azure Resource Manager Template

VM details



ubunt u@nap: ~$ free

total used free shared buff/cache avai |l abl e
Mem 65949220 278884 65223112 8812 447224 64947380
Swap: 0 0 0

ubunt u@nap: ~$ df

Fi | esystem 1K- bl ocks Used Avail abl e Use% Mounted on
udev 32963872 0 32963872 0% / dev
tpfs 6594924 8788 6586136 1% /run
/ dev/ sdal 30428648 1328420 29083844 5%/
tpfs 32974608 0 32974608 0% / dev/ shm
tnpfs 5120 0 5120 0% / run/ 1 ock
tmpfs 32974608 0 32974608 0% /sys/fs/cgroup
/ dev/ sdb1l 131979684 60988 125191480 1% /mt
tnpfs 6594924 0 6594924 0% / run/ user /1000
Sizing
Kubernetes
Openstack

20180202 openlab Integration-SB-01
VMs:

We only need the DCAE and Cloudify-manager VMs when using OOM -the following is the whole set - we will truncate the heat template to bring up half
of this

VMs Flavor RAM
2 ml.small 2G
4 ml.medium 4G
5 m1l.large 8G
17 ml.xlarge 16G
1 ml.xxlarge 64G

(cloudify-manager)

29 total 394G
see also discussion on

OPENLABS-160 - Getting issue details... STATUS


https://jira.onap.org/browse/OPENLABS-160

OPENLABS-161 - Getting issue details... STATUS

DOC-244 - Getting issue details... STATUS

https://onap.readthedocs.io/en/latest/guides/onap-developer/settingup/fullonap.html#requirements
The cns (consul) nodes for example are two sizes larger now at 16G each instead of the documented 4G - | remember mails in the past about memory
saturation that caused the bump to m1.xlarge from m1.medium (although consul is already in oom so we should not need these)

dcaepgvmO00
ubuntu-16-04-cloud-amd64
oam_onap_c4Uw

® 10.0.0.26
® 10.12.6.25

ml.xlarge
onap_key_c4Uw
Active

nova

None

Running

2 weeks, 2 days

Create Snapshot

dcaecdap05
ubuntu-16-04-cloud-amd64
oam_onap_c4Uw

® 10.0.0.15
® 10.12.6.22

ml.xlarge
onap_key_c4Uw
Active

nova

None

Running

2 weeks, 2 days

Create Snapshot

dcaecdap03
ubuntu-16-04-cloud-amd64
oam_onap_c4Uw

® 10.0.0.21
* 10.126.1

ml.xlarge

onap_key_c4Uw


https://jira.onap.org/browse/OPENLABS-161
https://jira.onap.org/browse/DOC-244
https://onap.readthedocs.io/en/latest/guides/onap-developer/settingup/fullonap.html#requirements
http://10.12.25.2/project/instances/34099c28-db76-4e85-9964-48b1df8e1ce0/
http://10.12.25.2/project/instances/
http://10.12.25.2/project/images/34099c28-db76-4e85-9964-48b1df8e1ce0/create/
http://10.12.25.2/project/instances/2e61afd0-6fb9-4bc3-b31d-c5cade3c2ed6/
http://10.12.25.2/project/instances/
http://10.12.25.2/project/images/2e61afd0-6fb9-4bc3-b31d-c5cade3c2ed6/create/
http://10.12.25.2/project/instances/c72c04e6-1007-4647-a40f-3e50fcaf2c78/
http://10.12.25.2/project/instances/

Active

nova

None

Running

2 weeks, 2 days

Create Snapshot

dcaecdap02
ubuntu-16-04-cloud-amd64
oam_onap_c4Uw

® 10.0.0.11
® 10.12.5.227

ml.xlarge
onap_key_c4Uw
Active

nova

None

Running

2 weeks, 2 days

Create Snapshot

dcaecdap06
ubuntu-16-04-cloud-amd64
oam_onap_c4Uw

® 10.0.0.18
® 10.12.6.8

ml.xlarge
onap_key_c4Uw
Active

nova

None

Running

2 weeks, 2 days

Create Snapshot

dcaecdap0l1
ubuntu-16-04-cloud-amd64
oam_onap_c4Uw

® 10.0.0.13
® 10.12.5.248

ml.xlarge

onap_key_c4Uw


http://10.12.25.2/project/images/c72c04e6-1007-4647-a40f-3e50fcaf2c78/create/
http://10.12.25.2/project/instances/7691fff4-0800-4a37-9ebc-798e1d515992/
http://10.12.25.2/project/instances/
http://10.12.25.2/project/images/7691fff4-0800-4a37-9ebc-798e1d515992/create/
http://10.12.25.2/project/instances/d1383ddd-b797-4f17-87b7-50959a5accae/
http://10.12.25.2/project/instances/
http://10.12.25.2/project/images/d1383ddd-b797-4f17-87b7-50959a5accae/create/
http://10.12.25.2/project/instances/94510dcf-695a-4bc7-ae35-3db8d7ed17f8/
http://10.12.25.2/project/instances/

Active

nova

None

Running

2 weeks, 2 days

Create Snapshot

dcaecdap04
ubuntu-16-04-cloud-amd64
oam_onap_c4Uw

® 10.0.0.3
® 10.12.6.12

ml.xlarge
onap_key_c4Uw
Active

nova

None

Running

2 weeks, 2 days

Create Snapshot

dcaecdap00
ubuntu-16-04-cloud-amd64
oam_onap_c4Uw

® 10.0.0.16
® 10.12.5.92

ml.xlarge
onap_key_c4Uw
Active

nova

None

Running

2 weeks, 2 days

Create Snapshot

dcaedoks00
ubuntu-16-04-cloud-amd64
oam_onap_c4Uw

® 10.0.0.6
® 10.12.5.246

ml.xlarge

onap_key_c4Uw


http://10.12.25.2/project/images/94510dcf-695a-4bc7-ae35-3db8d7ed17f8/create/
http://10.12.25.2/project/instances/35951344-69ae-49d1-bf04-7309cf03919d/
http://10.12.25.2/project/instances/
http://10.12.25.2/project/images/35951344-69ae-49d1-bf04-7309cf03919d/create/
http://10.12.25.2/project/instances/d585c829-2fd3-4891-bb82-19ce487e3209/
http://10.12.25.2/project/instances/
http://10.12.25.2/project/images/d585c829-2fd3-4891-bb82-19ce487e3209/create/
http://10.12.25.2/project/instances/bacb819a-ef6f-4752-8890-66a507d005d6/
http://10.12.25.2/project/instances/

Active

nova

None

Running

2 weeks, 2 days

Create Snapshot

dcaedokp00
ubuntu-16-04-cloud-amd64
oam_onap_c4Uw

® 10.0.0.17
® 10.12.5.247

ml.xlarge
onap_key_c4Uw
Active

nova

None

Running

2 weeks, 2 days

Create Snapshot

dcaecnslO0
ubuntu-16-04-cloud-amd64
oam_onap_c4Uw

® 10.0.0.12
* 10.125.184

ml.xlarge
onap_key_c4Uw
Active

nova

None

Running

2 weeks, 2 days

Create Snapshot

dcaecnslO1
ubuntu-16-04-cloud-amd64
oam_onap_c4Uw

® 10.0.0.14
® 10.12.6.0

ml.xlarge

onap_key_c4Uw


http://10.12.25.2/project/images/bacb819a-ef6f-4752-8890-66a507d005d6/create/
http://10.12.25.2/project/instances/37aff28b-3553-4cc5-b8cd-514f1190152b/
http://10.12.25.2/project/instances/
http://10.12.25.2/project/images/37aff28b-3553-4cc5-b8cd-514f1190152b/create/
http://10.12.25.2/project/instances/668d8481-4fb3-4490-bdc1-744c403c96a7/
http://10.12.25.2/project/instances/
http://10.12.25.2/project/images/668d8481-4fb3-4490-bdc1-744c403c96a7/create/
http://10.12.25.2/project/instances/52eebe91-0b03-4ac3-a3d2-1b50d6e2d488/
http://10.12.25.2/project/instances/

Active

nova

None

Running

2 weeks, 2 days

Create Snapshot

dcaecnsl02
ubuntu-16-04-cloud-amd64
oam_onap_c4Uw

® 10.0.0.8
® 10.12.5.232

ml.xlarge
onap_key_c4Uw
Active

nova

None

Running

2 weeks, 2 days
Create Snapshot

Displaying 20 items | Next »

dcaeorcl00' CentOS-7 oam_onap_c4Uw ml.xlarge onap_key_c4Uw Active nova None Running 2 weeks, Create Snapshot
2 days
® 10.0.0.9
® 10.12.5.142
vm1l-dcae- ubuntu-16-04-cloud- oam_onap_c4Uw mi.small onap_key_c4Uw Active nova None Running 2 weeks, 3 days ' Create
bootstrap amd64 Snapshot
* 10.04.1
® 10.12.5.51
vm1-policy ubuntu-14-04-cloud- oam_onap_c4Uw mil.xlarge onap_key_c4Uw Active nova None Running 2 weeks, 3 days | Create
amd64 Snapshot
* 10.06.1
® 10.12.5.178
vm1l-aai-instl ubuntu-14-04-cloud- oam_onap_c4Uw m1l.xlarge onap_key_c4Uw Active nova None Running 2 weeks, 3 days | Create
amd64 Snapshot
* 10.0.1.1
® 10.12.5.153
vm1l-portal ubuntu-14-04-cloud- oam_onap_c4Uw ml.large onap_key_c4Uw Active nova None Running 2 weeks, 3 days | Create
amd64 Snapshot
* 10.09.1
® 10.12.5.159
vml-message- ubuntu-14-04-cloud- oam_onap_c4Uw m1l.large onap_key_c4Uw Active nova None Running 2 weeks, 3 days | Create
router amd64 Snapshot
® 10.0.11.1
® 10.12.5.171
vml-aai-inst2 ubuntu-14-04-cloud- oam_onap_c4Uw m1l.xlarge onap_key_c4Uw Active' nova = None Running 2 weeks, 3 days Create
amd64 Snapshot
* 10.0.1.2
® 10.12.5.163
vml-appc ubuntu-14-04-cloud- oam_onap_c4Uw ml.large onap_key_c4Uw Active' nova = None Running 2 weeks, 3 days Create
amd64 Snapshot
* 10.0.2.1

® 10.12.5.156


http://10.12.25.2/project/images/52eebe91-0b03-4ac3-a3d2-1b50d6e2d488/create/
http://10.12.25.2/project/instances/58282833-d757-498b-95bd-0b91baeed3bb/
http://10.12.25.2/project/instances/
http://10.12.25.2/project/images/58282833-d757-498b-95bd-0b91baeed3bb/create/
http://10.12.25.2/project/instances/?marker=58282833-d757-498b-95bd-0b91baeed3bb
http://10.12.25.2/project/instances/625cdd03-5a44-4f2c-b824-4dadcb089b43/
http://10.12.25.2/project/instances/?marker=58282833-d757-498b-95bd-0b91baeed3bb
http://10.12.25.2/project/images/625cdd03-5a44-4f2c-b824-4dadcb089b43/create/
http://10.12.25.2/project/instances/3ecb933d-5ded-4f1c-b830-439175e4e981/
http://10.12.25.2/project/instances/3ecb933d-5ded-4f1c-b830-439175e4e981/
http://10.12.25.2/project/instances/?marker=58282833-d757-498b-95bd-0b91baeed3bb
http://10.12.25.2/project/images/3ecb933d-5ded-4f1c-b830-439175e4e981/create/
http://10.12.25.2/project/images/3ecb933d-5ded-4f1c-b830-439175e4e981/create/
http://10.12.25.2/project/instances/72406806-65d1-4ee8-9322-b278fab270f9/
http://10.12.25.2/project/instances/?marker=58282833-d757-498b-95bd-0b91baeed3bb
http://10.12.25.2/project/images/72406806-65d1-4ee8-9322-b278fab270f9/create/
http://10.12.25.2/project/images/72406806-65d1-4ee8-9322-b278fab270f9/create/
http://10.12.25.2/project/instances/3d5a5aad-fb4f-48d8-a63b-b6aa08944158/
http://10.12.25.2/project/instances/?marker=58282833-d757-498b-95bd-0b91baeed3bb
http://10.12.25.2/project/images/3d5a5aad-fb4f-48d8-a63b-b6aa08944158/create/
http://10.12.25.2/project/images/3d5a5aad-fb4f-48d8-a63b-b6aa08944158/create/
http://10.12.25.2/project/instances/e212ed85-d88a-4d14-b5fb-01d604d5e05b/
http://10.12.25.2/project/instances/?marker=58282833-d757-498b-95bd-0b91baeed3bb
http://10.12.25.2/project/images/e212ed85-d88a-4d14-b5fb-01d604d5e05b/create/
http://10.12.25.2/project/images/e212ed85-d88a-4d14-b5fb-01d604d5e05b/create/
http://10.12.25.2/project/instances/f4b57ccc-b66a-47b0-9665-8632f48bfa9b/
http://10.12.25.2/project/instances/f4b57ccc-b66a-47b0-9665-8632f48bfa9b/
http://10.12.25.2/project/instances/?marker=58282833-d757-498b-95bd-0b91baeed3bb
http://10.12.25.2/project/images/f4b57ccc-b66a-47b0-9665-8632f48bfa9b/create/
http://10.12.25.2/project/images/f4b57ccc-b66a-47b0-9665-8632f48bfa9b/create/
http://10.12.25.2/project/instances/4ba033e2-5c28-40d9-ba12-a5ae144cbe8f/
http://10.12.25.2/project/instances/?marker=58282833-d757-498b-95bd-0b91baeed3bb
http://10.12.25.2/project/images/4ba033e2-5c28-40d9-ba12-a5ae144cbe8f/create/
http://10.12.25.2/project/images/4ba033e2-5c28-40d9-ba12-a5ae144cbe8f/create/
http://10.12.25.2/project/instances/604e3291-10b5-4262-8c69-bbd71feabca5/
http://10.12.25.2/project/instances/?marker=58282833-d757-498b-95bd-0b91baeed3bb
http://10.12.25.2/project/images/604e3291-10b5-4262-8c69-bbd71feabca5/create/
http://10.12.25.2/project/images/604e3291-10b5-4262-8c69-bbd71feabca5/create/

vm1l-robot ubuntu-16-04-cloud-

amd64

vm1l-sdc ubuntu-16-04-cloud-
amd64

vm1-vid ubuntu-14-04-cloud-
amd64

vm1-so ubuntu-16-04-cloud-
amd64

vm1l-clamp ubuntu-16-04-cloud-
amd64

vm1l-dns-server ubuntu-14-04-cloud-
amd64

vm1l-sdnc ubuntu-14-04-cloud-
amd64

vml-multi-service | ubuntu-16-04-cloud-
amd64

nokia_jumphost (not found)

oam_onap_c4Uw

* 10.0.10.1
® 10.12.5.148

oam_onap_c4Uw

* 10.03.1
® 10.125.2

oam_onap_c4Uw

* 10.08.1
* 10.12.5.116

oam_onap_c4Uw

® 10.051
® 10.12.5.38

oam_onap_c4Uw

* 10.0.121
® 10.12.5.114

oam_onap_c4Uw

® 10.0.100.1
® 10.12.5.62

oam_onap_c4Uw

® 10.0.7.1
® 10.12.5.173

oam_onap_c4Uw

® 10.0.14.1
® 10.12.5.128

external

® 10.12.5.134

ml.medium

ml.xlarge

ml.medium

ml.large

ml.medium

ml.small

ml.large

ml.xxlarge

ml.medium

onap_key_c4Uw Active

onap_key_c4Uw Active

onap_key_c4Uw Active

onap_key_c4Uw Active

onap_key_c4Uw Active

onap_key_c4Uw Active

onap_key_c4Uw Active

onap_key_c4Uw Active

nokia_jumphost  Active

nova

nova

nova

nova

nova

nova

nova

nova

nova

None

None

None

None

None

None

None

None

None

Running

Running

Running

Running

Running

Running

Running

Running

Running

2 weeks, 3 days

2 weeks, 3 days

2 weeks, 3 days

2 weeks, 3 days

2 weeks, 3 days

2 weeks, 3 days

2 weeks, 3 days

2 weeks, 3 days

1 month,
3 weeks

Create
Snapshot

Create
Snapshot

Create
Snapshot

Create
Snapshot

Create
Snapshot

Create
Snapshot

Create
Snapshot

Create
Snapshot

Create
Snapshot


http://10.12.25.2/project/instances/3381a0f0-727d-4c76-8e7c-46ecaa782277/
http://10.12.25.2/project/instances/?marker=58282833-d757-498b-95bd-0b91baeed3bb
http://10.12.25.2/project/images/3381a0f0-727d-4c76-8e7c-46ecaa782277/create/
http://10.12.25.2/project/images/3381a0f0-727d-4c76-8e7c-46ecaa782277/create/
http://10.12.25.2/project/instances/36cab20c-4dbb-403c-9484-f6d52f801f0c/
http://10.12.25.2/project/instances/?marker=58282833-d757-498b-95bd-0b91baeed3bb
http://10.12.25.2/project/images/36cab20c-4dbb-403c-9484-f6d52f801f0c/create/
http://10.12.25.2/project/images/36cab20c-4dbb-403c-9484-f6d52f801f0c/create/
http://10.12.25.2/project/instances/2f57358b-666c-4232-aaf5-5f2e3cbfaa8d/
http://10.12.25.2/project/instances/?marker=58282833-d757-498b-95bd-0b91baeed3bb
http://10.12.25.2/project/images/2f57358b-666c-4232-aaf5-5f2e3cbfaa8d/create/
http://10.12.25.2/project/images/2f57358b-666c-4232-aaf5-5f2e3cbfaa8d/create/
http://10.12.25.2/project/instances/9beedc5e-c02d-42d3-877d-6af1caa543a2/
http://10.12.25.2/project/instances/?marker=58282833-d757-498b-95bd-0b91baeed3bb
http://10.12.25.2/project/images/9beedc5e-c02d-42d3-877d-6af1caa543a2/create/
http://10.12.25.2/project/images/9beedc5e-c02d-42d3-877d-6af1caa543a2/create/
http://10.12.25.2/project/instances/3b6d636f-f0d1-442f-becf-0980ac7cb228/
http://10.12.25.2/project/instances/?marker=58282833-d757-498b-95bd-0b91baeed3bb
http://10.12.25.2/project/images/3b6d636f-f0d1-442f-becf-0980ac7cb228/create/
http://10.12.25.2/project/images/3b6d636f-f0d1-442f-becf-0980ac7cb228/create/
http://10.12.25.2/project/instances/1e70df36-a06e-4518-bb98-a2d594fc5432/
http://10.12.25.2/project/instances/?marker=58282833-d757-498b-95bd-0b91baeed3bb
http://10.12.25.2/project/images/1e70df36-a06e-4518-bb98-a2d594fc5432/create/
http://10.12.25.2/project/images/1e70df36-a06e-4518-bb98-a2d594fc5432/create/
http://10.12.25.2/project/instances/437935ea-06e7-4034-9434-e873cb55d589/
http://10.12.25.2/project/instances/?marker=58282833-d757-498b-95bd-0b91baeed3bb
http://10.12.25.2/project/images/437935ea-06e7-4034-9434-e873cb55d589/create/
http://10.12.25.2/project/images/437935ea-06e7-4034-9434-e873cb55d589/create/
http://10.12.25.2/project/instances/9b054781-7c8b-4bd5-96fe-34a8c8572457/
http://10.12.25.2/project/instances/?marker=58282833-d757-498b-95bd-0b91baeed3bb
http://10.12.25.2/project/images/9b054781-7c8b-4bd5-96fe-34a8c8572457/create/
http://10.12.25.2/project/images/9b054781-7c8b-4bd5-96fe-34a8c8572457/create/
http://10.12.25.2/project/instances/7f1d2087-3ba0-40d4-829a-ca746e8a6599/
http://10.12.25.2/project/instances/?marker=58282833-d757-498b-95bd-0b91baeed3bb
http://10.12.25.2/project/images/7f1d2087-3ba0-40d4-829a-ca746e8a6599/create/
http://10.12.25.2/project/images/7f1d2087-3ba0-40d4-829a-ca746e8a6599/create/
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