
CCSDK : Beijing : Security/Vulnerability Threat Template
This template is intended to be used to document the outcome of the impact analysis related to the known vulnerability reported by Nexus-IQ (CLM tab in 

).  Nexus-IQ can identify the known vulnerabilities contained in the components use by onap components.Jenkins

Report in the template below only the vulnerabilities that Nexus-IQ is reporting as  (Level 7 to 10)."Critical"

This table will be presented to the TSC at Code Freeze milestone (M4).

It is recommended to  of the third party components available. In case the latest third party components still reports  first update to the latest version
some vulnerabilities, you must provide an impact analysis as illustrated in the example below.

In the case where you have nested third party components (a third party component embedding another third party component) and there is  NO CVE
number for the upstream third party component (meaning the third party component you are embedding), it is recommended to open a vulnerability issue 
on the upstream third party component.

The following table is addressing 2 different scenarios:

Confirmation of a vulnerability including an action.  Note : in all cases that remain, vulnerability identified is contained within OpenDaylight 
distribution media and thus fix must come from OpenDaylight project.
False Positive

The information related to Repository, Group, Artifact, Version and Problem Code are extracted from the CLM report (see the below screenshot)

Repository Group Impact Analysis Action

ccsdk-sli-
adaptors,

ccsdk-
distribution

com.fasterxml.
jackson.core

Risk is minimal, since this code is used to parse response from A&AI only.

Must use version of library distributed with OpenDaylight to avoid version conflicts.

Update must come from 
OpenDaylight project

ccsdk-sli-
adaptors,

ccsdk-
distribution

com.fasterxml.
jackson.core

Risk is minimal, since this code is used to parse response from A&AI only

Must use version of library distributed with OpenDaylight to avoid version conflicts.

Update must come from 
OpenDaylight project

ccsdk-sli-
adaptors,

ccsdk-sli-core

ccsdk-sli-
northbound,

ccsdk-sli-
plugins,

ccsdk-
distribution

ch.qos.logback False positive - Does not apply to our usage. Vulnerability refers to classes used when appending to 
remote logs (RemoteStreamAppenderClient, SocketNode), which does not apply to our case.

Not applicable

ccsdk-sli-
adaptors,

ccsdk-
distribution

org.apache.
httpcomponents

Risk is minimal, since this code is used in internal ONAP interface with A&AI.

Must use version of library distributed with OpenDaylight to avoid version conflicts.

Update must come from 
OpenDaylight project 

ccsdk-
distribution

org.ops4j.pax.tipi Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project 

ccsdk-
distribution

org.ops4j.pax.tipi Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project 

ccsdk-
distribution

org.ops4j.pax.tipi Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

org.ops4j.pax.tipi Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

Usage

Please make a  of this template into your project wiki space. Be sure to make a Copy (not a Move) by using the ... on the top right corner Copy
of this page

Within the M4 checklist create a link toward your copy of this template

Once this template has been copied into your project wiki space, you can delete this "Tip" section as well as the "Sample of CLM Report" 
screenshot. This screenshot is just an example.

https://jenkins.onap.org/view/CLM/
https://jenkins.onap.org/view/CLM/


ccsdk-
distribution

org.ops4j.pax.tipi Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

org.ops4j.pax.tipi Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

org.ops4j.pax.tipi Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

commons-
collections

Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project 

ccsdk-
distribution

commons-
fileupload

Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project 

ccsdk-
distribution

commons-
fileupload

Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

net.sf.ehcache Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project 

ccsdk-
distribution

net.sf.ehcache Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

com.fasterxml.
jackson.
dataformat

Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project 

ccsdk-
distribution

angular Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project 

ccsdk-
distribution

uglify-js Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project 

ccsdk-
distribution

uglify-js Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project 

ccsdk-
distribution

org.apache.
myfaces.core

Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
nOpenDaylight project 

ccsdk-
distribution

org.codehaus.
jackson

Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

org.apache.
karaf.
webconsole

Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

org.apache.
karaf.
webconsole

Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

shell-quote Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

org.hibernate Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

qs Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

org.ops4.pax.
web

Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

org.ops4.pax.
web

Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

org.ops4.pax.
web

Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

tough-cookie Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

org.eclipse.jetty Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

org.eclipse.jetty Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

commons-
beanutils

Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

hawk Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

hawk Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

org.eclipse.jetty.
aggregate

Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project



ccsdk-
distribution

org.apache.
karaf.jaas

Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

org.jboss.
narayana.osgi

Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

io.netty Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

ccsdk-
distribution

org.jboss.netty Library not used by CCSDK code directly, but is contained in OpenDaylight Nitrogen distribution Update must come from 
OpenDaylight project

Sample of CLM Report
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