Control Loop Flows and Models for Casablanca

® Design
© Step 1: Design the Control Loop Flow in SDC (DCAE-Design Studio or manually)
= What will be the scope of control loop flows in Casablanca:
© Step 2: Distribute artifacts
o Step 3: CLAMP Processes artifact
® Configure
® Deploy
® Update / Suspend

Design

Step 1: Design the Control Loop Flow in SDC (DCAE-Design Studio or manually)
Design the Service and deploy it to clamp by logging to the portal:
http://portal.api.simpledemo.onap.org:8989/ONAPPORTAL/login.htm

CLAMP videos#DesignpartinSDC

What will be the scope of control loop flows in Casablanca:

® Which microservices will be used ?
TCA, Holmes (Can be configured in CLAMP and based on pattern matching in the Blueprint)
® Will flows contain more than one microservice node?
No
* Will microservices be capable of receiving more than one configuration policy
None
® Will the singleton vs. dynamically deployed distinction be described in the TOSCA?
No
® Will collectors be deployed dynamically or statically?
Statically, the VES collector is deployed in DCAE
® Will DCAE Design Studio allow for the piecing together of flows in Casablanca?
® Which blueprint can be uploaded to SDC ? (Examples)

Blueprint for TCA on OOM

#

# ===========c| | CENSE_START

#

# Copyright (c) 2018 AT&T Intellectual Property. Al rights reserved.
#

# Licensed under the Apache License, Version 2.0 (the "License");

# you may not use this file except in conpliance with the License.

# You may obtain a copy of the License at

#

# http://ww. apache. org/licenses/ LI CENSE- 2.0

#

# Unless required by applicable law or agreed to in witing, software
# distributed under the License is distributed on an "AS | S" BASI S,

# W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either express or inplied.
# See the License for the specific | anguage governing perm ssions and
# limtations under the License.

# ===========c=| | CENSE_END;

tosca_definitions_version: cloudify_dsl_1_3

description: >
This bl ueprint deploys/manages the TCA nodul e as a Docker contai ner

i nports:

- http://ww. getcloudify. org/spec/cl oudi fy/ 3. 4/ types. yani

- https://nexus.onap.org/service/local/repositories/raw content/org.onap. dcaegen2. pl atform pl ugi ns/ R3
/ k8spl ugi n/ 1. 4. 3/ k8spl ugi n_t ypes. yan

- https://nexus.onap.org/service/local/repositories/raw content/org.onap. dcaegen2. pl atform pl ugi ns/ R2


https://wiki.onap.org/display/DW/CLAMP+videos#CLAMPvideos-DesignpartinSDC

/ dcaepol i cypl ugi n/ 2. 3. 0/ dcaepol i cypl ugi n_t ypes. yani

i nputs:
aai Enri chrment Host :
type: string
default: "aai.onap.svc.cluster.local"
aai Enri chrment Port :
type: string
defaul t: "8443"
enabl eAAl Enri chment :
type: string
default: true
drmaap_host :
type: string
defaul t: message-router.onap.svc.cluster.loca
drmaap_port:
type: string
default: "3904"
enabl eRedi sCachi ng
type: string
default: false
redi sHost s:
type: string
default: dcae-redis.onap.svc.cluster.|ocal: 6379
tag_version:
type: string
defaul t: "nexus3.onap. org: 10001/ onap/ or g. onap. dcaegen2. depl oynent s. t ca- cdap- cont ai ner: 1. 0. 0"
consul _host:
type: string
defaul t: consul -server. onap. svc. cluster.|oca
consul _port:
type: string
default: "8500"
cbs_host:
type: string
defaul t: "config-binding-service.dcae.svc.cluster.|ocal"
chs_port:
type: string
default: "10000"
policy_id:
type: string
default: "none"
external _port:
type: string
description: Kubernetes node port on which CDAPgui is exposed
default: "32010"

node_t enpl at es
tca_k8s:
type: dcae. nodes. Cont ai neri zedSer vi ceConponent
rel ati onshi ps:
- target: tca_policy

type: cloudify.relationships. depends_on

properties:
servi ce_conponent _type: 'dcaegen2-anal ytics-tca
application_config: {}
docker _config: {}

i mage:
get _input: tag_version
log_info

log_directory: "/opt/app/ TCAnal ytics/I| ogs"
application_config
app_config:
appDescri ption: DCAE Anal ytics Threshold Crossing Al ert Application
appNane: dcae-tca
t caAl ert sAbat ement Tabl eNarme: TCAAI ert sAbat enent Tabl e
t caAl ert sAbat ement Tabl eTTLSeconds: ' 1728000
tcaSubscri ber Qut put St reanNanme: TCASubscri ber Qut put St ream
t caVESAIl ert sTabl eNanme: TCAVESAl ert sTabl e
tcaVESAl ert sTabl eTTLSeconds: ' 1728000
t caVESMessageSt at usTabl eNane: TCAVESMessageSt at usTabl e



t caVESMessageSt at usTabl eTTLSeconds: ' 86400
t hreshol dCal cul at or Fl owl et | nst ances: ' 2'
app_pr ef erences:
aai Enri chnent Host :
get _i nput: aai Enri chnent Host
aai Enri chment | gnoreSSLCertificateErrors: 'true'
aai Enri chment Por t Nunber: ' 8443’
aai Enri chment Prot ocol : https
aai Enri chment User Nane: DCAE
aai Enri chment User Passwor d: DCAE
aai VMENri chrent APl Pat h: /aai/v11l/search/ nodes-query
aai VNFEnri chment APl Pat h: /aai/v11/ network/ generic-vnfs/generic-vnf
enabl eAAl Enri chrent :
get _i nput: enabl eAAl Enri chnent
enabl eRedi sCachi ng:
get _i nput: enabl eRedi sCachi ng
redi sHost s:
get _input: redisHosts
enabl eAl ert CEFFormat : ' fal se’
publ i sher Cont ent Type: application/json
publ i sher Host Nane:
get _i nput: dmaap_host
publ i sher Host Port :
get _i nput: dmaap_port
publ i sher MaxBat chSi ze: ' 1'
publ i sher MaxRecover yQueueSi ze: ' 100000’
publ i sher Pol I i ngl nterval : ' 20000
publ i sherProtocol: http
publ i sher Topi cName: unaut henti cat ed. DCAE_CL_QOUTPUT
subscri ber Consuner G oup: OpenDCAE-c12
subscri ber Consunerld: c12
subscri ber Cont ent Type: application/json
subscri ber Host Nane:
get _i nput: dmmap_host
subscri ber Host Port :
get _i nput: dmaap_port
subscri ber MessageLinmt: '-1'
subscri berPol | i ngl nterval : ' 30000
subscriberProtocol: http
subscri ber Ti meout Ms: ' -1
subscri ber Topi cNane: unaut henti cat ed. SEC_MEASUREMENT_OUTPUT
tca_policy: '{"domain":"neasurenentsForVfScaling","netricsPerEvent Nane":[{"event Nane":"
VFi rewal | Broadcast Packet s", "control LoopSchemaType": "VNF", "pol i cyScope": " DCAE", " pol i cyNane": " DCAE. Confi g_t ca- hi -
lo","policyVersion":"v0.0.1","threshol ds":[{"cl osedLoopContr ol Nane": " Cont r ol Loop- VFi rewal | - dOaldf c6- 94f 5- 4f d4-
abb5- 4630b438850a", "version":"1.0.2","fiel dPath":"$. event. measur enent sFor Vf Scal i ngFi el ds. vNi cUsageArray[ *] .
recei vedTot al Packet sDel ta", "t hreshol dval ue": 300, "di recti on":"LESS _OR_EQUAL", "severity":"MAJOR',"
cl osedLoopEvent St at us": " ONSET"}, { " cl osedLoopCont r ol Nane": " Cont r ol Loop- vFi r ewal | - dOaldf c6- 94f 5- 4f d4- a5b5-
4630b438850a", "version":"1.0.2","fiel dPath":"$. event. neasur ement sFor Vf Scal i ngFi el ds. vNi cUsageArray[ *] .
recei vedTot al Packet sDel ta", "t hreshol dVal ue": 700, "di recti on": " GREATER_OR_EQUAL", "severity":"CRI TI CAL","
cl osedLoopEvent Status": "ONSET"}]}, {"event Nane": "vLoadBal ancer", "control LoopSchemaType": "VM', "pol i cyScope": "
DCAE", "pol i cyNane": " DCAE. Confi g_tca-hi-10","policyVersion":"v0.0.1","threshol ds": [{"cl osedLoopCont r ol Nane": "
Cont r ol Loop- vDNS- 6f 37f 56d- a87d- 4b85- b6a9- cc953cf 779b3", "version":"1.0.2","fi el dPath":"$. event.
measur enent sFor Vf Scal i ngFi el ds. vNi cUsageArray[ *]. recei vedTot al Packet sDel ta", "t hreshol dVal ue": 300, "di recti on":
GREATER_OR_EQUAL", "severity":"CRI Tl CAL", "cl osedLoopEvent Stat us": "ONSET"}]}, {"event Nane": " Measur emrent _vGWX", "
control LoopSchemaType": " VNF", "pol i cyScope": " DCAE", "pol i cyNane": " DCAE. Confi g_tca-hi-10", "policyVersion":"vO0.
0.1","threshol ds": [{"cl osedLoopCont rol Nane": " Cont r ol Loop- vCPE- 48f Oc2c3- al72- 4192- 9ae3- 052274181b6e", "versi on":"
1.0.2","fieldPath":"$. event. measur enent sFor Vf Scal i ngFi el ds. addi ti onal Measur ement s[ *] . arrayf Fi el ds[ 0] . val ue", "
t hreshol dval ue": 0, "direction":"EQUAL", "severity":"MAJOR', "cl osedLoopEvent St at us": " ABATED"},
{"cl osedLoopCont r ol Narre": " Cont r ol Loop- vCPE- 48f 0c2c3-al72- 4192- 9ae3- 052274181b6e", "version":"1.0.2","
fieldPat h":"$. event. neasur ement sFor Vf Scal i ngFi el ds. addi ti onal Measurenents[*].arrayX Fi el ds[ 0] . val ue", "
t hreshol dval ue": 0, "di recti on": " GREATER", "severity": "CRI Tl CAL", "cl osedLoopEvent Stat us": "ONSET"}]}]1}"'
servi ce_conponent _type: dcaegen2-anal ytics_tca

interfaces:
cloudify.interfaces.lifecycle:
start:
inputs:
envs:
DMVAAPHCST:
{ get_input: dnmaap_host }
DVAAPPORT:

{ get_input: dmaap_port }



DVAAPPUBTOPI C: " unaut hent i cat ed. DCAE_CL_QUTPUT"
DVAAPSUBTOPI C: "unaut hent i cat ed. SEC_MEASUREMENT_OUTPUT"

AAl HOST:

{ get_input: aaiEnrichnment Host }
AAl PORT:

{ get_input: aaiEnrichnentPort }
CONSUL_HOST:

{ get_input: consul _host }
CONSUL_PORT:

{ get_input: consul _port }
CBS_HOST:

{ get_input: cbs_host }
CBS_PORT:

{ get_input: cbs_port }
CONFI G_BI NDI NG_SERVI CE: "confi g_bi ndi ng_service"
ports:
- concat: ["11011:", { get_input: external _port }]
tca_policy:
type: dcae. nodes. policy
properties:
policy_id:
get _input: policy_id

Blueprint for TCA on HEAT

tosca_definitions_version: cloudify_dsl_1_3
i mports:

- "http://ww. getcloudify. org/spec/cloudify/3.4/types.yam "

- https://nexus.onap. org/service/local/repositories/raw content/org.onap. dcaegen2. pl atform pl ugi ns/ R3
/ docker pl ugi n/ 3. 2. 0/ docker pl ugi n_t ypes. yanm

- https://nexus. onap.org/service/local/repositories/raw content/org.onap. dcaegen2. pl atform pl ugi ns/ R3
/rel ationshi pplugin/1.0.0/rel ationshippl ugi n_types. yam

- https://nexus.onap.org/service/local/repositories/raw content/org.onap. dcaegen2. pl atform pl ugi ns/ R3
/ dcaepol i cypl ugi n/ 2. 3. 0/ dcaepol i cypl ugi n_t ypes. yani

i nputs:
dh_overri de:
type: string
default: "dockerhost™"
dh_l ocation_id:
type: string
default: "zonel"
aai Enri chrment Host :
type: string
default: "none"
aai Enri chrment Port :
type: string
defaul t: 8443
enabl eAAl Enri chment :
type: string
default: false
drmaap_host :
type: string
defaul t: dnmmap. onap- nessage-rout er
drmaap_port:
type: string
default: 3904
enabl eRedi sCachi ng:
type: string
default: false
redi sHost s:
type: string
tag_version:
type: string
defaul t: "nexus3.onap. org: 10001/ onap/ or g. onap. dcaegen2. depl oynent s. t ca- cdap- cont ai ner: 1. 1. 0"
consul _host:
type: string
defaul t: consul -server. onap-consul



consul _port:
type: string
defaul t: "8500"
cbs_host:
type: string
defaul t: "config-bindi ng-service. dcae"
cbs_port:
type: string
default: "10000"
policy_id:
type: string
default: "none"
external _port:
type: string
description: "Port for CDAPgui to be exposed"
default: "32010"
scn_nane:
defaul t: dcaegen2-anal ytics_tca_cl anpi nstance_1
type: string
node_t enpl at es:
docker _servi ce_host:
properties:
docker _host _overri de:
get _input: dh_override
| ocation_id:
get _input: dh_location_id
type: dcae. nodes. Sel ect edDocker Host
t ca_docker:
rel ati onshi ps:
- type: dcae.relationships.conponent_contained_in
target: docker_service_host
- target: tca_policy
type: cloudify.relationships.depends_on
type: dcae. nodes. Docker Cont ai ner For Conponent sUsi ngDnaap

properties:
application_config:
app_config:

appDescri ption: DCAE Anal ytics Threshold Crossing Al ert Application
appNane: dcae-tca
t caAl ert sAbat ement Tabl eNarme: TCAAI ert sAbat ement Tabl e
t caAl ert sAbat ement Tabl eTTLSeconds: ' 1728000
t caSubscri ber Qut put St reanNane: TCASubscri ber Qut put St ream
t caVESAIl ert sTabl eNanme: TCAVESAl ert sTabl e
tcaVESAl ert sTabl eTTLSeconds: ' 1728000'
t caVESMessageSt at usTabl eNane: TCAVESMessageSt at usTabl e
t caVESMessageSt at usTabl eTTLSeconds: ' 86400
t hreshol dCal cul at or Fl owl et | nst ances: ' 2'
app_preferences:
aai Enri chnent Host :
get _i nput: aai Enri chnent Host
aai Enri chment | gnoreSSLCertificateErrors: 'true'
aai Enri chment Port Nunber: ' 8443’
aai Enri chment Prot ocol : https
aai Enri chment User Nane: DCAE
aai Enri chment User Passwor d: DCAE
aai VMENri chnent APl Pat h: /aai/v11l/search/ nodes-query
aai VNFEnri chment APl Pat h: /aai /v11/ networ k/ generi c-vnf s/ generic-vnf
enabl eAAl Enri chnent :
get _i nput: enabl eAAl Enri chnent
enabl eRedi sCachi ng:
get _i nput: enabl eRedi sCachi ng
redi sHost s:
get _input: redisHosts
enabl eAl ert CEFFormat : ' fal se’
publ i sher Cont ent Type: application/json
publ i sher Host Nane:
get _i nput: dmaap_host
publ i sher Host Port :
get _i nput: dmmap_port
publ i sher MaxBat chSi ze: ' 1'
publ i sher MaxRecover yQueueSi ze: ' 100000’



publ i sher Pol Ii ngl nterval : ' 20000
publ i sherProtocol: http
publ i sher Topi cName: unaut henti cat ed. DCAE_CL_OUTPUT
subscri ber Consuner G oup: QOpenDCAE- c12
subscri ber Consunerld: c12
subscri ber Cont ent Type: application/json
subscri ber Host Nane:
get _i nput: dmaap_host
subscri ber Host Port :
get _i nput: dmmap_port
subscri ber MessageLimt: '-1'
subscri berPol | i ngl nterval : ' 30000
subscri berProtocol: http
subscri ber Ti meout Ms: ' - 1'
subscri ber Topi cNane: unaut henti cat ed. SEC_MEASUREMENT _OUTPUT
tca_policy_default: '{"donmain":"nmeasurenentsForVf Scal i ng", "nmetricsPer Event Nane": [{"event Name": "
vFi rewal | Broadcast Packet s", "cont rol LoopSchemaType": " VNF", "pol i cyScope": " DCAE", "pol i cyNane": " DCAE. Confi g_tca- hi -
lo","policyVersion":"v0.0.1","threshol ds": [{"cl osedLoopCont rol Nane": " Cont r ol Loop- vVFi rewal | - dOaldf c6- 94f 5- 4f d4-
a5b5-4630b438850a", "version":"1.0.2","fiel dPat h":"$. event. measur enment sFor Vf Scal i ngFi el ds. vNi cUsageArray[ *] .
recei vedTot al Packet sDel ta", "t hreshol dval ue": 300, "di recti on":"LESS OR_EQUAL", "severity":"MAJOR',"
cl osedLoopEvent Status": " ONSET"}, {"cl osedLoopCont r ol Nane": " Cont r ol Loop- vFi rewal | - dOaldf c6- 94f 5- 4f d4- a5b5-
4630b438850a", "version":"1.0.2","fieldPath":"$. event. measur enent sFor Vf Scal i ngFi el ds. vNi cUsageArray[ *].
recei vedTot al Packet sDel ta", "t hreshol dval ue": 700, "di recti on": " GREATER_OR EQUAL", "severity":"CRI TI CAL","
cl osedLoopEvent Status": "ONSET"}]}, {"event Nane": "vLoadBal ancer", "control LoopSchenaType": "VM', "pol i cyScope": "
DCAE", "pol i cyNane": " DCAE. Config_tca-hi-1o","policyVersion":"v0.0.1","threshol ds":[{"cl osedLoopContr ol Nane": "
Cont r ol Loop- vDNS- 6f 37f 56d- a87d- 4b85- b6a9- cc953cf 779b3", "version":"1.0.2","fiel dPath":"$. event.
measur enent sFor Vf Scal i ngFi el ds. vNi cUsageArray[ *] . recei vedTot al Packet sDelta", "t hreshol dval ue": 300, "di recti on": "
GREATER_OR_EQUAL", "severity":"CRITI CAL", "cl osedLoopEvent St at us": "ONSET"}]}, {"event Nane": " Measur enent _vGWX", "
control LoopSchenaType": " VNF", "pol i cyScope": "DCAE", "pol i cyNane": " DCAE. Confi g_tca-hi-10","policyVersion":"vO0.
0.1","threshol ds": [{"cl osedLoopCont r ol Nane": " Cont r ol Loop- vCPE- 48f Oc2c3- al72- 4192- 9ae3- 052274181b6e", "versi on":"
1.0.2","fieldPath":"$. event. neasur enent sFor Vf Scal i ngFi el ds. addi ti onal Measurenent s[ *] . arrayCf Fi el ds[ 0] . val ue", "
threshol dval ue": 0, "direction": "EQUAL", "severity": "MAJOR', "cl osedLoopEvent St at us": " ABATED"},
{"cl osedLoopCont r ol Nane": " Cont r ol Loop- vCPE- 48f 0c2c3- al72- 4192- 9ae3- 052274181b6e", "version":"1.0.2","
fieldPath":"$. event. neasur ement sFor Vf Scal i ngFi el ds. addi ti onal Measurenents[ *]. arrayCf Fi el ds[ 0] . val ue", "
t hreshol dval ue": 0, "direction": " GREATER", "severity":"CRI Tl CAL", "cl osedLoopEvent Stat us": "ONSET"}]}]1}"'
servi ce_conponent _type: dcaegen2-anal ytics_tca
docker _confi g:
heal t hcheck:
endpoint: /
interval: 15s
timeout: 1s
type: http
i mge:
get _input: tag_version
servi ce_conponent _nane_overri de:
get_input: scn_nane

interfaces:
cloudify.interfaces.lifecycle:
start:
inputs:
envs:
DMVAAPHCST:
{ get_input: dnmaap_host }
DVAAPPORT:

{ get_input: dmaap_port }
DVAAPPUBTCOPI C: " unaut hent i cat ed. DCAE_CL_QUTPUT"
DMAAPSUBTOPI C: "unaut hent i cat ed. SEC_MEASUREMENT _OUTPUT"

AAl HOST:

{ get_input: aaiEnrichnment Host }
AAl PORT:

{ get_input: aaiEnrichnentPort }
CONSUL_HGST:

{ get_input: consul _host }
CONSUL_PORT:

{ get_input: consul _port }
CBS_HOST:

{ get_input: cbs_host }
CBS_PORT:

{ get_input: cbs_port }
CONFI G_BI NDI NG_SERVI CE:  "confi g_bi ndi ng_service"
SERVI CE_11011_NAME:



{ get_input: scn_nane }
SERVI CE_11015_1 GNORE: "true"
ports:
- concat: ["11011:", { get_input: external _port }]
st op:
i nputs:
cl eanup_i mage: true
tca_policy:
type: dcae. nodes. policy
properties:
policy_id:
get _input: policy_id

Step 2: Distribute artifacts
CLAMP videos#DistributiontoCLAMP
The artifact distribution must be done from SDC to CLAMP, in order to distribute the Blueprint and service/VF associated.

This will create Closed Loops associated to VF and Service in Clamp database

Step 3: CLAMP Processes artifact

Parsing of the SDC notification is done by CLAMP and is based on string patterns found in the Blueprint.
Only Holmes and TCA are currently supported by default, but this can be customized by the Clamp config files.
The default config file is bundled in the JAR: src/main/resources/clds/templates/blueprint-parser-mapping.json

But this can be overridden by specifying the spring config "clamp.config.sdc.blueprint.parser.mapping" in clamp.env for docker-compose (set by default to
classpath:/clds/blueprint-parser-mapping.json")

Configure

Configure the Closed Loop in the CLAMP Ul
® OOM: https://<Slave-IP>:30258/designer/index.html
® HEAT: https://<VM-IP>:8443/designer/index.html
® |ocal: https://localhost:8443/designer/index.html
A Certificate must be added in the browser and is required to login properly

org.onap.clamp.p12 (from master) (Password: "China in the Spring")

The Closed loop created by the SDC distribution can be opened in the CLAMP Ul . The Guard/Operational and configuration policies must be configured
in the UL

CLAMP videos#ConfigureClosedloopinCLAMPUI
Once done, the closed loop can be submitted to Policy by clicking on Manage Submit

CLAMP videos#SubmitConfigurationandOperationalPoliciestoPolicyEngine

Deploy
The micro-service deployment can be done on DCAE from CLAMP
In this case, a query is sent from CLAMP to DCAE with the deployment parameters configured in CLAMP.

CLAMP videos#Deploy/ControltheClosedLooponDCAE

Update / Suspend

The policies can be updated at runtime, microservice "Stopped/Undeployed"”


https://wiki.onap.org/display/DW/CLAMP+videos#CLAMPvideos-DistributiontoCLAMP
http://classpath/clds/blueprint-parser-mapping.json
https://10.12.5.93:30258/designer/index.html#/dashboard
https://localhost:8443/designer/index.html#/dashboard
https://localhost:8443/designer/index.html
https://gerrit.onap.org/r/gitweb?p=clamp.git;a=blob_plain;f=src/main/resources/clds/aaf/org.onap.clamp.p12;hb=refs/heads/master
https://wiki.onap.org/display/DW/CLAMP+videos#CLAMPvideos-ConfigureClosedloopinCLAMPUI
https://wiki.onap.org/display/DW/CLAMP+videos#CLAMPvideos-SubmitConfigurationandOperationalPoliciestoPolicyEngine
https://wiki.onap.org/display/DW/CLAMP+videos#CLAMPvideos-Deploy/ControltheClosedLooponDCAE

CLAMP videos#Deploy/ControltheClosedLooponDCAE


https://wiki.onap.org/display/DW/CLAMP+videos#CLAMPvideos-Deploy/ControltheClosedLooponDCAE
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