Nmap

Brief Introduction

Nmap (“Network Mapper”) is an open source tool for network exploration and security auditing. It was designed to rapidly scan large networks, although it
works fine against single hosts. Nmap uses raw IP packets in novel ways to determine what hosts are available on the network, what services (application
name and version) those hosts are offering, what operating systems (and OS versions) they are running, what type of packet filters/firewalls are in use,
and dozens of other characteristics. While Nmap is commonly used for security audits, many systems and network administrators find it useful for routine
tasks such as network inventory, managing service upgrade schedules, and monitoring host or service uptime.

Key among that information is the “interesting ports table”. That table lists the port number and protocol, service name, and state. The state is either open,
filtered, closed, or unfiltered. Open means that an application on the target machine is listening for connections/packets on that port. Filtered means that a
firewall, filter, or other network obstacle is blocking the port so that Nmap cannot tell whether it is open or closed. Closed ports have no application
listening on them, though they could open up at any time. Ports are classified as unfiltered when they are responsive to Nmap's probes, but Nmap cannot
determine whether they are open or closed. Nmap reports the state combinations open(filtered and closed|filtered when it cannot determine which of the
two states describe a port. The port table may also include software version details when version detection has been requested. When an IP protocol scan
is requested (-sO), Nmap provides information on supported IP protocols rather than listening ports.

See more details at https://nmap.org/book/man.htmi

Installation

Install Nmap on Ubuntul6.04 VM and check

ubunt u@henyi ng-vm ~$ sudo apt-get install nmap
ubunt u@henyi ng-vm ~$ nmap --version

Port Scanning Basics

While Nmap has grown in functionality over the years, it began as an efficient port scanner, and that remains its core function. The simple command nmap
<t ar get > scans 1,000 TCP ports on the host <t ar get >. While many port scanners have traditionally lumped all ports into the open or closed states,
Nmap is much more granular. It divides ports into six states: open, cl osed, filtered,unfiltered, open|filtered, orclosed|filtered.

These states are not intrinsic properties of the port itself, but describe how Nmap sees them. For example, an Nmap scan from the same network as the
target may show port 135/ t cp as open, while a scan at the same time with the same options from across the Internet might show that portas fil t er ed.

The six port states recognized by Nmap
open

An application is actively accepting TCP connections, UDP datagrams or SCTP associations on this port. Finding these is often the primary goal of port
scanning. Security-minded people know that each open port is an avenue for attack. Attackers and pen-testers want to exploit the open ports, while
administrators try to close or protect them with firewalls without thwarting legitimate users. Open ports are also interesting for non-security scans because
they show services available for use on the network.

closed

A closed port is accessible (it receives and responds to Nmap probe packets), but there is no application listening on it. They can be helpful in showing
that a host is up on an IP address (host discovery, or ping scanning), and as part of OS detection. Because closed ports are reachable, it may be worth
scanning later in case some open up. Administrators may want to consider blocking such ports with a firewall. Then they would appear in the filtered state,
discussed next.

filtered

Nmap cannot determine whether the port is open because packet filtering prevents its probes from reaching the port. The filtering could be from a
dedicated firewall device, router rules, or host-based firewall software. These ports frustrate attackers because they provide so little information.
Sometimes they respond with ICMP error messages such as type 3 code 13 (destination unreachable: communication administratively prohibited), but
filters that simply drop probes without responding are far more common. This forces Nmap to retry several times just in case the probe was dropped due to
network congestion rather than filtering. This slows down the scan dramatically.

unfiltered

The unfiltered state means that a port is accessible, but Nmap is unable to determine whether it is open or closed. Only the ACK scan, which is used to
map firewall rulesets, classifies ports into this state. Scanning unfiltered ports with other scan types such as Window scan, SYN scan, or FIN scan, may
help resolve whether the port is open.

openlfiltered

Nmap places ports in this state when it is unable to determine whether a port is open or filtered. This occurs for scan types in which open ports give no

response. The lack of response could also mean that a packet filter dropped the probe or any response it elicited. So Nmap does not know for sure
whether the port is open or being filtered. The UDP, IP protocol, FIN, NULL, and Xmas scans classify ports this way.


https://nmap.org/book/man.html

closedfiltered

This state is used when Nmap is unable to determine whether a port is closed or filtered. It is only used for the IP ID idle scan.

Nmap Options Summary

This options summary is printed when Nmap is run with no arguments, and the latest version is always available at https://svn.nmap.org/nmap/docs/nmap.
usage.txt. It helps people remember the most common options, but is no substitute for the in-depth documentation in the rest of this manual. Some
obscure options aren't even included here.

Nmap 7. 70SVN ( https://nmap.org )
Usage: nmap [Scan Type(s)] [Options] {target specification}
TARGET SPECI FI CATI ON:
Can pass hostnanmes, |P addresses, networks, etc.
Ex: scanme. nmap.org, mcrosoft.con 24, 192.168.0.1; 10.0.0-255.1-254
-iL <inputfilenane>: Input fromlist of hosts/networks
-i R <num host s>: Choose randomtargets
--exclude <host1[, host2][, host3],...> Exclude hosts/networks
--excludefile <exclude_file> Exclude list fromfile
HOST DI SCOVERY:
-sL: List Scan - sinply list targets to scan
-sn: Ping Scan - disable port scan
-Pn: Treat all hosts as online -- skip host discovery
-PS/ PA/PU PY[portlist]: TCP SYN ACK, UDP or SCTP discovery to given ports
-PE/ PP/ PM | CWP echo, tinmestanp, and netmask request discovery probes
-PJ protocol list]: IP Protocol Ping
-n/-R Never do DNS resol ution/ Al ways resolve [default: sonetines]
--dns-servers <servl[,serv2],...> Specify custom DNS servers
--systemdns: Use OS's DNS resol ver
--traceroute: Trace hop path to each host
SCAN TECHNI QUES:
-sS/sT/sAlsWsM TCP SYN Connect ()/ ACK/ W ndow Mai non scans
-sU. UDP Scan
-sN'sF/sX: TCP Null, FIN, and Xmas scans
--scanfl ags <flags>: Customi ze TCP scan fl ags
-sl <zonbi e host[:probeport]>: Idle scan
-sY/sZ: SCTP | NI T/ COOKI E- ECHO scans
-sO | P protocol scan
-b <FTP relay host>: FTP bounce scan
PORT SPECI FI CATI ON AND SCAN ORDER:
-p <port ranges>: Only scan specified ports
Ex: -p22; -pl-65535; -p U: 53,111, 137, T: 21- 25, 80, 139, 8080, S: 9
--exclude-ports <port ranges>: Exclude the specified ports from scanning
-F: Fast node - Scan fewer ports than the default scan
-r: Scan ports consecutively - don't random ze
--top-ports <nunber>: Scan <nunber> nost common ports
--port-ratio <ratio> Scan ports nore comon than <ratio>
SERVI CE/ VERS| ON DETECTI ON:
-sV: Probe open ports to deternmine service/version info
--version-intensity <level> Set fromO (light) to 9 (try all probes)
--version-light: Limt to nost likely probes (intensity 2)

--version-all: Try every single probe (intensity 9)
--version-trace: Show detailed version scan activity (for debuggi ng)
SCRI PT SCAN:

-sC. equivalent to --script=default
--script=<Lua scripts> <Lua scripts>is a conma separated |ist of
directories, script-files or script-categories
--script-args=<nl=vl,[n2=v2,...]> provide arguments to scripts
--script-args-file=filenanme: provide NSE script args in a file
--script-trace: Show all data sent and received
--script-updatedb: Update the script database.
--script-hel p=<Lua scripts> Show hel p about scripts.
<Lua scripts>is a conma-separated |ist of script-files or
scri pt-categories.
OS DETECTI ON:
-0 Enable OS detection
--osscan-limt: Limt OS detection to pronmising targets
--o0sscan-guess: Quess OS nore aggressively
TI M NG AND PERFORMANCE:
Options which take <tinme> are in seconds, or append 'ns' (milliseconds),
's' (seconds), 'mi (mnutes), or "h' (hours) to the value (e.g. 30m.
-T<0-5>: Set timng tenplate (higher is faster)
--m n- host gr oup/ max- host group <size>: Parallel host scan group sizes
--mn-parall el i sm max-paral |l elism <nunprobes>: Probe parallelization
--mn-rtt-timeout/max-rtt-timeout/initial-rtt-ti meout <tine>: Specifies
probe round trip tinme.
--max-retries <tries> Caps nunber of port scan probe retransm ssions.
--host-timeout <tine> Gve up on target after this long
--scan-del ay/ - - max- scan-del ay <tinme>: Adjust delay between probes
--mn-rate <nunber>: Send packets no slower than <nunber> per second
--max-rate <nunber>: Send packets no faster than <nunber> per second
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FI REWALL/ | DS EVASI ON AND SPOOFI NG
-f; --nmtu <val > fragment packets (optionally w given MU
-D <decoyl, decoy2[, ME],...> Cdoak a scan with decoys
-S <I P_Address>: Spoof source address
-e <iface>: Use specified interface
-g/--source-port <portnunmp: Use given port nunber
--proxies <urll,[url2],...> Relay connections through HTTP/ SOCKS4 proxi es
--data <hex string> Append a custom payload to sent packets
--data-string <string> Append a custom ASCI| string to sent packets
--data-length <nun»: Append random data to sent packets
--ip-options <options>: Send packets with specified ip options
--ttl <val>: Set IPtime-to-live field
--spoof -mac <nmac address/ prefix/vendor name>: Spoof your MAC address
--badsum Send packets with a bogus TCP/ UDP/ SCTP checksum
QUTPUT:
-oN -0X/ -0S/-0G <file> Qutput scan in nornal, XM, s|<rlpt klddi3,
and Grepable format, respectively, to the given filenane.
- 0A <basenanme>: CQutput in the three major formats at once
-v: Increase verbosity level (use -vv or nore for greater effect)
-d: Increase debugging | evel (use -dd or nore for greater effect)
--reason: Display the reason a port is in a particular state
--open: Only show open (or possibly open) ports
--packet-trace: Show all packets sent and received
--iflist: Print host interfaces and routes (for debuggi ng)
--append-out put: Append to rather than cl obber specified output files
--resune <filenane> Resume an aborted scan
--styl esheet <path/URL>: XSL stylesheet to transform XM. output to HTM.
--webxnm : Reference styl esheet from Nmap. Org for nore portable XM
--no-styl esheet: Prevent associating of XSL stylesheet w XML out put
M SC:
-6: Enable I Pv6 scanning
-A. Enable OS detection, version detection, script scanning, and traceroute
--datadir <dirnane>: Specify custom Nmap data file |ocation
--send-eth/--send-ip: Send using raw ethernet frames or |IP packets
--privileged: Assune that the user is fully privileged
--unprivil eged: Assune the user |acks raw socket privileges
-V: Print version nunber
-h: Print this help sunmary page.
EXAMPLES:
nmap -v -A scanne. nmap. org
nmap -v -sn 192.168.0.0/16 10.0.0.0/8
nmap -v -i R 10000 -Pn -p 80
SEE THE MAN PAGE (https://nmap. org/book/ man. ht M) FOR MORE OPTI ONS AND EXAMPLES
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