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This page provides a deep investigation on the mechanisms of deployment and closed loop for the vFW use-case on ONAP Beijing release.
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General overview

VFWCL service overview

The VFW service is composed of the following components:

VPKG VNF:

—Packet generator: sends periodically different volumes of traffic to the sink through the firewall (vFw)

VFWSNK VNF:

—Firewall: reports the volume of traffic passing through to the DCAE collector (VES collector). The vFW has no real firewalling functionality.

—Traffic sink: provides a graphical representation (bar charts) showing the volume of incoming traffic.
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The vFW close loop scenario consists in applying policy rules that aim to re-adjust the traffic volume when high threshold (700 packets/10s) or low
threshold (300 packets/10s) are crossed. In fact, the DCAE collects events from the vFW, applies analytics (Threshold Crossing Analytics: TCA
microservice) and publishes events to DMaap. When detecting the triggering event, the policy engine executes the operational policy via the APP-C
that modifies vVPKG application configurations in order to adjust the traffic volume to 500 packet per 10 seconds.

Service deployment in ONAP
After onboarding and distributing a service, ONAP execution-time provides tools and processes to deploy a service.

From an ONAP user perspective, the operation of service deployment in ONAP consists in an ordered set of actions performed through scripts or
using the VID portal to trigger instantiation in SO.

In general, a service in ONAP is the composition of several elements that consists in VNFs, Networks, VF-modules and volume groups.
In order to fully deploy a service via VID portal, three levels of instantiation are identified:

® Service instantiation
® VNF and/or network instantiation
® VF-module and/or volume group instantiation

Each step of instantiation corresponds to a set of orchestration tasks performed by the SO component. In fact, when recieving a request to create a
service instance, the SO selects a process that defines a workflow of actions in order to accomplish the service instantiation. The process includes
series of tasks to be executed by ONAP execution-time components.

SO overview

blocked URL
Service deployment involves the following main SO components:

* API Handler
- The SO exposes a restful interface to northbound clients (VID in this case) that handles service-level and infrastrcuture requests (APIs for
service, vnf, network, vf-module ... creation/deletion ...).
- When receiving a request, the APl Handler stores a record in the request DB and maps the requests with the appropriate orchestration
reciepe (a BPMN flow) based on request attributes (service-type, action ...) or based on service model and action. And then, it forwards data
to BPMN flows.

®* BPMN Execution Engine
- This component is responsible for execution BPMN flows. It sequences orchestration tasks and allows interaction with other ONAP
components in order to update the inventory, manages cloud resources via openstack adaptors and configures network resources via SDN-C
adapter.
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® Resource/Controller adapters
These interfaces allow the SO to interact with infrastructure and ONAP controllers. This layer hides infrastructure complex details and
supports the execution of BPMN tasks by providing SOAP and REST APIs.

Closed loop

The closed loop concept in ONAP allows an automatic recovery of faults reported by traps or alarms and provides automated capacity management
when performance thresholds are crossed.It uses feedbacks to control and optimize the behavior of monitored elements in order to automatically
respond to service conditions without human intervention.

The execution of a closed loop involves several components. In fact, the DCAE is responsible for collecting and analysing collected data in order to
publish events to DMaap. The policy engine allows to trigger a response according to configuration policies when detecting critical events. Finally, an
operational policy is executed by ONAP orchestrator or controllers.

The closed loop design is provided by CLAMP that allows the creation and distribution of a CL workflow.

Orchestration may be requested to enforce actions based on policy
definition. The SO could delegatethe execution of severaltasksto
controllers according to what is defined in its orchestration workflows.

Dmaap isrestful service relying on kafka. It
acts as message transport bus for the closed -
loop execution. Clients publish topics and — Orchestrator

subscribe to them.

Collections
and Analytics

Policy is consulted when events occur to
identify the appropriate action and the actor
that must perform it based on predefined

rules. DCAE provides data collection and performs
Policy could direct arequesttothe analyticsaccordingtoa CL model,
orchestrator or controllers based on the — configurations and on-boarded specifications

scope ofthe resolution. (VEStemplates...)

vFW deployment mechanism

VFW service deployment overview

After design and distribution stages, the vVFW service is ready to be deployed.Three main user actions are performed in VID portal in order to fully
deploy the service. These actions correspond to three HTTP requests sent to SO.

1. Instantiate service Service instance creation request
2. Add node VNF instance creation request
3. Add VF-module VF-module creation request
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From a high level perspective, each VID request towards SO triggers the execution of an orchestration workflow. In fact, When receiving a request,
the API Handler stores an orchestration request in request_db and selects a BPMN workflow from Camunda_db to be executed by the orchestration
engine (Camunda). The workflow specifies a sequence of orchestration tasks to be performed by ONAP execution-time components. The process
includes recursive calls to other orchestration sub-processes.

To each BPMN corresponds a groovy script executed by the camunda engine that allows to perform actions or invoke other ONAP components to
execute an action via Resource and Controller adapters.

Service instance creation

In the VID portal, the demo user deploys the service:

Deploy E4909c11-1262-47h3-93ed-59c220508010 46c0a35f-a334-af50-9ee3-foesfefTeacz vha_sve 20 service DISTRIEUTION_COMPLETE_OK
EpLOY

The user specifies the input data and confirms:

User action in VID portal:



Create Service Instance -- a la carte

Service Name- viw_svc

Service Invariant UUID: 46c0d35f-4a34-4f5b-%ee3-fd65fofT4ac2
Service Version: 20

Service UUID: 84909c11-1ab62-47b3-9aed-59c2ec5cB91d
Service Description: viw svc with 2 vnfs

Service Category: Metwork L4+

Service Type:

Service Role-

User Provided Data (* indicates required field)

Instance Name: * | wiwel_svc_1607 |

Subscriber Name: * | Demonstration El

Service Type: * | vFWCL El

Project: | Project-Demonstration E]

Owning Entity: * [ 3 . The user action

9 B | OE-Demoanstration IZI corresponds to an
) ¢ HTTP POST request
Suppress Rollback on Failure: | false El from VID towards SO
h to trigger service
instance creation: PO
ST /ecomp/msol/infra
[servicelnstances/v6
Enter Data and Confirm to : v

Create Service Instance

Cancel to Return to Previous Page.

Data entered will be lost



Http POST request: Json payload for service instance creation

PCST / econp/ nso/ i nfral servi cel nstances/v6 HITP/ 1.1

Aut hori zati on: Basi ¢ SWentnFQb3JOYWDbA | bnQ6cGFzc3dvemXxJA==
X- FromAppl d: VID

X- ECOVP- Request | D:  df f df dbb- b42e- 43b6- b2e0-199181141abd

Cont ent - Type: application/json

User- Agent: Jersey/2.23.1 (HtpUrl Connection 1.8.0_171)
Cache- Control : no-cache

Pragnma: no-cache

Host: vml. nso. si npl edeno. onap. or g: 8080

Accept: text/htnl, image/gif, inage/jpeg, *; g=.2, */*; g=.2
Connection: keep-alive

"request Detail s":{

"requestinfo":{
"instanceNanme": "vfw svc_1607",
"source":"VID",
"suppr essRol | back": fal se,
"requestorld":"denp"

b

"nodel I nfo": {
"model Type": "service",
"nodel I nvari ant 1 d": "46c0d35f - 4a34- 4f 5b- 9ee3- f d65f 6f 74ac2",
"nodel Ver si onl d": "84909c11- 1a62- 47b3- 9aed- 59c2ec5c891d",
"model Nanme": "vfw_svc",
"model Version":"2.0"

H

"request Paranet ers”: {
"user Parans": [

1.
"subscri ptionServi ceType": "vFWCL",

"alLaCarte":true
o
"subscri berlnfo":{
"gl obal Subscri berld":"Denpnstration",
"subscri ber Name": " Denonstration"
b
"project":{
"proj ect Nane": " Proj ect - Denonstration"
b
"owni ngEntity":{
"owni ngEntityld":"75c646bf - 6b09- 4759- b65d- ae366a40da91",
"owni ngEnti t yNane": " OE- Denonstrati on"”

SO response

HTTP/ 1.1 202 Accepted

{"request Ref erences": {"i nstancel d": "d39d0833- ea8a- 45be- 8863- 76715697cdb3", "request | d": "08390a82- 88f 8- 429f -
9dd9- f a673bf 5ed38"}}

The VID request triggers the execution of CreateGenericALaCarteServicelnstance BPMN process.
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@ You could find all BPMN processes and follow calls in Camunda Cockpit dashboard: http://<so_ip>:8080/camunda/app/cockpit/default/#
/processes

This BPMN process calls respectively two sub-processes: DecomposeService and DoCreateServicelnstance

the DoCerateServicelnstance BPMN process includes GenericPutService process that allows to put service instance in the inventory via HTTP PUT
request sent by Camunda engine.

PUT /business/customers/customer/{global-customer-id}/service-subscriptions/service-subscription/{service-type}/service-instances/service-instance/
{service-instance-id}

G} Exchanges between SO and A&AI components are encrypted.

We can verify that service is created in the inventory: GET https://<aail_ip>:8443/aai/v13//business/customers/customer/Demonstration/service-
subscriptions/service-subscription/vFWCL/service-instances/service-instance/ce035b11-77f5-41ff-a6e8-e38fc8d4ccd4

The VID follows the service orchestration request status by sending GET requests to SO:

Get orchestration request status

GET /econp/ mso/ i nfral/orchestrati onRequest s/ v6/ 08390a82- 88f 8- 429f - 9dd9- f a673bf 5ed38 HTTP/ 1.1
Aut hori zation: Basic SWntnFQb3JOYWDbA | bnQecGFzc3dvemXJA==

X- FromAppl d: VID

X- ECOVP- Request | D:  2ea804d4- 9d5f - 4ece- bf 1e- 95bc963c22ae

User- Agent: Jersey/2.23.1 (HtpUrl Connection 1.8.0_171)

Cache- Control : no-cache

Pragma: no-cache

Host: vml. nso. si npl edeno. onap. or g: 8080

Accept: text/htm, image/gif, image/jpeg, *; gq=.2, */*, g=.2

Connection: keep-alive


http://84.39.39.250:8080/camunda/app/cockpit/default/#/processes
http://84.39.39.250:8080/camunda/app/cockpit/default/#/processes

SO response

HTTP/ 1.1 200 OK

Expires: 0

Cache-Control : no-cache, no-store, nust-revalidate
X- Power ed- By: Undertow 1

Server: WI1dFly/10

Pragma: no-cache

Date: Thu, 19 Jul 2018 14:50:05 GVl

Connection: keep-alive

Cont ent - Type: application/json

Content -Length: 1133

{
"request": {
"request|d":"08390a82- 88f 8- 429f - 9dd9- f a673bf 5ed38",
"startTime":"Thu, 19 Jul 2018 14:49:55 GVI",
"request Scope": "service",
"request Type": "creat el nstance",
"request Detail s": {
"model I nfo":{
"nodel | nvari ant | d": "46c0d35f - 4a34- 4f 5b- 9ee3- f d65f 6f 74ac2",
"model Type": "service",
"model Nanme": "vfw svc",
"nodel Version":"2.0",
"nmodel Versionl d":"84909c11- 1a62- 47b3- 9aed- 59c2ec5c891d"
b
"requestInfo":{
"source":"VID",
"instanceNane": "vfw svc_1607",
"suppr essRol | back": f al se,
"requestorld":"denp"

}

ubscri berlnfo": {
"gl obal Subscri berld":"Denonstration",
"subscri ber Nane": " Denonstration"
.
"request Paranet ers": {
"al aCarte":true,
"subscri ptionServi ceType":"vFWCL",
"alLaCarte":true
}
"project":{
"proj ect Nane": " Proj ect - Denonstrati on”
.
"owni ngEntity":{
"owni ngEntityld":"75c646bf - 6b09- 4759- b65d- ae366a40da9l",
"owni ngEnt i t yNane": " OE- Denonstrati on"
}
H
"i nstanceRef erences": {
"servicel nstancel d": "d39d0833- ea8a- 45be- 8863- 76715697cdb3",
"servicel nstanceNane": "vfw svc_1607",
"requestorld":"denp"
o
"request Status":{
"request St ate": " COWPLETE",
"statusMessage":"Service | nstance was created successfully.",
" per cent Progress”: 100,
"finishTime":"Thu, 19 Jul 2018 14:49:56 GMVI"



@ Mechanism analysis will be explained only for the vFWSNK vnf and its module

The vFW service includes two vnfs, the mechanism is the same for the two vnfs and their vi-module. So we will explain it for the vVFWSNK
vnf only.

VNF creation (vFWSNK vnf)

In the VID portal, the user adds a VNF node instance:

Create Virtual Network Function -- a la carte

Service Mame: whar_swc

‘Subscriber Name: Demonstration

Service Instance Hame: wharel_swe_L1EDT

Model Hame: wsp_viwsnk_160T

Model bnvarisnt UUID: cT5BZcTT-5all-4Tlc-a24f-534TecBl 1cda
Modet Version: 0

Hoges ULID: dblfobIT-fdlg-40en-B49]1-0f4n4 Badaefe
Model Costomization UUID- 5365f464-2e2e-40be-dc2-4 8091 60cF10
Resource Mame: wsp_viwsnk_LB0T O

MF Types

MF Rol=

MF Function:

MF Haming Code:

User Provided Data (= indicates required field)

Instance Mame: * [[vtervn ]
Product Famity: * ( WFWCL [=]
LCP Region: * [ fr2 [=]
Tenant * ( D7501T978T_MNScnoot [=]
Line Of Business: LOB-Demanstratian «

Platforme = [ Plstform-Demonstration [
Suppress Roliback on Faiture: | falze [=]

Enter Data and Confirm to
Create Virtusl Network Function

Cameed to Return to Previous Page.

Data emtered will be Lost

The user action corresponds to an HTTP POST request from VID towards SO to trigger vnf instance creation: POST /ecomp/msol/infra
rvicelnstances/v rvice_instance_id}/vnf:




Http POST request: Json payload for vnf instance creation

POST / econp/ nso/ i nfral servicel nstances/ v6/ d39d0833- ea8a- 45be- 8863- 76715697cdb3/ vnfs HITP/ 1. 1
Aut hori zati on: Basi ¢ SWentnFQb3JOYWDbA | bnQ6cGFzc3dvemXxJA==
X- FromAppl d: VID

X- ECOVP- Request | D: 41dc6f 28- b847-4190- 9573- a762ch77ab30

Cont ent - Type: application/json

User- Agent: Jersey/2.23.1 (HtpUrl Connection 1.8.0_171)

Cache- Control : no-cache

Pragnma: no-cache

Host: vml. nso. si npl edeno. onap. or g: 8080

Accept: text/htnl, image/gif, inage/jpeg, *; g=.2, */*; g=.2
Connection: keep-alive

Content-Length: 1018

{
"request Detail s":{

"requestInfo":{
"i nstanceNane": "vfw vf",
"source":"VID",
"suppressRol | back": fal se,
"requestorld":"denn",
"product Fami | yl d": " 8eba27f e- 89eb- 4c32- 9ee6- aa5428c7d962"

b

"nmodel I nfo": {
"nmodel Type": "vnf",
"nodel I nvariant1d":"c7582c77-5all-471c- a24f-5347ec811cdd",
"model Versi onl d": "dbOf bb27- f dOd- 40eb- 8491- 0f 4a48adaef e",
"nmodel Nane": "vsp_vfwsnk_1607",
"nodel Version":"2.0",
"model Cust oni zati onl d": "5365f 464- 3e2e- 40be- 9dc2- 480c916bcf 10",
"model Cust oni zat i onName": "vsp_vfwsnk_1607 0"

},

"request Paranmeters": {
"user Parans": [

]

b

"cl oudConfiguration":{
"| cpd oudRegi onl d": "fr2",
"tenant1d":"324b90de6e9a4ad88e93a100c2cedd5d"

H
"li neCf Busi ness": {
"l i neCf Busi nessNane": " LOB- Denpnstrati on”
H
"platforni:{
"pl atfornmName": " Pl at f or m Denonstrati on”
b
"rel at edl nstanceList": [
{
"rel at edl nstance": {
"instancel d":"d39d0833- ea8a- 45be- 8863- 76715697cdb3",
"nodel I nfo": {
"nodel Type": "service",
"nmodel Nanme": "vfw_svc",
"nodel | nvari ant 1 d": " 46c0d35f - 4a34- 4f 5b- 9ee3- f d65f 6f 74ac2",
"nodel Version":"2.0",
"nmodel Versi onl d": "84909c11- 1a62- 47b3- 9aed- 59c2ec5c891d"
}
}
}



SO response

HTTP/ 1.1 202 Accepted

{"request Ref erences": {"i nstancel d": "415932c3-f 295- 462a- b130- bdf 5f 33ced06", "request | d": "e4c03a55- 5d64- 4867-

9177- ee2cf 9146dc4" }}

The VID request triggers the execution of CreateVnfinfra BPMN process:

... o ~ . Prepars Completion
L d Sync Query Catalog - ; e e, ste Line- - :
Initizlization ai': E;_":; v WDEELG'D’ Create VNF Craate Flatform ;_[?g:_i';':f__ Completion
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4
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As specified in this sub process building blocks, the VNF instance creation invokes the following main actions:
*Populate A&AI with a VNF instance data: Create (Put) Generic Vnf (GenericPutVnf sub-process)

«Call SDN-C adapter VNF topology assign: Call SDNC Adapter VNF Topology Assign

*Call SDN-C adapter VNF topology activate: Call SDNC Adapter VNF Topology Activate

*Update orchestration status to active in A&Al: Update AAI Orchestration status to Active

As SDNC interaction is not enabled, only the first action (Create Generic Vnf) is performed.



GenericPutVnf sub-process populates the inventory with the vnf instance data via Http PUT request (PUT /network/generic-vnfs/generic-vnf/{vnf-id})
and establishes the relation between the vnf instance and service instance.

We can verify that vnf instances and relationship with service instance were created in the inventory: https://<aail_ip>:8443/aai/v13/network/generic-
vnfs/generic-vnf/ela9aclb-b9a0-4424-8659-69426c8bfdc8

The VID follows the vnf orchestration request status by sending GET requests to SO:

Get orchestration request status

GET / econp/ mso/ i nfral/ orchestrati onRequest s/ v6/ cf eb170d- 7b0Of - 44db- 81e3- f f 440f ce43ea HTTP/ 1.1
Aut hori zation: Basic SWntnFQb3JOYWDbA | bnQecGFzc3dvemXJA==

X-FromAppl d: VID

X- ECOVP- Request | D: Oeaa4f 8f - b6f 0- 4183- 8f 6b- bblba847ef c8

User- Agent: Jersey/2.23.1 (HtpUrl Connection 1.8.0_171)

Cache- Control : no-cache

Pragma: no-cache

Host: vml. nso. si npl edeno. onap. or g: 8080

Accept: text/htm, image/gif, image/jpeg, *; g=.2, */*; g=.2

Connection: keep-aliv

SO response

HTTP/ 1.1 200 K

Expires: 0

Cache-Control : no-cache, no-store, nust-revalidate
X- Power ed- By: Undertow 1

Server: WIdFly/10

Pragna: no-cache

Date: Thu, 19 Jul 2018 14:50: 50 GVIT

Connection: keep-alive

Cont ent - Type: application/json

Content-Length: 1511

{
"request": {
"request!d":"cfebl70d- 7b0f - 44db- 81e3- f f 440f ce43ea",
"startTime":"Thu, 19 Jul 2018 14:50:40 GVI",
"request Scope":"vnf",
"request Type": "creat el nstance",
"request Detail s": {
"model I nfo":{
"model Cust onmi zati onNanme": "vsp_vfwsnk_1607 0",
"nodel I nvariant1d":"c7582c77-5all-471c- a24f -5347ec811cdd",
"nmodel Type": "vnf",
"model Nanme": "vsp_vfwsnk_1607",
"nodel Version":"2.0",
"nodel Versi onl d": " db0Of bb27-f dOd- 40eb- 8491- 0f 4a48adaef e",
"model Cust omi zati onl d": "5365f 464- 3e2e- 40be- 9dc2- 480c916bcf 10"
b
"requestinfo":{
"product Fam | yl d": "8eba27f e- 89eb- 4c32- 9ee6- aa5428c7d962",
"source":"VID",
"instanceNane":"vfw vf",
"suppr essRol | back": f al se,
"requestorld":"denp"
H
"rel at edl nstanceList": [
{
"rel at edl nstance": {
"instancel d": "d39d0833- ea8a- 45be- 8863- 76715697cdb3",
"nodel I nfo": {
"nmodel I nvari ant 1 d": "46c0d35f - 4a34- 4f 5b- 9ee3- f d65f 6f 74ac2",
"nmodel Type": "servi ce",
"model Nanme": "vfw_svc",
"model Version":"2.0",
"model Versionl d":"84909c11- 1a62- 47b3- 9aed- 59c2ec5c891d"


https://84.39.37.156:8443/aai/v13/network/generic-vnfs/generic-vnf/e1a9ac1b-b9a0-4424-8659-69426c8bfdc8
https://84.39.37.156:8443/aai/v13/network/generic-vnfs/generic-vnf/e1a9ac1b-b9a0-4424-8659-69426c8bfdc8

}

1.

"cl oudConfiguration":{
"tenant|d":"324b90de6e9a4ad88e93a100c2cedd5d",
"1 cpC oudRegi onl d": "fr2"

b
"request Paranet ers": {
H
"platforni:{
"pl at f or mMNane": " Pl at f or m Denonstrati on”
I
"1ineCf Busi ness": {
"1 i neCf Busi nessNane": " LOB- Denonstrati on”
}

H
"i nstanceRef erences": {
"servicel nstancel d": "d39d0833- ea8a- 45be- 8863- 76715697cdb3",
"vnfl nstancel d": "ela9aclb- b9a0- 4424- 8659-69426¢c8bf dc8",
"vnfl nstanceNanme": "vfw vf",
"requestorld":"denp"
b
"request Status":{
"request St ate": " COWPLETE",
"statusMessage":"Vnf has been created successfully."”,
" percent Progress": 100,
"finishTime":"Thu, 19 Jul 2018 14:50:41 GMVI"

VF-module creation (vFWSNK VF-module)

In the vVFW use-case, before creating the vf-module two steps should be performed: Create vnf profile (in sdnc portal) and preload sdnc with vnf data
(using sdnc api http://<sdnc_ip>:8282/apidoc/explorer/index.html ).

In the VID portal, user demo adds then vf-module:


http://84.39.39.74:8282/apidoc/explorer/index.html

Create VF Module -- a la carte

Service Mame- wiw_swe

Subscriber Nome: Demonstration

Service Instance Name- viwel_swe_1607

Model Hame: VepWwsnk1607 base_viw_module-0
Model Invariant LUID: 08faf0d-4fo5-41ae-Boc3-828233 3f6aa
HModel Version: ]

Model ULID: fBaa3f3f-8189-4eac-0122-b5n5e06ad Iab

Model Customization UUID: bb084chl-eBeb-4030-a207-931a3ne1c01f

Jser Provided Data (~ indicates required field)

Instance Mame: * | viw-wf-module

LCP Region: * |. frz

Tenant: * ( 0750179787_ITNSchool

i U

Suppress Rollback on Failure | false

SDMN-C Pre-Loag:
Upload Supplementary Data |:|

Enter Data and Comfinm to
Create VF Module

Cancel to Return to Previous Page.

Diata entered will be lost
==

The VID triggers vf-module creation via Http POST request towards SO: POST /ecomp/mso/infra/servicelnstances/vé/{service_instance_id}/vnfs/

{vnf_id}/vfModules

Http Post request: Json payload for vf-module creation (vFWSNK module)



PCOST / econp/ nso/ i nfral servicel nstances/ v6/ d39d0833- ea8a- 45be- 8863- 76715697cdb3/ vnf s/ ela9aclb- b9a0- 4424- 8659-
69426¢c8bf dc8/ vf Modul es HTTP/ 1.1

Aut hori zation: Basic SWntnFQb3JOYWDbA | bnQecGFzc3dvemXJA==
X- FromAppl d: VID

X- ECOVP- Request | D: 329b557c- 3e3f - 42¢c6- 8b41- 241a9bc0eb27

Cont ent - Type: application/json

User- Agent: Jersey/2.23.1 (HtpUrl Connection 1.8.0_171)

Cache- Control : no-cache

Pragma: no-cache

Host: vml. nso. si npl edeno. onap. or g: 8080

Accept: text/htm, image/gif, image/jpeg, *; g=.2, */*; gq=.2
Connection: keep-alive

Cont ent - Length: 1272

{
"requestDetails":{

"requestInfo":{
"instanceNane": " vfw- vf-nodul e",
"source":"VID",
"suppr essRol | back": f al se,
"requestorld":"denp"

H

"nodel I nfo": {
"model Type": " vf Modul e",
"nodel | nvari ant 1 d": " 08f a9f 0d- 4f b5- 41ae- 8cc3- 8282333f f 6aa",
"nodel Versi onl d":"f8d43f 3f - 8189- 4eac- al22- b5a5e06ad3ab",
"nmodel Nane": " VspVf wsnk1607. . base_vf w. . nodul e- 0",
"nodel Version":"2",
"model Cust omi zationl d": "bb084cbl- e8eb-4030-a2b7- 931a3aelc91f",
"nmodel Cust omi zati onNane": " VspVf wsnk1607. . base_vf w. . nodul e- 0"

b

"request Paranet ers": {
"usePrel oad": true

},
"cl oudConfi guration":{
"| cpd oudRegi onl d": "fr2",
"tenant1d":"324b90de6e9a4ad88e93a100c2cedd5d"
H
"rel at edl nstanceLi st": [
{
"rel at edl nstance": {
"instancel d": "d39d0833- ea8a- 45be- 8863- 76715697cdb3",
"nodel I nfo": {
"nmodel Type": "service",
"nmodel Nanme": "vfw_svc",
"nodel | nvari ant 1 d": " 46c0d35f - 4a34- 4f 5b- 9ee3- f d65f 6f 74ac2",
"nodel Version":"2.0",
"nodel Versionld":"84909c11- 1a62-47b3- 9aed- 59c2ec5c891d"
}
}
},
{
"rel at edl nstance": {
"instancel d": "ela9aclb-b9a0-4424- 8659- 69426¢c8bf dc8",
"nodel | nfo": {
"nmodel Type": "vnf",
"nmodel Nane": "vsp_vfwsnk_1607",
"nodel I nvariant1d":"c7582¢c77-5all-471c-a24f-5347ec811lcdd",
"nodel Version":"2.0",
"nodel Ver si onl d": " db0Of bb27-f dOd- 40eb- 8491- 0f 4a48adaef e",
"nmodel Cust om zationl d": "5365f 464- 3e2e- 40be- 9dc2- 480c916bcf 10",
"nmodel Cust om zati onNane": "vsp_vfwsnk_1607 0"
}
}
}



SO response

HTTP/ 1.1 202 Accept ed
{"request Ref erences": {"i nstancel d": "beOae48e- 029a- 4ef c- af 46- d11lbcf 58c403", "request|d": " 7b1b5758- d274- 4305-

aef c- 289f 1e614d7d"}}

The API handler selects a BPMN workflow called CreateVfModulelnfra.
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for Config
ScaleOut
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Request Indicator
Request Handler Handler
FinishLine

In addition to vf-module creation, this BPMN process could perform scale out operation for a vf-module instance but it is not the case for the vFW.

The DoCreateVfModule is the main subprocess that defines steps for creating the vf-module. It includes the following actions that are performed in
the vFW use-case deployment:

1. Query AAl for orchestration status
2. CreateAAlViModule: subprocess that creates a vf-module instance object in the inventory:HTTP PUT /network/generic-vnfs/generic-vnf/{vnf-
id}/vf-modules/vf-module/{vf-module-id}
We can verify the vf-module instance in the inventory with GET request.
GET https://<aail_ip>:8443/aai/v13/network/generic-vnfs/generic-vnf/eladaclb-b9a0-4424-8659-69426c8bfdc8/vf-modules/
3. Call SDNC adapter: Vf-module topology assign

To perform this action, Camunda engine calls SDNC adapter via Http request:POST /restconf/operations/VNF-API:vnf-topology-operation


https://84.39.37.156:8443/aai/v13/network/generic-vnfs/generic-vnf/e1a9ac1b-b9a0-4424-8659-69426c8bfdc8/vf-modules/

SO Http POST request towards SDNC to trigger vf-module topology assign

<?xm version="1.0" encodi ng="UTF-8"?>
<i nput xm ns="org: onap: sdnct| :vnf">
<sdnc-request - header >
<svc-request -i d>7b1b5758- d274- 4305- aef c- 289f 1e614d7d- 1532011988473</ svc-r equest -i d>
<svc-action>assi gn</svc-acti on>
<svc-notification-url>http://cl.vnl. nso. si npl edenp. openeconp. or g: 8080/ adapt er s/ rest/ SDNCNot i f y</ svc-
notification-url>
</ sdnc-request - header >
<request -i nf or mati on>
<request -i d>7b1b5758- d274- 4305- aef c- 289f 1e614d7d</ r equest - i d>
<request - acti on>VNFAct i vat eRequest </ r equest - acti on>
<sour ce>VI D</ sour ce>
<notification-url />
</ request-information>
<servi ce-information>
<servi ce-id>nul | </ service-id>
<service-type>nul | </ servi ce-type>
<service-instance-i d>d39d0833- ea8a- 45be- 8863- 76715697cdb3</ servi ce-i nstance-i d>
<subscri ber - nanme>not sur ewecar e</ subscri ber - nane>
</ service-infornmation>
<vnf-request-infornation>
<vnf-i d>beOae48e- 029a- 4ef c- af 46- d11bcf 58c403</ vnf -i d>
<vnf -type>VspVf wsnk1607. . base_vfw. . nodul e- 0</ vnf -t ype>
<vnf - name>vf w vf - modul e</ vnf - nane>
<generi c-vnf-i d>ela9aclb- b9a0- 4424- 8659- 69426c8bf dc8</ generi c-vnf-id>
<generi c-vnf - nanme>vf w vf </ generi c- vnf - nane>
<generic-vnf-type>vfw svc/vsp_vfwsnk_1607 0</generic-vnf-type>
<ai c- cl oud- r egi on>fr 2</ ai c- cl oud-r egi on>
<t enant >324b90de6e9a4ad88e93a100c2cedd5d</t enant >
<use- pr el oad>Y</ use- pr el oad>
</ vnf-request-information>
</i nput >

This request triggers the execution of a set of Directed Graphs

@ Git repository of VNF-API DG json: https://git.onap.org/sdnc/oam/tree/platform-logic/vnfapi/src/main/json?h=beijing

You can see Directed graphs by importing Json (to clipboard) in the SDNC- DG dashboard http://<sdnc_ip>:3000

© vnf-topology-operation DG
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A DG implements a method that initiates a RPC when executed.

By parsing the request body fields, this DG calls a specific second DG based on the use-preload value

This condition figures out in the POST request body with Y as value as we have manually preloaded SDNC with vnf data.
This DG calls a second called vnf-topology-preload-operation

© vnf-topology-preload-operation DG


https://git.onap.org/sdnc/oam/tree/platform-logic/vnfapi/src/main/json?h=beijing
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his sequence of switch nodes returns failure if
here is incoherence between the vnf-topo-
peration input and the preloaded data in the vnf-

_ . . ame, vnf-type or vnf-id 1
]| COSTART {—) VRPA MBI
I vnf-topology-preload-operation 1
=T e e T 5w T e T L omw Tef | wwms emmicaDwsoams ¢ Il T T T R e S
:;'- e T T :{- s T
S e st © Ry e —— I R T T I i |
= ©— O = | [HmmemR

This switch node makes the decision to
call the next DG hased on the svc-action
n the vnf-topo operation input (assign) 3

5 v wamon '-:-W-? e 3

- E —]
-
\\-_': acthute 5
v p—
Fs - s
5 r—— S
W [ crmgemese 12 5 100 vrar v

[ Pameeing s o crangeCw 1757
- F -, -
e T e R ey

- r
cangecse e Do G g
E;" — ] .'—:—
S| e T w5

S e——

2

his sequence of switch nodes

eturns failure when generic-vnf
ame, id or type and cloud region are
ULL in the vnf-topo-operation input

© vnf-topology-assign DG

; o
| request-sction = VINFActivate Regues]

O] - | pestarTo
ﬁ.ﬂ’l sgpmjm.miun}’a____..,
m:ﬂ

— & o -
blodk : stomic o—@-{; switch-vnk-id | config == inpuﬂ_—c" rue -:,—c_
? b
" GET AnAl - vi-module ) -
s B - ——
;

a

\“5 call: wnf-topology-assign-vimodulel)

- a — ]
switch .. SERVICE-DATA w-f«mng‘;—c@ HULL () set SERVICE-DATA wnf-networdsl] =0 |

— r —
for | : SERVICE_DATA vni-networks () | save relationship: I2-natwork (i
& delete vimodule: [3-networkrelationshi)

m block : atomic O

&= o T 2 ]
{ update AnAl - vi-madu Ie.ud\unlljmmj)_(.j failure g,—qﬁ blogk: atomic ()
T 7

— a
set: order-status = PendingCreate

a
é Set final indicator ta Y
. J

E returm SuCoRss

This DG vnf-topology-assign includes a sequence of nodes that execute respectively these actions:
1.Return failure if:

a)VF-module is already assigned

b)The VF-module does not exist in A&AI

2.Call vnf-topology-assign-vfimodule DG: this DG constructs a data structure called service-data to be stored in its internal DB and potentially used
to perform other actions

3.Establish relationships between vf-module and networks in A&AI (if there are networks specified in service data)

4.Update the vf-module orchestration status in A&AI (value = PendingCreate)

5.Update order status in service data in SDN-C

© vnf-topology-assign-vfmodule



This DG begins with constructing service-data structure by concatenating preload input and vnf-topology-operation input
Then the service-data is consolidated by information related to I3-networks (id, name, neutron network id, contrail network fqdn, ipv4/6 subnets)
The DG logic:
For network in preload data
*See if there is a network with the same role in the input vnf-topology-operation
YES, and this network exists in AAl Set these information in service-data
NO --> Use preload data to be set in service-data

{,}} Summary of the vf-module topology assign step

The SO request towards SDN-C (POST /restconf/operations/VNF-API:vnf-topology-operation) triggers the execution of a sequence of
Directed graphs.

The main goals of this operation are:

«Construct the service-data structure in the SDN-C

*Establish relationship between VF-module and networks using service-data
*Update the vf-module orchestration status in the inventory

*Update the order status in service-data

In the vFWCL use-case, no networks were defined in the preload data or in vnf-topology-operation input
® The SDN-C actions at this stage are limited to updates of vf-module orchestration status in AAI
Communications with AAIl are done through sdn-c aai-service plugin
No relationships were established between vf-module and I3-networks in the vFWCL use-case.
4.Update vf-module orchestration-status in the inventory to assigned
5. Query SDNC for vf-module topology

In order to get vi-module topology, the SO requests SDNC via its controller adapter: GET /restconf/config/VNF-API:vnfs/vnf-list/beOae48e-029a-4efc-
af46-d11bcf58c403

Http GET Vf-module topology response (VFWSNK vnf)

HTTP/ 1.1 200 K

Set - Cooki e: JSESSI ONl D=1czkavx1g5yq715gw2l x7wcbf g; Pat h=/r est conf

Expi res: Thu, 01 Jan 1970 00: 00: 00 GV

Set - Cooki e: renenber Me=del et eMe; Pat h=/restconf; Max-Age=0; Expires=Wed, 18-Jul-2018 14:53:16 GMI
Cont ent - Type: application/yang. dat a+xni



Vary: Accept-Encodi ng, User- Agent
Transfer - Encodi ng: chunked

<?xm version="1.0" encodi ng="UTF-8"?>
<vnf-list xm ns="org:onap: sdnctl:vnf">
<vnf -i d>beOae48e- 029a- 4ef c- af 46- d11bcf 58c403</ vnf-i d>
<service-data>
<vnf-request-infornation>
<vnf-type>VspVf wsnk1607. . base_vfw. . nmodul e- 0</ vnf -t ype>
<vnf-i d>beOae48e- 029a- 4ef c- af 46- d11lbcf 58c403</ vnf -id>
<generi c-vnf - name>vf w vf </ generi c- vnf - nane>
<use- pr el oad>Y</ use- pr el oad>
<generi c-vnf-type>vfw svc/vsp_vfwsnk_1607 0</generic-vnf-type>
<t enant >324b90de6e9a4ad88e93a100c2cedd5d</ t enant >
<vnf - nane>vf w vf - nodul e</ vnf - nane>
<ai c- cl oud-regi on>fr2</ ai c- cl oud-regi on>
<generi c-vnf-i d>ela9aclb- b9a0- 4424- 8659- 69426c8bf dc8</ generi c-vnf-id>
</ vnf-request-informati on>
<vnf -t opol ogy-i nf or mati on>
<vnf - par anet er s>
<vnf - par anet er - name>unpr ot ect ed_pri vat e_net _i d</ vnf - par anet er - nane>
<vnf - par anmet er - val ue>unpr ot ect ed_net </ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par amet er s>
<vnf - par anet er - nane>pr ot ect ed_pri vat e_net _i d</ vnf - par anet er - nane>
<vnf - par anet er - val ue>pr ot ect ed_net </ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par anet er s>
<vnf - par anet er - nanme>ext _pri vat e_net _i d</ vnf - par anet er - nane>
<vnf - par anet er - val ue>ext er nal _net </ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par amet er s>
<vnf - par anet er - nane>pr ot ect ed_pri vat e_net _ci dr </ vnf - par anet er - nane>
<vnf - par anet er - val ue>192. 168. 20. 0/ 24</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par anet er s>
<vnf - par anet er - name>key_nane</ vnf - par anet er - nane>
<vnf - par anet er - val ue>vf w_key</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par amet er s>
<vnf - par anet er - nane>vf w_f | avor _name</ vnf - par anet er - nane>
<vnf - par anet er - val ue>n2. cw. st andar d- 1</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par anet er s>
<vnf - par anet er - nane>cl oud_env</ vnf - par anet er - name>
<vnf - par anet er - val ue>openst ack</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par amet er s>
<vnf - par anet er - nane>ext _pri vat e_net _ci dr </ vnf - par anet er - nane>
<vnf - par anet er - val ue>192. 168. 30. 0/ 24</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par anet er s>
<vnf - par anet er - name>vsn_nane_0</ vnf - par anet er - nane>
<vnf - par anet er - val ue>vsn</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par amet er s>
<vnf - par amet er - nane>onap_pri vat e_net _i d</ vnf - par anet er - nane>
<vnf - par anet er - val ue>oam onap_t R30</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par anet er s>
<vnf - par anet er - name>unpr ot ect ed_pri vat e_subnet _i d</ vnf - par an®et er - name>
<vnf - par anet er - val ue>unpr ot ect ed_subnet </ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par amet er s>
<vnf - par anet er - nane>repo_url _arti f act s</ vnf - par anet er - nane>
<vnf - par anet er - val ue>htt ps: // nexus. onap. or g/ content/reposi tori es/rel eases</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par anet er s>
<vnf - par anet er - nanme>vf w_nane_0</ vnf - par anet er - nane>
<vnf - par anet er - val ue>vf w vf </ vnf - par anet er - val ue>
</ vnf - par anet er s>



<vnf - par anet er s>
<vnf - par anet er - nanme>r epo_ur | _bl ob</ vnf - par anet er - name>
<vnf - par anet er - val ue>htt ps: // nexus. onap. or g/ cont ent/ si t es/ r aw</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par amet er s>
<vnf - par amet er - nane>dcae_col | ect or _port </ vnf - par anet er - nane>
<vnf - par anet er - val ue>8081</ vnf - par anet er - val ue>
</ vnf - par anmet er s>
<vnf - par anet er s>
<vnf - par anet er - nanme>publ i c_net _i d</ vnf - par anet er - name>
<vnf - par anmet er - val ue>publ i c</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par amet er s>
<vnf - par anet er - nane>vf _nodul e_i d</ vnf - par anet er - nane>
<vnf - par anet er - val ue>vFi rewal | CL</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par anet er s>
<vnf - par anet er - name>onap_pri vat e_net _ci dr </ vnf - par anet er - nane>
<vnf - par anmet er - val ue>10. 0. 0. 0/ 16</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par amet er s>
<vnf - par anet er - nane>vnf _i d</ vnf - par anet er - name>
<vnf - par anet er - val ue>vFi rewal | _deno_app</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par anet er s>
<vnf - par anet er - name>vf w_i mage_nane</ vnf - par anet er - nane>
<vnf - par amet er - val ue>Ubunt u 14. 04</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par amet er s>
<vnf - par anmet er - nane>onap_pri vat e_subnet _i d</ vnf - par anet er - name>
<vnf - par anet er - val ue>oam onap_t R30</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par anet er s>
<vnf - par anet er - name>i nstal | _scri pt _ver si on</ vnf - par anet er - nane>
<vnf - paranet er -val ue>1. 2. 1</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par amet er s>
<vnf - par anmet er - nane>vpg_pri vat e_i p_0</ vnf - par anet er - nane>
<vnf - par anet er - val ue>192. 168. 10. 200</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par anet er s>
<vnf - par anet er - name>vfw_privat e_i p_3</ vnf - par anet er - nanme>
<vnf - par amet er - val ue>192. 168. 30. 101</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par amet er s>
<vnf - par anmet er - nane>vf w_pri vat e_i p_2</ vnf - par anet er - nane>
<vnf - par anet er - val ue>10. 0. 100. 1</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par anet er s>
<vnf - par anet er - name>deno_arti fact s_ver si on</ vnf - par anet er - nane>
<vnf - paranet er -val ue>1. 2. 1</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par amet er s>
<vnf - par anmet er - nane>vf w_pri vat e_i p_1</ vnf - par anet er - nane>
<vnf - par anet er - val ue>192. 168. 20. 100</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par anet er s>
<vnf - par anet er - nanme>vfw_privat e_i p_0</ vnf - par anet er - nanme>
<vnf - par amet er - val ue>192. 168. 10. 100</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par amet er s>
<vnf - par amet er - nane>vsn_pri vat e_i p_2</ vnf - par anet er - nane>
<vnf - par anet er - val ue>192. 168. 30. 102</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par anet er s>
<vnf - par anet er - name>vsn_pri vat e_i p_1</ vnf - par anet er - nanme>
<vnf - par anet er - val ue>10. 0. 100. 3</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par amet er s>
<vnf - par anmet er - nane>vsn_pri vat e_i p_0</ vnf - par anet er - nane>
<vnf - par anet er - val ue>192. 168. 20. 250</ vnf - par anet er - val ue>



</ vnf - par anet er s>
<vnf - par amet er s>
<vnf - par anet er - name>pub_key</ vnf - par anet er - nane>
<vnf - par anet er - val ue>ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDY15cdBm s2X0Ope4Ei FCsaY6bnmnK
/ GysMoLl 4UG51JCf JwwoWCoA+6nDI by mzxhxq9l Gxi | p/ y TA6WX®s
/ 5pBaglcUMInfFudadPj CkXI 04j ggh5t R61 +GZ97AvCg93KAECH s5ubSqwlxOCj 4ut f EUt PoOF10QuzgM
/1 EBmMY4AN6VKXn+f T7pCD6ci f BES6JHhVNvS50LLp
/ t @BPa3kKYQOdy SOxc3r h+t 2| r zvKUSWGEZbX+dLi Fi Epj sUL3t Dqzk EMNUn4pdv69QJuz WHCx RWPf dr YOWJ0j 3mJesP29EBht +w+EC9
| kBKg+1VKdns XUXAcj Evj ovVL8I 1Br X3BYOR8D</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par anet er s>
<vnf - par anet er - nanme>ext _pri vat e_subnet _i d</ vnf - par anet er - nane>
<vnf - par anet er - val ue>ext er nal _subnet </ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par amet er s>
<vnf - par anet er - name>dcae_col | ect or _i p</ vnf - par anet er - name>
<vnf - par anmet er - val ue>84. 39. 39. 157</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf - par anet er s>
<vnf - par anet er - name>pr ot ect ed_pri vat e_subnet _i d</ vnf - par anet er - nane>
<vnf - par anet er - val ue>pr ot ect ed_subnet </ vnf - par anet er - val ue>
</ vnf - par armet er s>
<vnf - par amet er s>
<vnf - par anet er - name>unpr ot ect ed_pri vat e_net _ci dr </ vnf - par anet er - nanme>
<vnf - par amet er - val ue>192. 168. 10. 0/ 24</ vnf - par anet er - val ue>
</ vnf - par anet er s>
<vnf-topol ogy-identifier>
<servi ce-type>d39d0833- ea8a- 45be- 8863- 76715697cdb3</ servi ce-type>
<vnf -t ype>VspVf wsnk1607. . base_vfw. . nodul e- 0</ vnf -t ype>
<generi c-vnf - nane>vf w vf </ generi c- vnf - nane>
<generic-vnf-type>vsp_vfwsnk_1607 0</generic-vnf-type>
<vnf - name>vf w- vf - nodul e</ vnf - name>
</vnf-topol ogy-identifier>
</ vnf -t opol ogy-i nf or mati on>
<service-information>
<service-id>null </service-id>
<service-type>nul | </ servi ce-type>
<servi ce-instance-i d>d39d0833- ea8a- 45be- 8863- 76715697cdb3</ servi ce-i nstance-i d>
<subscri ber - name>not sur ewecar e</ subscri ber - nane>
</ servi ce-information>
<vnf-i d>beOae48e- 029a- 4ef c- af 46- d11bcf 58c403</ vnf -i d>
<sdnc-request - header >
<svc-notification-url>http://cl.vmnl. nso. sinpl edenp. openeconp. or g: 8080/ adapt er s/ rest/ SDNCNot i f y</ svc-
notification-url>
<svc-request-i d>7b1b5758- d274- 4305- aef c- 289f 1e614d7d- 1532011988473</ svc-r equest -i d>
<svc-action>assi gn</svc-acti on>
</ sdnc-request - header >
<oper - st at us>
<or der - st at us>Pendi ngCr eat e</ or der - st at us>
</ oper - st at us>
<request -i nformati on>
<request - acti on>VNFAct i vat eRequest </ r equest - acti on>
<sour ce>VI D</ sour ce>
<request -i d>7b1b5758- d274- 4305- aef c- 289f 1e614d7d</r equest -i d>
</request-information>
</ service-data>
<service-status>
<final -indi cat or>Y</final -indi cat or >
<r equest - st at us>syncconpl et e</ r equest - st at us>
<response- code>200</r esponse- code>
<vnf sdn-acti on>VNFAct i vat eRequest </ vnf sdn- acti on>
<r pc- name>vnf - t opol ogy- oper ati on</r pc- nane>
<rpc-action>assi gn</rpc-acti on>
<response-ti mest anp>2018- 07- 19T14: 53: 09. 027Z</ r esponse-t i nest anp>
</ service-status>
</vnf-list>

6. Call VNF adapter to create vf-module



This step of the DoCreateVfModule subprocess corresponds to the allocation of the service related virtual resources and the deployment of the stacks.
In fact, the SO invokes the infrastrcuture orchestration services (Heat in the case of Openstack-based infrastructure) via its VNF-adapters. The stack
is created using heat template available in SO catalog.

7. Update AAI vf-module
8. Call SDNC adapter: Vf-module topology activate
Same as the second step of this BPMN subprocess, this step corresponds to the execution of a set of Directed Graphs.

The SO HTTP Post request triggers the execution of vnf-topology-operation DG

SO Http POST request to trigger vf-module topology activate (vFWSNK vnf)

PCST /restconf/operations/ VNF- APl : vnf -t opol ogy-operation HTTP/ 1.1

Accept: application/yang. dat a+xm

Aut hori zation: Basic YWRt aW6S3A4YkoOULlhzekOw1lhsaGFr MVI bGNz ZTInQXc4NHZhbOdHbUp2VXky VQ==
Content-type: application/xm

Cache- Control : no-cache

Pragma: no-cache

User- Agent: Java/1l.8.0_171

Host: c1.vnl. sdnc. si npl edenp. openeconp. or g: 8282

Connection: keep-alive

Cont ent - Length: 1272

<?xm version="1.0" encodi ng="UTF-8"?>
<i nput xm ns="org: onap: sdnctl :vnf">
<sdnc-request - header >
<svc-request-i d>7b1b5758- d274- 4305- aef c- 289f 1e614d7d- 1532012022299</ svc- r equest -i d>
<svc-action>activate</svc-action>
<svc-notification-url>http://cl.vnl. nso. si npl edenp. openeconp. or g: 8080/ adapt er s/ rest/ SDNCNot i f y</ svc-
notification-url>
</ sdnc-request - header >
<request -i nf or mati on>
<request -i d>7b1b5758- d274- 4305- aef c- 289f 1e614d7d</ r equest -i d>
<request - acti on>VNFAct i vat eRequest </ r equest - acti on>
<sour ce>VI D</ sour ce>
<notification-url />
</request-information>
<service-infornation>
<service-id>null </service-id>
<service-type>nul | </servi ce-type>
<service-instance-i d>d39d0833- ea8a- 45be- 8863- 76715697cdb3</ servi ce-i nstance-i d>
<subscri ber - name>not sur ewecar e</ subscri ber - name>
</ service-information>
<vnf -request -i nfornmati on>
<vnf-i d>beOae48e- 029a- 4ef c- af 46- d11bcf 58c403</ vnf -i d>
<vnf-type>VspVf wsnk1607. . base_vfw. . nodul e- 0</ vnf -t ype>
<vnf - name>vf w vf - nodul e</ vnf - nane>
<generic-vnf-i d>ela9aclb- b9a0- 4424- 8659- 69426c8bf dc8</ generi c-vnf-id>
<generi c- vnf - name>vf w vf </ generi c- vnf - name>
<generic-vnf-type>vfw svc/vsp_vfwsnk_1607 0O</generic-vnf-type>
<ai c-cl oud- r egi on>fr2</ ai c- cl oud-r egi on>
<t enant >324b90de6e9a4ad88e93a100c2cedd5d</t enant >
<use- pr el oad>Y</ use- pr el oad>
</vnf-request-informati on>
</i nput >

Based on the POST request yang payload, (use-preload = Yes, svc-action = activate):
vnf-topology-operation DG vnf-topology-preload-operation DG vnf-topology-activate DG.

© vnf-topology-activate DG
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This DG "vnf-topology-activate" includes a sequence of nodes that execute the following actions:

1.Return failure if the vf-module is not assigned

2.Return failure if the order status is not PendingCreate or PendingUpdate

3.Set last order status in service-data as with the actual value of order status (PendingCreate or PendingUpdate)
4.Set order status in service-data as active

5.Set last action in service-data as VNFActivateRequest

6.Update the vf-module orchestration status in A&AI (value= active)

7.Set service-data with the actual vnf-topology-operation input

Finally, the VID Gets the orchestration status of the vf-module creation operation

Get orchestration request status

GET /econp/ mso/ i nfral/orchestrati onRequests/v6/ 18c536e3-9208- 46e5- 8c7f-131f 9e645439 HTTP/ 1.1
Aut hori zation: Basic SWntnFQb3JOYWDbA | bnQecGFzc3dvemXJA==

X- FromAppl d: VID

X- ECOVP- Request | D:  1a14556b- 0e01- 49db- a6e4- e000505d6116

User - Agent: Jersey/2.23.1 (HttpUrl Connection 1.8.0_171)

Cache- Control : no-cache

Pragnma: no-cache

Host: vnil. nso. si npl edenp. onap. or g: 8080

Accept: text/htm, image/gif, inmage/jpeg, *; gq=.2, */*;, g=.2

Connection: keep-alive

Get orchestration request status

HTTP/ 1.1 200 K

Expires: 0

Cache-Control : no-cache, no-store, nust-revalidate
X- Power ed- By: Undertow 1

Server: W I dFly/10

Pragma: no-cache

Date: Thu, 19 Jul 2018 14:53:48 GVI

Connection: keep-alive

Cont ent - Type: application/json

Cont ent - Lengt h: 1863

{
"request":{
"request|d":"7b1b5758- d274- 4305- aef c- 289f 1e614d7d",
"startTine":"Thu, 19 Jul 2018 14:53:08 GVI'",
"request Scope": " vf Mbdul e",



"request Type": "creat el nstance",
"request Detail s": {
"model I nfo":{
"model Cust onmi zat i onNanme": " VspVf wsnk1607. . base_vf w. . nodul e- 0",
"nodel I nvari ant | d": " 08f a9f 0d- 4f b5- 41ae- 8cc3- 8282333f f 6aa",
"nmodel Type": " vf Modul e",
"model Nane": " VspVf wsnk1607. . base_vf w. . nodul e- 0",
"nodel Version":"2",
"nodel Versi onl d": " f 8d43f 3f - 8189- 4eac- al22- b5a5e06ad3ab",
"nmodel Cust omi zationl d": "bb084cbl- e8eb-4030- a2b7-931a3aelc9lf"
b
"requestinfo":{
"source":"VID",
"instanceNanme": "vfw vf-nodul e",
"suppr essRol | back": f al se,
"requestorld":"denp"

},
"rel at edl nstanceLi st": [
{
"rel at edl nstance": {
"instancel d":"d39d0833- ea8a- 45be- 8863- 76715697cdb3",
"model I nfo":{
"nodel | nvari ant 1 d": " 46c0d35f - 4a34- 4f 5b- 9ee3- f d65f 6f 74ac2",
"model Type": "service",
"model Nanme": "vfw svc",
"nodel Version":"2.0",
"model Versionl d": "84909c11- 1a62- 47b3- 9aed- 59c2ec5c891d"
}
}
3
{
"rel atedl nstance": {
"instancel d": "ela9aclb-b9a0-4424-8659-69426¢c8bf dc8",
"nodel I nfo": {
"model Cust om zati onName": "vsp_vfwsnk_1607 0",
"nodel I nvariant1d":"c7582c77-5all-471c- a24f-5347ec811cdd",
"model Type": "vnf",
"model Name": "vsp_vfwsnk_1607",
"nodel Version":"2.0",
"nmodel Ver si onl d": " db0f bb27-f dOd- 40eb- 8491- Of 4a48adaef e",
"model Cust oni zati onl d": " 5365f 464- 3e2e- 40be- 9dc2- 480c916bcf 10"
}
}
}

1.
"cl oudConfiguration":{
"tenant!|d":"324b90de6e9a4ad88e93a100c2cedd5d",
"l cpd oudRegi onl d": "fr2"
},
"request Paranet ers": {
"usePrel oad": true
}
b
"instanceRef erences": {
"servicel nstancel d": "d39d0833- ea8a- 45be- 8863- 76715697cdb3",
"vnfl nstancel d": "ela9aclb- b9a0- 4424- 8659- 69426¢c8bf dc8",
"vf Modul el nst ancel d": "beOae48e- 029a- 4ef c- af 46- d11bcf 58c403",
"vf Modul el nst anceNane": " vf w vf - nodul e",
"requestorld":"denp"
H
"request Status":{
"request St ate": " COWLETE",
"statusMessage":"VFf Mdul e has been created successfully.",
"per cent Progress”: 100,
"finishTime":"Thu, 19 Jul 2018 14:53:43 GVI"



Analysis

The vFW service deployment corresponds to three user operations on VID portal. These user actions trigger respectively service, vnf node and vf-
module instantiation by the SO.

Service and vnf instantiation corresponds to the creation of an object instance in the inventory.

The vf-module creation invoques several ONAP components in order to create the vf-module object instance in the inventory and deploy service
virtualized resources in the infrastructure.

The SO BPMN processes invoked in the vFW deployment are generic and service creation is based on requests parameters. (a la carte )

The SDNC role in the vFW deployment is limited to the creation of service related records (service-data) in the SDNC local data base. This is due to
the VFW service itself because it doesn't include networks defined within the service models.
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VFW closed loop mechanism

VFW VES measurements reporting

Before running the close loop, let's investigate what happens on the vfW service side and how the vFW component interacts with DCAE.

The packet generator sends UDP packets to the sink through the vfirewall. The sink shows in its graphs periodical traffic volumes:



in @mmin: 1.4KBfs, avg: 2.8KB/s, max: 4.2KB/s
out ®min: 0.0 KB/fs, avg: 0.0KB/s, max: 0.0 KB/s
last 60 seconds

in mmin: 0.2 KBfs, avg: 0.3KB/s, max: 1.6 KE/s
out ®mmin: 0.0 KB/fs, avg: 0.0KEB/s, max: 0.0 KB/s
last 24 hours

in ®min: 0.1KB/s, avg: 1.5KB/s, max: 2.9 KB/s

out ® min: 0.0 KB/s, ava: 0.0 KB/s, max: 0.0KB/s

last 60 minutes

in ®mmin: 0.3 KB/fs, avg: 0.0KE/s, max: 0.3KB/s
out ® min: 0.0 KE/s, avag: 0.0 KB/s, max: 0.0 KB/s
last 31 days

Meanwhile, the vFW component includes a VES agent that reports measurements to DCAE collector (VES or VNF Event Stream) on port 8081.

Example 1: High traffic ~ 1000 packets (100 packets x 10 streams)

VES agent reporting

POST /eventListener/v5 HITP/ 1.1
Aut hori zation: Basic Og==
User-Agent: |ibcurl-agent/1.0
Host: 84.39.39. 157: 8081

Accept: */*

Content-type: application/json
Cont ent - Lengt h: 1020

{
"event": {
"comonEvent Header " : {
"domai n": " measur enent sFor Vf Scal i ng",
"eventld":"TrafficStats_1.2.3.4",
"event Nane": "vFi rewal | Br oadcast Packet s",
"] ast EpochM crosec": 1532032611090627,
"priority":"Nornal",
"reportingEntityName":"fwl",
"sequence": 2012,
"sourceName": "vfw vf",
"start EpochM crosec": 1532032600902328,
"version":3,
"event Type":"HTTP request rate",
"reportingEntityld":"No UU D avail abl e",




"sourcel d":"4087b997- db38- 42c9- 929b- 10d223388159",

"nf cNam ngCode": " vVVNF",
" nf Nam ngCode": " vVNF"

b

"measur enent sFor Vf Scal i ngFi el ds": {
"measur enent I nterval ": 10,
"cpuUsageArray": [

{
"cpuldentifier":"cpul",
"cpul dl e":100. 000000,
"cpuUsageSyst ent : 0. 000000,
"cpuUsageUser": 0. 000000,
"per cent Usage": 0. 000000

}

1.

"request Rate": 9862,

"vNi cUsageArray": [

{

"recei vedCct et sDel ta": 43731. 000000,
"recei vedTot al Packet sDel ta":1016. 000000,
"transm ttedCctetsDelta": 0. 000000,
"transmttedTot al Packet sDel ta": 0. 000000,
"val uesAreSuspect": "true",
"vNi cldentifier":"eth0O"

}
I

"measur enment sFor Vf Scal i ngVersion": 2.1

Another reported measurements

Example 2: Low traffic ~ 100 packets (100 packets x 1 stream)

VES agent reporting

POST /eventListener/v5 HTTP/1.1
Aut hori zation: Basic Og==
User-Agent: |ibcurl-agent/1.0
Host: 84.39.39.157: 8081

Accept: */*

Content-type: application/json
Cont ent - Length: 1018

{

"event": {
"commonEvent Header " : {

"domai n": " measur enent sFor Vf Scal i ng",
"eventld":"TrafficStats_1.2.3.4",
"event Nane": "vFi rewal | Broadcast Packet s",
"| ast EpochM crosec": 1532032906557136,
"priority":"Nornal",
"reportingEntityName":"fwl",
"sequence": 2041,
"sourceNanme":"vfw vf",
"start EpochM crosec": 1532032896368945,
"version":3,
"event Type": "HTTP request rate",
"reportingEntityld":"No UUI D avail abl e",

"sourcel d":"4087b997- db38- 42c9- 929b- 10d223388159",

"nf cNam ngCode": " VVNF",
"nf Nam ngCode": " vVNF"

}

"measur ement sFor Vf Scal i ngFi el ds": {
"measur enent | nterval ": 10,
"cpuUsageArray": [

{

"cpuldentifier":"cpul",



"cpul dl e":100. 000000,
"cpuUsageSyst eni: 0. 000000,
"cpuUsageUser": 0. 000000,
"per cent Usage": 0. 000000
}
1.
"request Rate": 9992,
"vNi cUsageArray": [
{
"recei vedCct et sDel t a": 4343. 000000,
"recei vedTot al Packet sDel ta": 102. 000000,
"transnittedCctetsDel ta":0.000000,
"transnm ttedTot al Packet sDel t a": 0. 000000,
"val uesAreSuspect":"true",
"vNi cldentifier":"eth0"
}
1.

"measur enent sFor Vf Scal i ngVersion": 2.1

VES agent measurements concern cpuUsage and vNicUsage of the vFW host.Measurement fields include "receivedTotalPacketsDelta" attribute that
indicates the number of packets being forwarded from the packet generator to sink. The close loop is based on the value of this metric.

When receiving measurements, the VES collector (located in the DCAE) publishes these measurements on DMaap (Message router).

This published measurements matches with the example 1.

VES publishing mesurements recieved from vFW host

POST / event s/ unaut hent i cat ed. VES_MEASUREMENT _OUTPUT HTTP/ 1. 1
Cont ent - Type: application/canbria
Accept: application/json
Cont ent - Lengt h: 1001
Host: 10.0.11.1:3904
Connection: Keep-Alive
User - Agent: Apache-HttpClient/4.5.3 (Java/1l.8.0_162)
Accept - Encodi ng: gzi p, defl ate
14.977. WPartiti onKey
{
"event":{
"commonEvent Header " : {
"start EpochM crosec": 1532032600902328,
"sourcel d":"4087b997- db38- 42c9- 929b- 10d223388159",
"eventld":"TrafficStats_1.2.3.4",
"nf cNam ngCode": " vVVNF",
"reportingEntityld":"No UU D avail abl e",
"i nternal Header Fi el ds": {
"col l ectorTi meStanp": " Thu, 07 19 2018 08:36:51 GMVI"
b
"event Type": "HTTP request rate",
“priority":"Nornal",
"version":3,
"reportingEntityNane":"fwl",
"sequence": 2012,
"donmi n": " measur enent sFor Vf Scal i ng",
"| ast EpochM crosec": 1532032611090627,
"event Nane": "vFi rewal | Broadcast Packet s",
"sourceNanme": "vfw vf",
" nf Nam ngCode": " vVNF"
b
"measur ement sFor Vf Scal i ngFi el ds": {
"cpuUsageArray": [
{
"percent Usage": O,
"cpuldentifier":"cpul",
"cpul dl e": 100,
"cpuUsageSysteni': 0,
"cpuUsageUser": 0



}
1.
"measurenent I nterval ": 10,
"request Rate": 9862,
"VvN cUsageArray": [
{
"transnmttedCctetsDelta": 0,
"recei vedTot al Packet sDel ta": 1016,
"vNicldentifier":"etho",
"val uesAreSuspect": "true",
"transmittedTot al Packet sDel ta": 0O,
"recei vedCct et sDel ta": 43731
}
1

"measur enent sFor Vf Scal i ngVersion": 2.1

Closed loop execution mechanism

After performing correctly the closed loop steps for the vFW service, we can investigate interactions between ONAP components. In fact, as we have
seen in the previous section, the DCAE VES collector sends measurements to DMaap. Now, the TCA microservice gets measurements from DMaap
in order to analyse threshold crossing:

Http GET mesurement from DMaap

GET /event s/ unaut henti cat ed. VES_MEASUREMENT _OUTPUT/ OpenDCAE- c12/ c12-anal ytics-tca HTTP/ 1.1
Host: 10.0.11.1: 3904

Connection: Keep-Alive

User- Agent: Apache-HttpClient/4.5.5 (Java 1.5 mnimum Java/1.8.0_131)

Accept - Encodi ng: gzip,deflate

A list of VES measurements is provided in response (The closed loop action is not yet applied)

Http GET mesurements from DMaap response

HTTP/ 1.1 200 OK

Date: Thu, 19 Jul 2018 20:36:56 GMVI

Cache-Control : no-store, no-cache, nust-revalidate

Pragma: no-cache

Expires: 0

Cont ent - Type: application/json

Accept - Encodi ng: gzi p, deflate

breadcrunbl d: | D-7473f a227425- 48456- 1528796902051- 0- 11576860
User- Agent: Apache-HttpClient/4.5.5 (Java 1.5 m nimum Java/1l.8.0_131)
X-CSl-Internal -Witeabl eRequest: true

Cont ent - Lengt h: 3253

Server: Jetty(9.2.z- SNAPSHOT)

[

"{\"event\": {\"comopnEvent Header\": {\"start EpochM crosec\": 1532032580526046, \ "sour cel d\":\"4087b997- db38-
42c9- 929b- 10d223388159\ ", \"event I d\":\"Traf ficStats_1. 2. 3. 4\",\"nfcNam ngCode\ ": \ "vVNF\ " \"
reportingEntityld\":\"No UUI D avail abl e\",\"internal Header Fi el ds\": {\"col | ector Ti neStanp\ ": \"

Thu, 07 19 2018 08:36:30 GVN\"},\"event Type\":\"HTTP request rate\",\"priority\":\"Normal\",\"version\":3,\"
reportingEntityNanme\":\"fwl I\", \"sequence\": 2010, \"donwi n\":\" measur ement sFor Vf Scal i ng\ ", \"

| ast EpochM crosec\ ": 1532032590713867, \ "event Nane\ ": \ " vFi rewal | Br oadcast Packet s\ ", \ "sourceNane\ ":\"vfw vf\" \"
nf Nami ngCode\ ":\ "vVNF\ "}, \ " nmeasur enent sFor Vf Scal i ngFi el ds\": {\ "cpuUsageArray\": [{\"percent Usage\":0,\"
cpuldentifier\":\"cpul\",\"cpuldl e\":100,\"cpuUsageSystem ": 0, \"cpuUsageUser\": 0}],\"neasurenentInterval \":
10,\"request Rat e\ ": 8001, \"vN cUsageArray\":[{\"transm ttedCctetsDel ta\":0,\"recei vedTot al Packet sDel ta\": 1020,
\"vNicldentifier\":\"ethO\",\"val uesAreSuspect\":\"true\",\"transm ttedTot al PacketsDelta\":0,\"

recei vedCct et sDel t a\ ": 43860} ], \ "neasur enent sFor Vf Scal i ngVersion\":2.1}}}",

"{\"event\":{\"comopnEvent Header\": {\"start EpochM crosec\": 1532032590713867, \ "sourcel d\":\"4087b997- db38-
42c9-929b-10d223388159\ ", \"event I d\":\"TrafficStats_1.2.3.4\",\"nf cNam ngCode\ ":\"vVNF\ ", \"
reportingEntityld\":\"No UU D avail abl e\",\"internal Header Fi el ds\": {\"col | ector Ti meStanp\":\"

Thu, 07 19 2018 08:36:40 GVN"},\"event Type\":\"HTTP request rate\",\"priority\":\"Nornmal\",\"version\":3,\"



reportingEntityNanme\":\"fwl I\", \"sequence\": 2011, \"donwi n\":\" measur ement sFor Vf Scal i ng\ ", \"

| ast EpochM crosec\ ": 1532032600902328, \ "event Nane\ ": \ "vFi rewal | Br oadcast Packet s\ ", \ "sourceNane\ ":\"vfw vf\" \"
nf Nam ngCode\ ":\ "vVNF\ "}, \ " nmeasur enent sFor Vf Scal i ngFi el ds\": {\ "cpuUsageArray\": [{\"percent Usage\":0,\"
cpuldentifier\":\"cpul\",\"cpuldle\":100,\"cpuUsageSystem ":0,\"cpuUsageUser\":0}],\"measurenent!|nterval\":
10,\"requestRate\": 7722, \"vN cUsageArray\":[{\"transm ttedCctetsDel ta\": 0,\"recei vedTot al Packet sDel ta\": 1019,
\"vNicldentifier\":\"ethO\",\"val uesAreSuspect\":\"true\",\"transm ttedTot al PacketsDelta\":0,\"

recei vedCct et sDel ta\ ": 43645} ], \ "neasur enent sFor Vf Scal i ngVersion\":2.1}}}",

"{\"event\":{\"comopnEvent Header\": {\"start EpochM crosec\": 1532032600902328, \ "sour cel d\":\"4087b997- db38-
42c9-929b- 10d223388159\ ", \"event I d\ ":\"TrafficStats_1.2. 3. 4\",\"nf cNam ngCode\ ": \ "vVNF\ " \"
reportingEntityld\":\"No UU D avail abl e\",\"internal Header Fi el ds\": {\"col | ector Ti meStanmp\":\"

Thu, 07 19 2018 08:36:51 GVN\"},\"event Type\":\"HTTP request rate\",\"priority\":\"Normal\",\"version\":3,\"
reportingEntityName\":\"fw l\" \"sequence\":2012,\"domai n\":\ " measur enent sFor Vf Scal ing\",\"

| ast EpochM crosec\ ": 1532032611090627, \ "event Narme\ ": \ "vFi rewal | Br oadcast Packet s\ ", \"sourceNane\ ":\"vfw vf\" \"
nf Nam ngCode\ ": \ "vVNF\ "}, \ " neasur enent sFor Vf Scal i ngFi el ds\": {\"cpuUsageArray\":[{\"percent Usage\":0,\"
cpuldentifier\":\"cpul\",\"cpuldle\":100,\"cpuUsageSystem ": 0, \"cpuUsageUser\":0}],\"measurenent!|nterval \":
10,\"request Rate\ ": 9862, \"vNi cUsageArray\":[{\"transnm ttedCctetsDelta\": 0,\"recei vedTot al Packet sDel ta\": 1016,
\"vNicldentifier\":\"ethO\",\"val uesAreSuspect\":\"true\",\"transm ttedTot al PacketsDelta\":0,\"
receivedCctetsDel ta\":43731}],\ "measur enent sFor Vf Scal i ngVersion\":2.1}}}"

]

The last event in the previous response corresponds to VES measurements published by the VES collector as shown in example 1.

Based on mesurements (vfw-vf in this case), TCA micro-service selects the appropriate configuration policy in order to analyse threshold crossing. As
receivedTotalPacketsDelta > 700, TCA gets vnf source data from the inventory, sets CL event status to ONSET and publishes alarm to DMaap with
source VNF data.

Http POST, TCA alarms publishing to DMaap

POST /event s/ unaut henti cat ed. DCAE_CL_OUTPUT HTTP/ 1.1

Content - Lengt h: 3511

Cont ent - Type: application/json; charset=UTF-8

Host: 10.0.11.1: 3904

Connection: Keep-Alive

User- Agent: Apache-HttpClient/4.5.5 (Java 1.5 m nimum Java/1.8.0_131)
Accept - Encodi ng: gzi p, defl ate

[

"cl osedLoopAl arnftart": 1532032580526046,

"cl osedLoopCont rol Nanme": " Contr ol Loop- vFi rewal | - dOaldf c6- 94f 5- 4f d4- a5b5- 4630b438850a",

"cl osedLoopEvent d i ent": " DCAE_| NSTANCE_I D. dcae-tca",

"cl osedLoopEvent St at us": " ONSET",

"front:"DCAE",

"pol i cyNanme": " DCAE. Config_tca-hi-lo",

"pol i cyScope": " DCAE",

"policyVersion":"v0.0.1",

"request | D':"79687abl- ccf 4- 495a- b6dd- 99eb8d890608" ,

"target":"generic-vnf.vnf-name",

"version":"1.0.2",

"AALT
"generic-vnf.vnf-nane":"vfwvf",
"generic-vnf.vnf-id":"ela9aclb-b9a0-4424-8659- 69426c8bf dc8",
"generic-vnf.vnf-type":"vfw svc/vsp_vfwsnk_1607 0",
"generic-vnf.service-id":"8eba27f e-89eb- 4c32- 9ee6- aa5428c7d962",
"generic-vnf.prov-status":"PROV,
"generic-vnf.orchestration-status":"Active",
"generic-vnf.in-maint":fal se,
"generic-vnf.is-closed-|oop-disabl ed": fal se,
"generic-vnf.resource-version":"1532012526533",
"generic-vnf.nodel -i nvariant-id":"c7582c77-5all-471c-a24f-5347ec811cdd",
"generic-vnf. nodel -version-id":"db0Of bb27-f d0d- 40eb- 8491- 0f 4a48adaefe",
"generic-vnf. nodel -cust om zation-id":"5365f464- 3e2e- 40be- 9dc2- 480c916bcf 10",
"generic-vnf.nf-type":"",
"generic-vnf.nf-function":"",
"generic-vnf.nf-role":"",
"generic-vnf.nf-nam ng-code": ""

H

"target _type":"VNF"



"cl osedLoopAl arnBtart": 1532032590713867,

"cl osedLoopCont r ol Nane": " Cont r ol Loop- vFi rewal | - dOaldf c6- 94f 5- 4f d4- a5b5- 4630b438850a",

"cl osedLoopEvent d i ent": " DCAE_|I NSTANCE_I D. dcae-tca",

"cl osedLoopEvent St at us": " ONSET",

“front: " DCAE",

"pol i cyName": " DCAE. Confi g_tca-hi-Ilo",

"pol i cyScope": " DCAE",

"policyVersion":"v0.0.1",

"request | D"':"79cf 7e2d- a39b- 41f c- abe4- e0Oc58b79af 8a",

"target":"generic-vnf.vnf-nanme",

"version":"1.0.2",

"AAI":
"generic-vnf.vnf-nanme":"vfw vf",
"generic-vnf.vnf-id":"ela9aclb-b9a0-4424-8659- 69426c8bfdc8",
"generic-vnf.vnf-type":"vfw svc/vsp_vfwsnk_1607 0",
"generic-vnf.service-id":"8eba27fe-89eb-4c32- 9ee6- aa5428c7d962",
"generic-vnf.prov-status":"PROV",
"generic-vnf.orchestration-status":"Active",
"generic-vnf.in-nmaint":fal se,
"generic-vnf.is-closed-|oop-di sabl ed": fal se,
"generic-vnf.resource-version":"1532012526533",
"generic-vnf.nodel -invariant-id":"c7582c77-5all-471c-a24f-5347ec811cdd",
"generic-vnf. nodel -version-id":"dbOf bb27-f dOd- 40eb- 8491- 0f 4a48adaef e",
"generic-vnf. nodel -custom zation-id":"5365f 464- 3e2e- 40be- 9dc2- 480c916bcf 10",
"generic-vnf.nf-type":"",

"generic-vnf.nf-function":"",

"generic-vnf.nf-role":"",

"generic-vnf.nf-nam ng-code":""
}

arget _type": " VNF"

"cl osedLoopAl arnBtart": 1532032600902328,

"cl osedLoopCont rol Nanme": " Contr ol Loop- vFi rewal | - dOaldf c6- 94f 5- 4f d4- a5b5- 4630b438850a",

"cl osedLoopEvent d i ent": " DCAE_|I NSTANCE_I D. dcae-tca",

"cl osedLoopEvent St at us": " ONSET",

"front: " DCAE",

"pol i cyName": " DCAE. Confi g_tca-hi-lo",

"pol i cyScope": " DCAE",

"policyVersion":"v0.0.1",

"request | D': "0460e743- bf 88- 40e0- 9e49- ¢356¢c903b0ce",

"target":"generic-vnf.vnf-nanme",

"version":"1.0.2",

"AAL" |
"generic-vnf.vnf-name":"vfw vf",
"generic-vnf.vnf-id":"ela9aclb-b9a0-4424-8659- 69426c8bfdc8",
"generic-vnf.vnf-type":"vfw svc/vsp_vfwsnk_1607 0",
"generic-vnf.service-id":"8eba27fe-89eb- 4c32- 9ee6- aa5428c7d962",
"generic-vnf.prov-status":"PROV",
"generic-vnf.orchestration-status":"Active",
"generic-vnf.in-nmaint":false,
"generic-vnf.is-closed-|oop-di sabl ed": fal se,
"generic-vnf.resource-version":"1532012526533",
"generic-vnf.nodel -invariant-id":"c7582c77-5all-471c-a24f-5347ec811cdd",
"generic-vnf. nodel -version-id":"dbOf bb27-f dOd- 40eb- 8491- 0f 4a48adaef e",
"generic-vnf. nodel -custom zation-id":"5365f 464- 3e2e- 40be- 9dc2- 480c916bcf 10",
"generic-vnf.nf-type":"",

"generic-vnf.nf-function":"",
"generic-vnf.nf-role":"",
"generic-vnf.nf-nam ng-code":""

}

arget _type": " VNF"

The policy component requests DMaap in order to get published alarms: GET /events/unauthenticated. DCAE_CL_OUTPUT/dcae.policy.shared
/drools?timeout=15000&Iimit=100 HTTP/1.1



GET response

HTTP/ 1.1 200 K

Date: Thu, 19 Jul 2018 20:41:36 GVI

Cache-Control : no-store, no-cache, nust-revalidate
Pragma: no-cache

Expires: 0

Cont ent - Type: application/json

Accept: application/json

Accept - Encodi ng: gzi p, deflate

breadcrunbl d: | D-7473f a227425- 48456- 1528796902051- 0- 11578575
limt: 100

timeout: 15000

User - Agent: Apache-HttpClient/4.5.5 (Java/1l.8.0_171)
X-CSl-Internal -Witeabl eRequest: true

Cont ent-Length: 1281

Server: Jetty(9.2.z- SNAPSHOT)

[

"{\"cl osedLoopEvent dient\":\"DCAE_| NSTANCE_I D. dcae-tca\",\"policyVersion\":\"v0.0.1\",\"policyNanme\":\"
DCAE. Config_tca-hi-lo\",\"policyScope\":\"DCAE\",\"target _type\":\"VNR\ ", \"AAI\":{\"generic-vnf.resource-
version\":\"1532012526533\",\"generic-vnf.nf-role\":\"\" ,\"generic-vnf.prov-status\":\"PROA",\"generic-vnf.
orchestration-status\":\"Active\",\"generic-vnf.is-closed-|oop-disabled\":false,\"generic-vnf.service-id\":\"
8eba27f e- 89eb- 4c32- 9ee6- aa5428c7d962\ ", \ "generic-vnf.in-maint\":fal se,\"generic-vnf.nf-type\":\"\" \"generic-
vnf. nf-nam ng-code\":\"\" \"generic-vnf.vnf-name\":\"vfwvf\" \"generic-vnf.nodel -version-id\":\"dbOf bb27-

f d0d- 40eb- 8491- 0f 4a48adaef e\ ", \ "generi c-vnf. nodel - cust om zati on-id\":\"5365f 464- 3e2e- 40be- 9dc2-

480c916bcf 10\ ", \"generic-vnf.nf-function\":\"\" \"generic-vnf.vnf-type\":\"vfw svc/vsp_vfwsnk_1607 O\",6\"
generic-vnf.nodel -invariant-id\":\"c7582c77-5all-471c- a24f-5347ec811lcdd\",\"generic-vnf.vnf-id\":\"ela9aclb-
b9a0- 4424- 8659- 69426c8bf dc8\ "}, \ "cl osedLoopAl arnfStart\": 1532032875991084, \ " cl osedLoopEvent Stat us\ ":\" ONSET\ ",
\"cl osedLoopCont rol Narme\ ":\ " Control Loop- VvFi rewal | - dOaldf c6- 94f 5- 4f d4- abb5- 4630b438850a\ ", \"version\":\1"1.0. 2
\",\"target\":\"generic-vnf.vnf-nane\", \"request| D\ ":\"1a6f 980d- 4eed- 432d- ba58- 83bd34659f 64\ ", \"from ":\"
DCAE\ "} "

1

When detecting the published alarm, the policy begins to send notifications to DMaap with different stages of policy processing (POLICY-CL-MGT
topic).

It first acknowledges the onset alarm by sending an ACTIVE notification.

POST POLICY-CL-MGT: ACTIVE notification

POST / event s/ POLI CY- CL- MGT HTTP/ 1.1

Cont ent - Type: application/canbria

Accept: application/json

Cont ent - Lengt h: 1492

Host: vmil. nr. si npl edenp. onap. or g: 3904

Connection: Keep-Alive

User - Agent: Apache-HttpClient/4.5. 5 (Java/l.8.0_171)
Accept - Encodi ng: gzi p, deflate

36. 1447. 9f b731ea- 6449- 4194- bOae- 618e50a87125{
"AALT

"generic-vnf.resource-version": "1532012526533",
"generic-vnf.nf-role": "",
"generic-vnf.prov-status": "PROV',
"generic-vnf.orchestration-status": "Active",
"generic-vnf.is-closed-|oop-disabled": "false",
"generic-vnf.service-id": "8eba27fe-89eb-4c32-9ee6- aa5428c7d962",
"generic-vnf.in-maint": "fal se",
"generic-vnf.nf-type": ""
"generi c-vnf.nf-nam ng-code":
"generic-vnf.vnf-nane": "vfwvf",
"generic-vnf. nodel -version-id": "dbOfbb27-fd0d- 40eb- 8491- 0f 4a48adaefe",
"generic-vnf.nodel -custom zation-id": "5365f464-3e2e-40be-9dc2-480c916bcf 10",
"generic-vnf.nf-function": "",
"generic-vnf.vnf-type": "vfw svc/vsp_vfwsnk_1607 0",
"generic-vnf.nodel -invariant-id": "c7582c77-5all-471c-a24f-5347ec811cdd",
"generic-vnf.vnf-id": "ela9aclb-b9a0-4424-8659-69426c8bf dc8"



"cl osedLoopAl arnfStart": 1532032875991084,
"cl osedLoopCont rol Nane": "Control Loop-vFirewal | - dOaldf c6- 94f 5- 4f d4- a5b5- 4630b438850a",
"version": "1.0.2",
"requestld": "1a6f980d-4eed-432d-ba58-83bd34659f 64",
"cl osedLoopEvent i ent": "DCAE_|I NSTANCE I D. dcae-tca",
"target Type": "VNF",
"target": "generic-vnf.vnf-nane",
"fron': "pdp-0001-controller=controll oop: anst erdant',
"policyScope": "cont,
"policyNanme": "com Confi g_BRMS_Param BRVSPar anvFi rewal | . EVENT",
"policyVersion": "5",
"notification": "ACTIVE",
"notificationTinme": "2018-07-19 20: 41: 46. 486000+00: 00",
"history": []
}

In the previous notification, the onset is enriched with inventory data of the vFWSNK vnf. The policy action does apply on this vnf. So, policy queries
the inventory to get the targeted entity by the closed loop.

Policy request to A&AI to get CL targeted entity

[ Sessi on org. onap. pol i cy-engi ne. drool s. anst er dam pol i cy- anst erdam rul es: 3. 0. 0: cl osedl| oop- anst er dani
[ QUT| AAI | htt ps:// aai . api . si npl edenp. onap. or g: 8443/ aai / sear ch/ nanmed- query]| ]

{
"query-paranmeters": {
"naned- query": {
"named- query-uui d": "a93ac487-409c- 4e8c- 9e5f - 334ae8f 99087"
}
I
"instance-filters": {
"instance-filter": [
{
"generic-vnf": {
"vnf-id": "ela9aclb-b9a0-4424-8659-69426c8bf dc8"
}
}
]
}
}

A&AIl response

[ Sessi on org. onap. pol i cy-engi ne. drool s. anst er dam pol i cy- anst erdam rul es: 3. 0. 0: cl osedl oop- anst er danj
[I N AAI | htt ps: // aai . api . si npl edenp. onap. or g: 8443/ aai / sear ch/ named- query]| ]

{
"inventory-response-iteni:|
{

"model - name": "vsp_vfwsnk_1607",

"generic-vnf":{
"vnf-id":"ela9aclb-b9a0- 4424- 8659- 69426c8bf dc8",
"vnf-name":"vfw vi",
"vnf-type":"vfw svc/vsp_vfwsnk_1607 0",
"service-id":"8eba27f e- 89eb- 4c32- 9ee6- aa5428c7d962",
"prov-status":"PROV',
"orchestration-status":"Active",
"in-maint":fal se,
"i s-cl osed-1 oop-di sabl ed": f al se,
"resource-version":"1532012526533",
"nodel -invariant-id":"c7582c77-5all-471c-a24f-5347ec811cdd",
"nodel -version-id":"db0f bb27-f d0d- 40eb- 8491- 0f 4a48adaef e",
"nodel - cust oni zati on-i d": "5365f 464- 3e2e- 40be- 9dc2- 480c916bcf 10",
"nf-type":"",

"nf-function":"",

"nf-role":"",
"nf - nam ng-code": ""



"extra-properties":{

},
"inventory-response-itens":{
"inventory-response-itent:[

{

"nodel - name": "vfw svc",

"service-instance": {
"service-instance-id":"d39d0833- ea8a- 45be-8863-76715697cdb3",
"service-instance-nane":"vfw svc_1607",
"envi ronnent - context ": " Gener al _Revenue- Beari ng",
"wor kl oad- cont ext": " Production",
"nodel -i nvari ant-i d":"46c0d35f - 4a34- 4f 5b- 9ee3- f d65f 6f 74ac2",
"model -version-id":"84909c11- 1a62-47b3- 9aed- 59c2ec5c¢891d",
"resource-version":"1532011795844",
"orchestration-status":"Active"

H

"extra-properties":{

b

"inventory-response-itens":{
"inventory-response-itent:[

{

"nodel - nane": "vsp_vpg_1607",

"generic-vnf":{
"vnf-id":"belc20fe-2646-45al-b85d-80c4b00832a7",
"vnf-nane":"vpg-vf",

"vnf-type":"vfw svc/vsp_vpg_1607 0",

"service-id":"8eba27f e- 89eb- 4c32- 9ee6- aa5428c7d962",
"prov-status":"PROV',

"orchestration-status":"Active",

"in-maint":fal se,

"is-cl osed-1 oop-di sabl ed": f al se,
"resource-version":"1532012545029",

"nmodel -invariant-id":"bf2a3891-148d- 442f - al36- 10782e48a418",
"nodel -version-id":"89468b54- 0e2c-4307- aac4-4661a53c0aac",
"nodel - cust om zation-id":"0Oecc8cf9-19d8-41d7-9048-f22da4172d58"
"nf-type":"",

"nf-function":"",

"nf-role":"",

"nf - nam ng- code": ""

b

"extra-properties":{

}

}
]
}
}

The policy reacts to the published alarm by posting the CL operation to DMaap:

POST CL operation to DMaap

POST / events/ APPC-CL HTTP/ 1.1

Cont ent - Type: application/canbria

Accept: application/json

Cont ent - Lengt h: 810

Host: vml. nr. si npl edeno. onap. or g: 3904

Connection: Keep-Alive

User - Agent: Apache-HttpClient/4.5.5 (Java/1l.8.0_171)
Accept - Encodi ng: gzip, deflate

36.766. 1cb70869- 6a79- 4d28- ba72-f el3cff ldal4{



" CommpnHeader ": {
"Ti meStanp": 1532032906679,
"APlver": "1.01",
"Request | D': "1a6f980d- 4eed- 432d- ba58- 83bd34659f 64",
"SubRequestI D': "1",
"Request Track": [],

"Flags": []
b
"Action": "MdifyConfig",
"Payl oad": {
"generic-vnf.vnf-id": "belc20fe-2646-45al-b85d-80c4b00832a7",
"pg-streanms": {
"pg-streant: [
{
"id": "fw_udpl",
"is-enabl ed": "true"
H
{
"id": "fw_udp2",
"is-enabl ed": "true"
b
{
"id": "fw_udp3",
"is-enabled": "true"
H
{
"id": "fw_udp4",
"is-enabl ed": "true"
b
{
"id": "fw_udp5",
"is-enabl ed": "true"
}
]
}
}

At this stage, the policy posts a set of notifications related to the operation processing (POLICY-CL-MGT topic). In fact, the policy engine queries the
GUARD for the ability to apply the operation of the CL. If permitted, it locks the target vnf (vPKG) so that no other similar operation could target the
same vnf. It specifies also the actor responsible for performing the operation and the target vnf for the closed loop.

Policy opetration processing notifications

PCST / event s/ POLI CY- CL- MGT HTTP/ 1.1

Cont ent - Type: application/canbria

Accept: application/json

Cont ent - Lengt h: 4765

Host: vml. nr. si npl edeno. onap. or g: 3904

Connection: Keep-Alive

User - Agent: Apache-HttpClient/4.5.5 (Java/1l.8.0_171)
Accept - Encodi ng: gzi p, defl ate

36. 1530. 9f b731ea- 6449- 4194- bOae- 618e50a87125{
"AALT |
"generic-vnf.resource-version": "1532012526533",
"generic-vnf.nf-role": "",

"generic-vnf.prov-status": "PROV',
"generic-vnf.orchestration-status": "Active",
"generic-vnf.is-closed-|oop-disabled"': "false",
"generic-vnf.service-id": "8eba27fe-89eb-4c32-9eeb- aa5428c7d962",
"generic-vnf.in-maint": "fal se",

"generic-vnf.nf-type": ,
"generi c-vnf.nf-nam ng-code":
"generic-vnf.vnf-name": "vfw vf",

"generic-vnf. nodel -version-id": "dbOf bb27-fd0d- 40eb- 8491- 0f 4a48adaefe",
"generic-vnf. nodel -custom zation-id": "5365f464-3e2e-40be-9dc2-480c916bcf 10",
"generic-vnf.nf-function": "",

"generic-vnf.vnf-type": "vfw svc/vsp_vfwsnk_1607 0",



"generic-vnf.nodel -invariant-id": "c7582c77-5all-471c-a24f-5347ec811cdd",
"generic-vnf.vnf-id": "ela9aclb-b9a0-4424-8659-69426c8bf dc8"

o

"cl osedLoopAl arnStart": 1532032875991084,

"cl osedLoopCont rol Nane": " Control Loop-VvFirewal | - dOaldf c6- 94f 5- 4f d4- a5b5- 4630b438850a",

"version": "1.0.2",

"requestld": "1a6f980d-4eed-432d-ba58-83bd34659f 64",

"cl osedLoopEvent Cient": "DCAE_|I NSTANCE I D. dcae-tca",

"target Type": "VNF",

"target": "generic-vnf.vnf-nane",

"front': "policy:ansterdant,

"policyScope": "conf,

"pol i cyName": "com Confi g_BRMS_Par am BRVSPar anvFi r ewal | . EVENT. MANAGER. OPERATI ON. LOCKED.

GUARD_NOT_YET_QUERI ED",

"policyVersion": "5",

"notification": "OPERATION',

"message”: "Sending guard query for APPC MdifyConfig",

"notificationTinme": "2018-07-19 20: 41: 46. 671000+00: 00",

"history": []
}
36. 1495. 9f b731ea- 6449- 4194- bOae- 618e50a87125{
"AAIT:
"generic-vnf.resource-version": "1532012526533",
"generic-vnf.nf-role": ""
"generic-vnf.prov-status": "PROV',
"generic-vnf.orchestration-status": "Active",
"generic-vnf.is-closed-|oop-disabled": "fal se",
"generic-vnf.service-id": "8eba27fe-89eb-4c32-9eeb- aa5428c7d962",
"generic-vnf.in-naint": "fal se",
"generic-vnf.nf-type": "",
"generic-vnf.nf-nam ng-code": ""
"generic-vnf.vnf-name": "vfw vf",
"generic-vnf.nodel -version-id": "dbOfbb27-fd0d-40eb-8491- 0f 4a48adaef e",
"generic-vnf. nodel -custom zation-id": "5365f464-3e2e-40be-9dc2-480c916bcf 10",
"generic-vnf.nf-function": ""
"generic-vnf.vnf-type": "vfw svc/vsp_vfwsnk_1607 0",
"generic-vnf.nodel -i nvariant-id": "c7582c77-5all-471c-a24f-5347ec811lcdd",
"generic-vnf.vnf-id": "ela9aclb-b9a0-4424-8659-69426c8bf dc8"
b
"cl osedLoopAl arnStart": 1532032875991084,
"cl osedLoopCont rol Nane": "Control Loop-vFirewal | - doaldf c6- 94f 5- 4f d4- a5b5- 4630b438850a",
"version": "1.0.2",
"requestld": "l1a6f980d-4eed-432d-ba58-83bd34659f 64",
"cl osedLoopEvent i ent": "DCAE_|I NSTANCE | D. dcae-tca",
"target Type": "VNF",
"target": "generic-vnf.vnf-name",
"from': "policy:ansterdant,
"policyScope": "conf,
"policyName": "com Confi g_BRMS_Param BRVSPar anvFi r ewal | . GUARD. RESPONSE" ,
"policyVersion": "5",
"notification": "OPERATION',
"message": "Quard result for APPC ModifyConfig is Permt",
"notificationTime": "2018-07-19 20: 41: 46. 676000+00: 00",
"history": []
}
36. 1605. 9f b731ea- 6449- 4194- bOae- 618e50a87125{
"AAI":

"generic-vnf.resource-version": "1532012526533",
"generic-vnf.nf-role": "",

"generic-vnf.prov-status": "PROV',
"generic-vnf.orchestration-status": "Active",
"generic-vnf.is-closed-|oop-disabled": "fal se",
"generic-vnf.service-id": "8eba27fe-89eb-4c32-9eeb- aa5428c7d962",
"generic-vnf.in-naint": "fal se",

"generic-vnf.nf-type": "",
"generi c-vnf.nf-nam ng-code":
"generic-vnf.vnf-name": "vfw vf",

"generic-vnf. nodel -version-id": "dbOf bb27-fd0d- 40eb- 8491- 0f 4a48adaef e",
"generic-vnf. nodel -custom zation-id": "5365f464-3e2e-40be-9dc2-480c916bcf 10",
"generic-vnf.nf-function": "",

"generic-vnf.vnf-type": "vfw svc/vsp_vfwsnk_1607 0",



"generic-vnf.nodel -invariant-id": "c7582c77-5all-471c-a24f-5347ec811cdd",
"generic-vnf.vnf-id": "ela9aclb-b9a0-4424-8659-69426c8bf dc8"

o

"cl osedLoopAl arnStart": 1532032875991084,

"cl osedLoopCont rol Nane": " Control Loop-VvFirewal | - dOaldf c6- 94f 5- 4f d4- a5b5- 4630b438850a",

"version": "1.0.2",

"requestld": "1a6f980d-4eed-432d-ba58-83bd34659f 64",

"cl osedLoopEvent Cient": "DCAE_|I NSTANCE I D. dcae-tca",

"target Type": "VNF",

"target": "generic-vnf.vnf-nane",

"front': "policy:ansterdant,

"policyScope": "conf,

"policyName": "com Confi g_BRMS_Par am BRVSPar anvFi r ewal | . EVENT. MANAGER. OPERATI ON. LOCKED. GUARD_PERM TTED",

"policyVersion": "5",

"notification": "OPERATION',

"message": "actor=APPC, oper ati on=Mbdi fyConfi g, target=Target [type=VNF, resourcel D=bf2a3891-148d-442f-al36-
10782e48a418] , subRequest | d=1",

"notificationTinme": "2018-07-19 20: 41: 46. 679000+00: 00",

"history": []
}

The APPC indicates that operation is accepted through POST to DMaap (APPC-CL topic):

APPC POST "operation accepted”

POST / events/ APPC-CL HTTP/ 1.1

Cont ent - Type: application/canbria

Cont ent - Lengt h: 643

Host: 10.0.11.1:3904

Connection: Keep-Alive

User - Agent: Apache-HttpClient/4.5.3 (Java 1.5 mininmum Java/1.8.0_171)
Accept - Encodi ng: gzi p, defl ate

{
"Status": {
"Val ue": " ACCEPTED",
" Code": " 100"
H

" CommonHeader " : {
"OriginatorlD':null,
"Subrequest | D': nul |,
"Request | D': " 1a6f 980d- 4eed- 432d- ba58- 83bd34659f 64",
"APlver":"1.01",
"Ti meSt anp": " 1532032906679"

},
"Payl oad": {

"generic-vnf.vnf-id":"belc20fe-2646-45al-b85d-80c4b00832a7",

"pg-streanms”: "{\\\"pg-streams\\\": {\\\"pg-stream \\": [{\\\"id\\\":\\\"fw udpI\\\", \\\"is-enabled\\\":
WA trueM WA} VWAV N fw udp2A\ VY, W\ i s-enabl ed\V A AN true\ VA NNV AV AN T fw udp3h VA, VT
is-enabl ed\\\":\\\"true\\\ "}, {A\V" i dVA "\ fw udpd\ WY, W\ Mis-enabl ed\ A\ AV " trued VA AV dV Lo
fw udp5\\\ ", \\\"is-enabl ed\\\":\\\"true\\\"}]}}"

}

}

APPC applies the CL operation:

APPC action

PUT /restconf/config/ network-topol ogy: net wor k-t opol ogy/ t opol ogy/t opol ogy- net conf/ node/ belc20f e- 2646- 45a1-
b85d- 80c4b00832a7/ yang- ext : nount / sanpl e- pl ugi n: sanpl e- pl ugi n/ pg-streans/ HITP/ 1.1

Content-type: application/json

Cont ent - Lengt h: 221

Host: 10.0.2.1:8282

Connection: Keep-Alive

User- Agent: Apache-HttpCient/4.5. 3 (Java/l.8.0_171)

Accept - Encodi ng: gzi p, defl ate

Aut hori zation: Basic YWRt aW6YWRt aVi=



{"pg-streans": {"pg-streant:[{"id":"fw udpl", "is-enabled":"true"},{"id":"fw udp2", "is-enabled":"true"},
{"id":"fw udp3", "is-enabled":"true"}, {"id":"fw udp4", "is-enabled":"true"}, {"id":"fw udp5", "is-enabled":"
true"}]}}

This operation corresponds to the execution of the latest action (ModifyConfig) of topology-operation-all Directed Graph

restartServer() =) SUCCESS

() failure ]

\-{é rebuild H rebuidServery)

\-(é —in H migrateServer()

\E§ snapshot g)-¢| createSnapshot()

migrate H evacuateServer()

§ oo

modifyConfig g)—(:j block

APPC publishes the status of the operation:

Operation status published by APPC

POST /events/ APPC-CL HTTP/ 1.1

Cont ent - Type: application/canbria

Cont ent - Lengt h: 642

Host: 10.0.11. 1: 3904

Connection: Keep-Alive

User- Agent: Apache-HttpClient/4.5.3 (Java 1.5 m ninmum Java/1l.8.0_171)
Accept - Encodi ng: gzi p, deflate

0.636. {
"Status":{



"Val ue": " SUCCESS",
" Code": " 400"

o

" CommonHeader " : {

"OriginatorlD':null,

" Subrequest I D': nul |,

"Request | D': " 1a6f 980d- 4eed- 432d- ba58- 83bd34659f 64",

"APlver":"1.01",

"Ti meSt anp": " 1532032906679"

b
"Payl oad": {

"generic-vnf.vnf-id":"belc20fe-2646-45al-b85d-80c4b00832a7",

"pg-streams”: "{\\\"pg-streams\\\": {\\\"pg-stream \\":[{\\\"id\\\":\\\"fw udpI\\\", \\\"is-enabled\\\":
WA trueM\A '} VNV TV N Fw udp2\V VY, W\ i s-enabl ed\V AN AN T true\ AV AV AV NN T fwudp3h VY, VT
is-enabl ed\\\":\\\"true\\\ "}, {A\V i dVA "\ fw udpd\A Y, W\ Mis-enabl ed\ A\ ANV " trued VA, vV i dV Lo
fw_udp5\\\", \\\"is-enabl ed\\\":\\\"true\\\"}]1}}"

}

}

Policy gets the last events published on APPC-CL topic: GET /events/APPC-CL/el14c7c74-be39-492f-b3f4-26b0a0748155/drools?
timeout=15000&limit=100 HTTP/1.1

GET response

HTTP/ 1.1 200 K

Date: Thu, 19 Jul 2018 20:41:47 GVIT

Cache-Control : no-store, no-cache, nust-revalidate
Pragma: no-cache

Expires: 0

Cont ent - Type: application/json

Accept: application/json

Accept - Encodi ng: gzi p, deflate

breadcrunbl d: | D- 7473f a227425- 48456- 1528796902051- 0- 11578639
limt: 100

timeout: 15000

User - Agent: Apache-HttpClient/4.5.5 (Java/1l.8.0_171)
X-CSl-Internal -Witeabl eRequest: true

Cont ent - Lengt h: 854

Server: Jetty(9.2.z- SNAPSHOT)

[

"{\"Status\":{\"Value\":\"SUCCESS\",\" Code\":\"400\"},\ " CommonHeader\": {\"OriginatorID\":null,\"
Subrequest I D\": nul | ,\"Request | D\":\"1a6f 980d- 4eed- 432d- ba58- 83bd34659f 64\ " ,\ "APl ver\":\"1. 01\ ", \ " Ti meSt anp\ ":
\ " 1532032906679\ "}, \ " Payl oad\": {\ "generi c-vnf.vnf-id\":\"belc20fe-2646-45al-bh85d- 80c4b00832a7\",\ " pg-
streans\ ":\"{\\\\\\\"pg-streams\\\\ AWV (AN " pg-stream VALV VLV i db LAV s Ve
fa_udpZVAVAAVAAY ) ANV i s-enabl ed\ VNV AL VDV " Erued VALV 3 VL i db VLV s VY
fw_udp2V VAV ANV i s-enabl ed A VAL VLAV E el VALV 0 dl VLV VLY
fw_udp3W VAWV ANV i s-enabl ed A VAL VDAL "t el VALV L db VLV VY
fw_udpAA NNV ANV i s-enabl ed\ A VAV AL VNVt el VALV 0 dl VLV VLY
fw_udpS\ VANV ANV i s-enabl ed\ AV ANV "t rue\ VAV RV

]

Policy publishes notifications that indicate the final status of the operation

Notifications on final operation status

POST / event s/ POLI CY- CL- MGT HTTP/ 1.1

Cont ent - Type: application/canbria

Accept: application/json

Cont ent - Lengt h: 3592

Host: vmil. nr. si npl edeno. onap. or g: 3904

Connection: Keep-Alive

User - Agent: Apache-HttpClient/4.5.5 (Java/1l.8.0_171)
Accept - Encodi ng: gzip, deflate

36. 1647. 9f b731ea- 6449- 4194- bOae- 618e50a87125{
"AALT: {
"generic-vnf.resource-version": "1532012526533",



"generic-vnf.nf-role":
"generic-vnf.prov-status": "PROV',
"generic-vnf.orchestration-status": "Active",
"generic-vnf.is-closed-|oop-disabled": "fal se",
"generic-vnf.service-id": "8eba27fe-89eb-4c32-9ee6- aa5428c7d962",
"generic-vnf.in-maint": "fal se",
"generic-vnf.nf-type": "",
"generi c-vnf.nf-nam ng-code":
"generic-vnf.vnf-nane": "vfwvf",
"generic-vnf. nodel -version-id": "dbOfbb27-fd0d-40eb- 8491- 0f 4a48adaefe",
"generic-vnf. nodel -custom zation-id": "5365f464-3e2e-40be-9dc2-480c916bcf 10",
"generic-vnf.nf-function": "",
"generic-vnf.vnf-type": "vfw svc/vsp_vfwsnk_1607 0",
"generic-vnf.nodel -invariant-id": "c7582c77-5all-471c-a24f-5347ec811cdd",
"generic-vnf.vnf-id": "ela9aclb-b9a0-4424-8659-69426c8bf dc8"

b

"cl osedLoopAl arnfStart": 1532032875991084,

"cl osedLoopCont rol Nane": " Control Loop-VvFirewal | - dOaldf c6- 94f 5- 4f d4- a5b5- 4630b438850a",

"version": "1.0.2",

"request|d": "la6f980d-4eed-432d-ba58-83bd34659f 64",

"cl osedLoopEvent i ent": "DCAE_|I NSTANCE I D. dcae-tca",

"target Type": "VNF",

"target": "generic-vnf.vnf-nane",

"fron': "policy:ansterdant,

"policyScope": "cont,

"policyName": "com Confi g_BRMS_Par am BRVSPar anvFi r ewal | . APPC. RESPONSE" ,

"policyVersion": "5",

"notification": "OPERATION: SUCCESS",

"message": "actor=APPC, oper ati on=Mbdi fyConfi g, target=Target [type=VNF, resourcel D=bf2a3891-148d-442f-al36-

10782e48a418] , st art =2018- 07- 19T20: 41: 46. 678Z, end=nul | , subRequest | d=1, out come=nul | , nessage=nul | ",
“notificationTime": "2018-07-19 20: 41: 47. 032000+00: 00",

"history": []
}
36. 1855. 9f b731ea- 6449- 4194- bOae- 618e50a87125{

"AALT |
"generic-vnf.resource-version": "1532012526533",
"generic-vnf.nf-role": ""
"generic-vnf.prov-status": "PROV',
"generic-vnf.orchestration-status": "Active",
"generic-vnf.is-closed-1oop-disabled": "fal se",
"generic-vnf.service-id": "8eba27fe-89eb-4c32-9eeb- aa5428c7d962",
"generic-vnf.in-maint": "fal se",
"generic-vnf.nf-type": "",
"generic-vnf.nf-nam ng-code": ""
"generic-vnf.vnf-nane": "vfwvf",
"generic-vnf. nodel -version-id": "dbOf bb27-fd0d- 40eb- 8491- 0f 4a48adaefe",
"generic-vnf. nodel -custom zation-id": "5365f464-3e2e-40be-9dc2-480c916bcf 10",
"generic-vnf.nf-function": ""
"generic-vnf.vnf-type": "vfw svc/vsp_vfwsnk_1607 0",
"generic-vnf.nodel -i nvariant-id": "c7582c77-5all-471c-a24f-5347ec811lcdd",
"generic-vnf.vnf-id": "ela9aclb-b9a0-4424-8659-69426c8bf dc8"

}

"cl osedLoopAl arnStart": 1532032875991084,

"cl osedLoopCont rol Nane": "Control Loop-vFirewal | - dOaldf c6- 94f 5- 4f d4- a5b5- 4630b438850a",
"version": "1.0.2",

"requestld": "1a6f980d-4eed-432d-ba58-83bd34659f 64",

"cl osedLoopEvent i ent": "DCAE_I NSTANCE | D. dcae-tca",

"target Type": "VNF",

"target": "generic-vnf.vnf-name",

"fronf': "policy: ansterdant,

"policyScope": "conf,

"policyName": "com Confi g_BRMsS_Param BRVSPar anvFi rewal | . EVENT. MANAGER',

"policyVersion": "5",
"notification": "FINAL: SUCCESS',
"message”: "Exception in processing closed |oop",
"notificationTime": "2018-07-19 20: 41: 47.036000+00: 00",
"history": [

{

"actor": "APPC',
"operation": "MdifyConfig",
"target": "Target [type=VNF, resourcel D=bf2a3891-148d-442f-al36-10782e48a418]",



"start": 1532032906678,

"end": 1532032907035,

"subRequestId": "1",

"outcone": "Failure_Exception",

"message": "current operation is not null (an operation is already running)"

At this stage, we can check sink graphs to see if traffic volume has been regulated:

in ®min: 0.6 KBfs, avg: 1.4KB/s, max: 2.1KB/s in ®min: 0.2KB/s, avg: 1.5KB/s, max: 2.9 KB/s
out ®min: 0.0 KB/fs, avg: 0.0KB/s, max: 0.0 KB/s out ® min: 0.0 KB/s, ava: 0.0 KB/s, max: 0.0KB/s
last 60 seconds last 60 minutes

in mmin: 0.2 KB/s, avg: 0.4KE/s, max: 1.6 KE/s in ®mmin: 0.4KBfs, avg: 0.0KE/s, max: 0.4KB/s
out ®mmin: 0.0 KB/fs, avg: 0.0KEB/s, max: 0.0 KB/s out ® min: 0.0 KE/s, avag: 0.0 KB/s, max: 0.0 KB/s
last 24 hours last 31 days
Analysis

The vFW closed loop is based on VES (VNF Event Stream) reported measurements that TCA analyses and publishes related alams to DMaap. The
policy has the responsibility for triggering ModifyConfig action that APPC executes on the target vnf (vPKG). All closed loop interactions are relying on
the Message router (DMaap) by publishing topics and subscribing to them.

The policy component has the biggest responsibility in this mechanism. It takes decision for applying CL actions, requests the inventory for the target
vnf and selects CL actor, and follows the execution of the action by posting CL operation notification.

On the APPC side, the CL the action corresponds to the exection of a Directed graph.



vFW_VES_Agent | | VES_Collectar | -

T
| Send VES mesurements
e E—

Publish WVES mesurements
VES_MEASUREMENT_OUTPUT tapic

Get VES mesurements

Analyse threshaold crossing

Publish alarms
DCAE_CL_CUTPUT topic

Get published alarms
DCAE_CL_OUTPUT topic

Fublish CL active notification published
POLICY-CL-MGT tapic

i Search for target VNF !

Response: target wnf

Fublish CL operation
APPC-CL topic

Publish CL operation processing natification
POLICY-CL-MGT tapic

Publish operation accepted status
APPC-CL topic

| ! Apply CL ModifyConfig operation

Publish operation success status
APPC-CL topic

Fublish CL final notification ‘success’
POLICY-CL-MGT topic

VFW_VES_Agent | | VES_Collectar | -
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