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Originally in the logging specification ONAP Application Logging Specification v1.2 (Casablanca) - but will be cross specification releases - so a separate
guide.

See additional developer/deployment oriented details on ONAP Development

Luke Parker has added a logging library and example project that exposes a 3rd party jar in nexus.onap.org at
https://nexus.onap.org/service/local/repositories/snapshots/content/org/onap/logging-analytics/logging-slf4j/

Do we need to use this library? good question — you have 4 options (unchanged, do your own code changes/library, use the SLF4J library from Luke
(includes MDC/Marker support) or use the AOP (WIP) wrapper on the SLF4J library — it uses aspects to (so-far) add ENTRY/EXIT marker (labelled) logs
for each function call in scope. Using the library is optional — the goal is to reduce the amount of work teams need to do to adhere to the new MDC/Marker
specification for Casablanca.

https://nexus.onap.org/service/local/repositories/snapshots/content/org/onap/logging-analytics/logging-library/

There are developer details on using the libraries (pom.xml edits, spring AOP additions) and how to deploy the logdemo pod alongside onap that demos
using the libraries

https://wiki.onap.org/pages/viewpage.action?pageld=28378955#ONAPApplicationLoggingSpecificationvl.2(Casablanca)-DeveloperGuide
The code is ready for use as we finish the library (java is most up to date for now, python is in progress)

https://git.onap.org/logging-analytics/tree/reference

The demo RI stack

oom kubernetes chart

https://git.onap.org/logging-analytics/tree/reference/logging-kubernetes

docker build

https://git.onap.org/logging-analytics/tree/reference/logging-docker-root/logging-docker-demo
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https://git.onap.org/logging-analytics/tree/reference/logging-sif4j

Overall Logging and ELK Architecture

Log Locations and Volumes

Adding Filebeat to an ONAP Kubernetes POD

See commit https://gerrit.onap.org/r/#/c/57171/ for =~ LOG-137 - Getting issue details... for reference
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Python: pylog Library

https://lists.onap.org/g/onap-discuss/topic/logging_python_logging/25307286?p=,,,20,0,0,0::recentpostdate%2Fsticky,,,20,2,0,25307286

JAVA: Adding Logging to a WAR Project

Logback.xml

place in src/main/java/resources

based off https://git.onap.org/logging-analytics/tree/reference/logging-slf4j/src/test/resources/logback.xml

But don't use this file yet until it is finished testing and the indexing is modified on the ELK side - https://gerrit.onap.org/r/#/c/57171/
Until then you can continue to use the same logback.xml used by other components that already log like portal/policy/aai/vid/clamp

https://gerrit.onap.org/r/#/c/62405
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#20180925
<l-- MDC and MARKER specific for Cassabl anca -->
<property nanme="LogTi nest anp" val ue="9%{ &quot ; yyyy- Mt dd' T' HH: nm ss. SSSXXX&quot ;, UTC}"/ >

<property name="Level " val ue="% -5l evel "/ >

<property nanme="Logger" val ue="9% ogger"/ >

<property name="Milc" val ue="% epl ace(% epl ace(%rdc) {"\t',"\\\\t"}){"\n","\\\\n"}"/>
<property nane="Message" val ue="% epl ace(% epl ace(%rsg) {" \t',"\\\\t"}){"\n","\\\\n"}"/>
<property nanme="Root Excepti on" val ue="% epl ace(% epl ace(% oot Exception){'\t', "\\\\t"}){"\n","\\\\n"}"/>
<property nanme="Marker" val ue="% epl ace(% epl ace(%rarker) {"\t', " \\\\t"}){"\n","\\\\n"}"/>
<property nanme="Thread" val ue="9% hread"/ >

<!-- indexed -->

<l--  for Casablanca we support both position dependent pipe delinmted - and position independent KVP MXCs -->
<property nanme="p_1_LogTi nest anp" val ue="${LogTi nest anp}" />

<property name="p_2_EntryTi mest anp" val ue="9%{ EntryTi nestamp}" />

<property nanme="p_3_Il nvokeTi mest anp" val ue="9%{ | nvokeTi nmest amp}" />

<property name="p_4_Request| D" val ue="9%{ Request 1 d}" />

<property name="p_5_I nvocati onl D' val ue="9%{ | nvocationld}" />

<property nanme="p_6_I nstancel D" val ue="9%{ I nstanceUU D}" /> <!-- previously |InstanceUU D -->
<property name="p_7_Servi cel nstancel D' val ue="9%{Servi cel nstanceld}" />

<property nanme="p_8_t hread" val ue="${Thread}" />

<property nanme="p_9_Servi ceNane" val ue="9%{ Servi ceNanme}" />

<property nanme="p_10_Part ner Nane" val ue="9%{ Part ner Nane}" />

<property name="p_11_St at usCode" val ue="9%X{ St at usCode}" />

<property name="p_12_ResponseCode" val ue="9%{ ResponseCode}" />

<property name="p_13_ResponseDesc" val ue="9%X{ ResponseDesc}" />

<property name="p_14_| evel " val ue="${Level }" />

<property name="p_15_Severity" val ue="9%{ Severity}" />

<property name="p_16_Server| PAddress" val ue="9%X{ Server | PAddress}" />

<property nanme="p_17_El apsedTi ne" val ue="9%{ El apsedTi me}" />

<property name="p_18_Server FQDN' val ue="9%{ Server FQDN} " />

<property name="p_19_d i ent | PAddress" val ue="9%{d i ent | PAddress}" />
<property nanme="p_20_Virtual Server Name" val ue="9%X{ Vi rtual Server Nanme}" />

<property name="p_21_Cont ext Narme" val ue="9%{ Cont ext Narme}" />
<property name="p_22_ TargetEntity" val ue="9%{ Target Entity}" />
<property nanme="p_23_Target Servi ceNanme" val ue="9%X{ Tar get Servi ceNane}" />
<property name="p_24_Tar get El enent" val ue="9%{ Tar get El enent}" />
<property nanme="p_25_User" val ue="9%{ User}" />

<property name="p_26_| ogger" val ue="${Logger}" />

<property nanme="p_27_nic" val ue="${Mc}" />

<property nanme="p_28_nessage" val ue="${Message}" />

<property name="p_29_mar ker" val ue="${Marker}" />

<property name="pattern"
val ue="%opexcepti on${p_1_LogTi mestanp}| ${p_2_EntryTi mest anp}| ${ p_3_I nvokeTi mest anp} | ${ p_4_Request | D}
| ${p_5_I nvocationl D} | ${p_6_I nst ancel D} | ${ p_7_Ser vi cel nst ancel D} | ${ p_8_t hread}| ${ p_9_Ser vi ceNane}
| ${p_10_Part ner Name} | ${p_11_St at usCode} | ${ p_12_ResponseCode} | ${ p_13_ResponseDesc}| ${p_14_l evel } | ${p_15_Severi ty}
| ${ p_16_Server | PAddress}| ${p_17_El apsedTi me} | ${ p_18_Server FQDN} | ${ p_19_Cl i ent | PAddr ess}
| ${ p_20_Virtual ServerNanme} | ${ p_21_Cont ext Nane} | ${p_22_Target Entity}| ${ p_23_Tar get Servi ceNane}
| ${p_24_Target El ement} | ${p_25_User}| ${p_26_I ogger}| ${p_27_ndc}| ${ p_28_nessage} | ${ p_29_mar ker } 9" />

spring.xml

<aop: aspectj - aut oproxy />
<beans>
<bean cl ass="org. onap. deno. | oggi ng. Loggi ngAspect” /> <!-- required even though we annotate with @\spect
-->
</ beans>

pom.xml

Add the following



<l ogback. ver si on>1. 2. 3</ | ogback. ver si on>
<dependency>
<groupl d>ch. gos. | ogback</ gr oupl d>
<artifactld>l ogback-core</artifactld>
<ver si on>%${ | ogback. ver si on} </ ver si on>
</ dependency>
<dependency>
<gr oupl d>ch. gos. | ogback</ gr oupl d>
<artifact!d>l ogback-cl assic</artifactld>
<ver si on>${| ogback. ver si on} </ ver si on>
</ dependency>
<dependency>
<gr oupl d>or g. spri ngf ramewor k</ gr oupl d>
<artifactld>spring-aop</artifactld>
<version>${spring. version}</version>
</ dependency>

# add the logging library pom (soon to be 1.2.2)
<dependency>
<gr oupl d>or g. onap. | oggi ng- anal yti cs</ groupl d>
<artifactld>l oggi ng-slf4j</artifactld>
<versi on>1. 2. 0- SNAPSHOT</ ver si on>
</ dependency>

Logging With AOP

LOG-135 - Getting issue details... STATUS

Class under Test

Prot ot yped AOP advice around Luke's library - mnimal client changes - just an aspect bean and annotations
required

i mport javax.servlet.http. HtpServl et Request
inport org.slf4j.LoggerFactory
i mport org.springfranework. stereotype. Servi ce
@er vi ce("daoFacade")
public class ApplicationService inplements ApplicationServiceLocal {
@verride
publ i c Bool ean heal th(Htt pServl et Request servl et Request) {
Bool ean health = true
/1 TODO check dat abase
/1 Log outside the AOP framework - to simulate existing conponent |ogs between the ENTRY/ EXIT
mar kers
Logger Fact ory. get Logger (thi s. getC ass()).info("Running /health")
return health;

Aspect References


https://jira.onap.org/browse/LOG-135

package org. onap. deno. | oggi ng;

import javax.servlet.http. HtpServl et Request;

i mport org.aspectj.lang. JoinPoint;

i nport org.aspectj.|lang. annot ati on. Aspect;

import org.aspectj.lang.annotation. Before;

i nport org.onap.|ogging.ref.slf4j.ONAPLogAdapt er;
import org.slf4j.LoggerFactory;

@\spect
public class Loggi ngAspect {
@Bef ore("execution(* org.onap.denp.logging.*.*(..))")
public void | ogBefore(Joi nPoint joinPoint) {
Qoj ect[] args = joinPoint.getArgs();
oj ect servl et Request = args[0];
ONAPLogAdapt er . Ht t pSer vl et Request Adapt er request Adapter =
new ONAPLogAdapt er. Ht t pSer vl et Request Adapt er (( Ht t pSer vl et Request ) servl et Request) ;
final ONAPLogAdapter adapter = new ONAPLogAdapt er (
Logger Fact ory. get Logger (j oi nPoi nt. get Target ().getd ass()));

try {

adapter. entering(request Adapter);
} finally {
}

}

@\fter("execution(* org.onap.denp.logging.*.*(..))")
public void | ogAfter(JoinPoint joinPoint) {
final ONAPLogAdapter adapter = new ONAPLogAdapt er (
Logger Fact ory. get Logger (j oi nPoi nt. get Target (). getd ass()));
adapter.exiting();

Logging Demo REST API

curl http://dev.onap.info:30453/10ggi ng-deno/ rest/heal th/ heal th

Logging Results

Use Case: Single REST call - with ENTRY/EXIT Markers around in-method log

The key here is that you get logs for free - the entry/exit lines are generated - the line in the middle is from java application code



results - still working on passing in the servlet request

INFO Rel oading Context with nanme [/I|oggi ng-deno] is conpleted

2018-07-09T14: 48: 01. 014z ht t p- ni 0- 8080- exec- 8 I NFO or g. onap. deno. | oggi ng.
Appl i cationService

| nst anceUUl D=67bc4b12- 56al- 4b62- ab78- 0c8ca8834383,

Request | D=023af 35a- b281- 49c4- bf 13- 5167b1453780,

Servi ceNane=/| oggi ng- deno/ r est / heal t h/ heal t h,

I nvocat i onl D=94dc9e24- 3722- 43e5- 8995- 12f 95e153ca3,

I nvokeTi nest anp=2018- 07- 09T14: 48: 01. 008Z,

Par t ner Nane=,

dientl PAddress=0:0:0:0:0:0:0:1,

Ser ver FQDN=I ocal host ENTRY
2018-07-09T14: 48: 01. 014z ht t p- ni 0- 8080- exec- 8 I NFO or g. onap. deno. | oggi ng.
Appl i cationService

| nst anceUUl D=67bc4b12- 56al- 4b62- ab78- 0c8ca8834383,

Request | D=023af 35a- b281- 49c4- bf 13- 5167b1453780,

Ser vi ceNanme=/| oggi ng- denmo/ r est/ heal t h/ heal t h,

| nvocat i onl D=94dc9e24- 3722- 43e5- 8995- 12f 95e153ca3,

I nvokeTi mest anp=2018- 07- 09T14: 48: 01. 008Z,

Par t ner Nane=,

Cientl PAddress=0:0:0:0:0:0:0:1,

Ser ver FQDN=I ocal host Runni ng /health
2018-07-09T14: 48: 01. 015Z ht t p- ni 0- 8080- exec- 8 I NFO or g. onap. deno. | oggi ng.
Appl i cati onService

ResponseCode=,

| nst anceUUl D=67bc4b12- 56al- 4b62- ab78- 0c8ca8834383,
Request | D=023af 35a- b281- 49c4- bf 13- 5167b1453780,
Ser vi ceNanme=/| oggi ng- denmo/ r est/ heal t h/ heal t h,
ResponseDescri pti on=,

I nvocat i onl D=94dc9e24- 3722- 43e5- 8995- 12f 95e153ca3,
Severity=,

I nvokeTi mest anp=2018- 07- 09T14: 48: 01. 008Z,

Par t ner Nanme=,

Client!l PAddress=0:0:0:0:0:0:0:1,

Ser ver FQDN=I ocal host,

St at usCode= EXIT

AOP Stacktrace - logBefore()



Tontat v8.5 Server at |ocal host [Apache Tontat]
org. apache. catal i na. startup. Bootstrap at | ocal host: 51622
Daenon Thread [ http-ni o-8080-exec-1] (Suspended (breakpoint at line 41 in

Loggi ngAspect))

owns: Ni oEndpoi nt $Ni oSocket W apper (i d=147)

Loggi ngAspect . | ogBef ore(Joi nPoint) line: 41

Nat i veMet hodAccessor | npl . i nvokeO( Met hod, bject, Object[]) line: not available [native
met hod]

Nat i veMet hodAccessor | npl . i nvoke(oj ect, Cbject[]) line: 62

Del egati ngMet hodAccessor | npl . i nvoke(Obj ect, Cbject[]) line: 43

Met hod. i nvoke(Cbj ect, Object...) line: 498

Aspect JMet hodBef or eAdvi ce( Abst ract Aspect JAdvi ce) . i nvokeAdvi ceMet hodW t hG venAr gs( Obj ect
[1) line: 629

Aspect JMet hodBef or eAdvi ce( Abst ract Aspect JAdvi ce) . i nvokeAdvi ceMet hod( Joi nPoi nt Mat ch,
oj ect, Throwable) line: 611

Aspect JMet hodBef or eAdvi ce. bef ore(Met hod, Object[], Object) line: 43

Met hodBef or eAdvi cel nt er cept or. i nvoke( Met hodl nvocation) |ine: 51

JdkDynani cAopPr oxy. i nvoke( Cbj ect, Method, Object[]) line: 213

$Proxy51. heal th(Ht t pServl et Request) |ine: not available

Rest Heal t hServi cel npl . getHeal th() line: 48

Server Runti me$2.run() line: 326

WebConmponent . service(URI, URI, HtpServletRequest, HttpServl et Response) |ine:
427

Servl et Cont ai ner. service(URI, URI, HttpServletRequest, HttpServletResponse) |ine:

388

LXK 2 sts392 - logging
REM@ - ® 2 2 & wes el J we 9

java - Spring Tool Suite

= Debug X ; Type Hierarchy - - RestHealthSe... Applications.. &) ONAPLogAdapt... B logback.xml R spring.xml B LoggingAspec... X i} Logger.class
 Daemon Thread [http-nio-8080-exec-1] (Suspended) * Unless required by applicable law or agreed to in writing, software
& owns: NioEndpoint$NioSocketWrapper (id=147) * distributed under the License is distributed on an "AS IS" BASIS,
. a - 6 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
oggingAspect.logAfter(JoinPoint) line: 53
: L . * See the License for the specific language governing permissions and
ativeMethodAccessorimpl.invokeO(Method, Object| * Timitations urder the License.

jativeMethodAccessorimpl.invoke (Object, Object(]) * —LTCENSE._END—-
elegatingMethodAccessorimpl.invoke(Object, Obje Y
lethod.invoke(Object, Object... package org.onap.demo.logging;
¥, resources \spectJAfterAdvice(AbstractAspectJAdvice).invoke!
IR logback.xml spectJAfterAdvice(AbstractAspectJAdvice).invoke/
Eﬁwebanp speci.JAherAdwce.m\lu{(e(MeihudlnvnFaﬂun) line: g
#5, META-INF eflectiveMethodinvocation. proceed() line: 179

import javax.servlet.http.HttpServietRequest;

import org.aspectj.lang.JoinPoint;
§ a import org.aspectj.lang.annotation.After;
I wes-INF xposelnvocationinterceptor.invoke(Methodinvocatid e W el e e e
IR serviet-contextx eflectiveMethodinvocation.proceed() line: 179 import org.aspect].lang.annotation. Before;
B spring.xri dkDynamicAopProxy.invoke(Object, Method, Objec import org.onap.logging.ref.s1f4j.ONAPLogAdapter;
B web.xmi Proxy51.health (HttpServietRequest) line: not availg import org.s1f4j.LoggerFactory;
R index.isp estHealthServicelmpl.getHealth() line: 48

ativeMethodAccessorimpl.invokeO(Method, Object teecy
B test ’ . A public class {
P java

5 o9 B - @Before("execution(* org.onap.demo.logging.*.*(..))")
#5 onap Variables X < Servers im-: B = public void logBefore(JoinPoint joinPoint) {
&y logging e [1 args = joinPoint.getArgsQ;
#5 demo 2 <init>() returned (No explicit return value) B e L e
B Applicatid * this LoggingAspect (id=170) g questAdapt
this ¢ new _HttpServletRequestAdapter((HttpServletRequest)servletRequest);
= ® joinPoint MethodinvocationProceeding. final adapter = new ONAPLogAdapter(
e defensiveCopyOfArgs  |Object[1] (id=210) .getlogger(joinPoint.getTarget().getClass()));
methodinvocation ReflectiveMethodinvocation  (id... try {
R gitignore » signature adapter. entering(requestAdapter);
IR -project » sourceLocation 3 } finally {
outputiog 6 ¥
& pom.xm! mLogger Logger (id=352) }
B logging-docker-root [logging-ana) * mResponseDescriptor |ONAPLogAdapter$ResponseDes... eAfter("execution(* org.onap.demo. logging.*.*C..))")
= « mServiceDescriptor (ONAPLogAdapter$ServiceDescri. 0 public void logAfter(JoinPoint joinPoint) {

5 logging-docker-demo - - 5 final adapter = new ONAPLogAdapter(
org.onap. logging. ref .s14].ONAPLogAdapter84d297578 . getLogger(ioinPoint .getTarget().getClassC));

B

W build.sh adapter . exiting();
B DockerFile ¥

5 logging-docker-demo-service

B Console X & Tasks g Junit Breakpoints
at localhost [Apache Tomcat] /Library/Java/JavaVirtualMachines/jdk1.8.0_121.jdk/Contents/Home/bi (Jul 9, 2018, 10:54:06 AM)

2018-07-09T14. o 0-8080-exec-1  INFO  org.onap.demo.logging.ApplicationService InstanceUUID=c944cd76-1626-470c-a3c5-49cF292fb78¢, RequestID=7f8d6e79-9773-43b6-b2fa-c6ed7ea136b4, ServiceName=/logging-deno/rest/heq
2018-07-09T14. b 0-8080-exec-1  INFO  org.onap.demo. logging.ApplicationService InstanceUUID=c944cd76-1626-470c-a3c5-49cf292fb78¢, RequestID=7f8d6e79-9773-43b6-b2fa-c6ed7ea136b4, ServiceName=/logging-deno/rest/hea

Deployment

Deploying demo pod

Helm Deployment



also as of 20180918 use Mike Elliott s plugin - https://gerrit.onap.org/r/#/c/67071/ at OOM Helm (un)Deploy plugins

# prereq

- Makefile in k8s root - copied/ nodified-parent-chart fromhttps://git.onap.org/oonitree/kubernetes/ Makefile
- oom and | oggi ng-anal ytics cl oned

sudo git clone https://gerrit.onap.org/r/oom

sudo git clone https://gerrit.onap.org/r/logging-analytics

cd | oggi ng-anal ytics

# pull patch in progress

sudo git pull https://gerrit.onap.org/r/logging-analytics refs/changes/71/57171/9
# install onap |og

/ oont kuber net es$ sudo hel m del ete --purge onap

/ ooml kuber net es$ sudo make al

/ oon! kuber net es$ sudo make onap

/ oom kuber netes$ sudo helminstall |ocal/onap -n onap --nanespace onap -f onap/resources/environnments/disabl e-
all charts.yam --set |o0g.enabl ed=false
/ oonm kuber net es$ sudo hel m upgrade -i onap | ocal/onap --namespace onap -f onap/resources/environnments/disabl e-

all charts.yam --set |og.enabl ed=true

# install | ogdenp

/1 oggi ng- anal yti cs/ reference/l oggi ng- kubernet es$ sudo hel mdel ete --purge | ogdenonode

/1 oggi ng- anal yti cs/ reference/l oggi ng- kuber net es$ sudo nake al

/'l oggi ng-anal ytics/referencel/l oggi ng- kuber net es$ sudo make | ogdenpnode

/1 oggi ng- anal yti cs/ reference/l oggi ng- kubernetes$ sudo hel minstall |ocal/logdenonode -n | ogdenonode --nanmespace
onap --set | ogdenpnode. enabl ed=true

# rebuild after code change
/1 oggi ng-anal ytics/ reference/l oggi ng- kubernet es$ sudo hel m upgrade -i | ogdenonode | ocal /| ogdenpbnode - - nanespace
onap --set | ogdenpnode. enabl ed=fal se

# results

onap | ogdenpnode- | ogdenpnode- 5¢8bf f b468- r x2br 2/ 2 Runni ng 0 im

onap onap- | og- el asti csear ch- 7557486bc4- 9h7gf 1/1 Runni ng 0 40m

onap onap- | og- ki bana- f c88b6b79-r kpzx 1/1 Runni ng 0 40m

onap onap- | og-1 ogst ash- f pzc5 1/1 Runni ng 0 40m

onap | 0og-es NodePor t 10.43.17.89 <none> 9200: 30254/ TCP  39m
onap | og-es-tcp Clusterl P 10.43.120.133 <none> 9300/ TCP 39m
onap | og- ki bana NodePor t 10.43.73.68 <none> 5601: 30253/ TCP  39m
onap log-Is NodePor t 10. 43. 107. 55 <none> 5044: 30255/ TCP  39m
onap log-Is-http Clusterl P 10.43.48.177 <none> 9600/ TCP 39m
onap | ogdenpnode NodePor t 10.43.0.35 <none> 8080: 30453/ TCP  55s

ubuntu@ p- 172- 31-54-73: ~$ curl http://dev. onap.info:30453/1 oggi ng-deno/ rest/ heal th/ heal th

true

# check records in elasticsearch

ubunt u@ p- 172- 31-54-73: ~$ curl http://dev. onap.info: 30254/ _sear ch?q=*
{"took":3,"tined_out":false,"_shards": {"total ": 21, "successful ":21,"failed":0},"hits": {"total": 2385953, "
max_score":1.0,"hits":[{"_index":".kibana"," _type":"index-pattern"," _id":"logstash-*"," _score":1.0,"_source"
{"title":"logstash-*","tineFi el dName": " @i mest anp", "not Expandabl e":true,"fields":"[{\"nane\":\" @i nestanp\",\"
type\":\"date\",\"count\":0,\

# note if PV's are left over (a helm2.9.1 issue after an upgrade from Kubernetes 1.8 to 1.10 via Rancher
1.6.18 - add a del ete nanespace

sudo hel m del ete --purge onap

kubect| del ete namespace onap

kubect!| delete pv --al

kubect!| delete pvc --al

kubect| delete secrets --al

kubect| del ete clusterrolebindings --al


https://wiki.onap.org/display/~melliott
https://gerrit.onap.org/r/#/c/67071/
https://wiki.onap.org/display/DW/OOM+Helm+%28un%29Deploy+plugins

= C ¢ @ dev.onap.info:3025! i I ?_g Interval:('$$hashKey':'object:364" display:'5%20seconds’,pause:!f,section:1,value:5000), time: (from:now-30m,mode:quick,to:now) )& a=(columns:!(_source),in.. ¥ O }

i Apps ES Amdocs X ONAP i AWS @ obrienlabs /A Azure i GCE <3 IBM Cloud (@ https://zoom.us/i/5.. () Rackspace [ OpenLab ) GitHub A GitLab [ LucidChart A\ Atlassian [J SumoLogic [l Slack © Zoom » ES Other Bookmarks

kb 2,804 hits New Save Open Share Ul S5seconds < O Last30minutes >
IDan
ana [ Eearch...(e.gAstatus:ZOOAND extension:PHP) Uses lucene query syntax n
Discover Add a filter +
Visualize logstash-* July 27th 2018, 11:00:03.649 - July 27th 2018, 11:30:03.649 —  Auto B
Dashboard
Selected Fields 1,000
Timelion ; L
? _source £ oo
Dev Tools S o
Available Fields L
200
Management
© @timestamp 0 -
11:05:00 11:10:00 11:15:00 11:20:00 11:25:00
t @version @timestamp per 30 seconds
€ i Time _source
t _index
- > July 27th 2018, 11:29:39.476  componentLogFile: logdemonode/node/debug.log @timestamp: July 27th 2018, 11:29:39.476 offset: 170,346 @version: 1
# _score input_type: log beat 8bFfb468-rx2br beat 1 8bFFba68-rx2
¢ br beat.version: 5.5.0 host: logdemonode-logdemonode-5c8bffbd68-rx2br source: /var/log/onap/logdemonode/node/debug.log

componentName: logdemonode message: InstanceUUID=de6cb076-a2f4-4e32-b4c5-e73e671221f3, RequestID=dc643e8a-eb85-4130-a9e3-

beat.hostname
b0956dcc29ac, ServiceName=/Togging-demo/rest/health/health, InvocationiD=17fbaa06-d06d-4359-9f93-6c5f752237ef, InvokeTimesta

beat.name

FAQ / Workarounds

Issue: Logs not appearing in the ELK stack

Check that your volumeMounts are correct in both your application container and filebeat container - for example there must be a /var/log/onap in both

vol unmeMount s:
- nane: {{ include "comon. fullname" . }}-Iogs
nmount Pat h: /var/| og/ onap

Issue: DNS error pushing logs from filebeat to logstash

Check that your config section in values.yaml either at the helm root or subchart level define the service name and port

config:
| ogst ashServi ceNane: |og-1s
| ogstashPort: 5044

ELK Configuration

Logstash
Grok

LOG-490 - Getting issue details... STATUS

ElasticSearch

Kibana

Design Issues

DI 8: Log Collection

Currently log collection occurs via the filebeat sidecar container. There is 1 container per pod that pushes logs from the emptydir PV volume to logstash.


https://jira.onap.org/browse/LOG-490

DI 8: LOG-587: Refactoring filebeat to run as a per VM DaemonSet deployment

There is an optimization that can be prototyped where we instead push logs directly from each cluster VM right from the kubelet logs containing the PV's
for each container on that VM - via a DaemonSet filebeat container (1 per VM instead of 1 per microservice)

The logstash container was recently changed to a DaemonSet deployment - use this as a chart reference

Example of where logs are put for the emptyDir PV

ubunt u@ p- 172- 31- 55- 235: ~/ _dev/ 20180712- | og- 137/ ool kuber net es$ sudo |'s /var/li b/ kubel et/ pods/ b3f 9e7bc- 8d79-
11e8-969d- 02ald5a57c25/ vol unes/ kuber net es. i o~enpt y- di r/ onap- | ogdenonode- | ogs/ | ogdenonode/ node -1 a

-rwr--r-- 1 root root 0 Jul 22 06:37 audit.log

-rwr--r-- 1 root root 548 Jul 22 07:01 debug.!|og

-rwr--r-- 1 root root 0 Jul 22 06:37 error.log

-rwr--r-- 1 root root 0 Jul 22 06:37 netrics.log

under the following

LOG-587 - Getting issue details... STATUS

Logstash is already a DaemonSet — you can use that as the deployment part of the example (small change) — the larger piece will be to point filebeat to a
subset of the emptyDir PV directory or target individual pod PVs on that VM for log shipping.

for example you will need to correlate the PV UUID on the VM with the kubernetes deployment pod id to map the correct pod to it's emptyDir pv — or just
push everything appearing in the kubelet dir.

I am hoping that a switch of the service to a DaemonSet — a one line change and blind pushing of all or a subset (minus the kubernetes/rancher/Grafana
pods) of the volumes/kubernetes.io~empty-dir would be sufficient.

https://lists.onap.org/g/onap-discuss/topic/understanding_daemonset_in/241427597p=,,,20,0,0,0::recentpostdate%2Fsticky,,,20,2,0,24142759


https://jira.onap.org/browse/LOG-587
http://kubernetes.io/
https://lists.onap.org/g/onap-discuss/topic/understanding_daemonset_in/24142759?p=,,,20,0,0,0::recentpostdate%2Fsticky,,,20,2,0,24142759
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