Onboarding How-To: ONAP Portal SDK's Framework (FW)
based Applications on ONAP Portal

This page discusses how to on-board Java-based web application to the ONAP Portal using (epsdk-fw-x.x.x.jar) library that is developed by the ONAP
Portal development team (under repo - https://gerrit.onap.org/r/admin/repos/portal/sdk).

® Get the dependency jar File
® Configure the properties files
O portal.properties
© key.properties
® Implement the Users Management API
® Onboard and test

Get the dependency jar File

The following link will let you browse "final release versions" in the nexus repository: https://nexus.onap.org/content/repositories/releases/org/onap/portal
Isdk/epsdk-fw/

Maven users will also need to add the following repositories to the pom.xml file:

<repositories>
<r eposi tory>
<i d>onap-rel eases</i d>
<nane>ONAP - Rel ease Repository</nanme>
<url >https://nexus.onap. org/content/repositories/rel eases</url >
</repository>
</repositories>

Maven users should use the following dependency in their project's pom.xml file (better with exclusions):


https://gerrit.onap.org/r/admin/repos/portal/sdk
https://nexus.onap.org/content/repositories/releases/org/onap/portal/sdk/epsdk-fw/
https://nexus.onap.org/content/repositories/releases/org/onap/portal/sdk/epsdk-fw/

<dependency>
<gr oupl d>or g. onap. port al . sdk</ gr oupl d>
<artifactld>epsdk-fw</artifactld>
<versi on>2. 6. 0</ ver si on>
<excl usi ons>
<excl usi on>
<gr oupl d>conmons- | oggi ng</ gr oupl d>
<artifactld>comons-1| oggi ng</artifactld>
</ excl usi on>
<excl usi on>
<gr oupl d>l og4j </ gr oupl d>
<artifactld>l og4j</artifactld>
</ excl usi on>
<excl usi on>
<gr oupl d>l og4j </ gr oupl d>
<artifactl d>apache-1o0g4j-extras</artifactld>
</ excl usi on>
<excl usi on>
<groupl d>or g. sl f 4j </ gr oupl d>
<artifactld>slf4j-1og4j12</artifactld>
</ excl usi on>
<excl usi on>
<gr oupl d>j uni t </ gr oupl d>
<artifactld>unit</artifactld>
</ excl usi on>
<excl usi on>
<gr oupl d>conmons-fi | eupl oad</ gr oupl d>
<artifactld>comons-fil eupl oad</artifactld>
</ excl usi on>
<excl usi on>
<gr oupl d>commons- beanuti | s</ groupl d>
<artifactld>comons-beanutils</artifactld>
</ excl usi on>
<l-- EELF onits "test" scope on this dependency -->
<excl usi on>
<gr oupl d>or g. power nock</ gr oupl d>
<artifactl d>power nock- nodul e-junit4</artifactld>
</ excl usi on>
<!-- EELF omts "test" scope on this dependency -->
<excl usi on>
<gr oupl d>or g. power nock</ gr oupl d>
<artifact!| d>power nock- api - nockito</artifactld>
</ excl usi on>
</ excl usi ons>
</ dependency>

Configure the properties files

All applications that on-board to the ONAP Portal and use either the FW or SDK libraries must provide a configuration file called portal.properties. These
properties configure the application for required network resources, including the Common Security Platform's Global Log On page, and the ONAP Portal's
REST APIs. This file must be available on the Java classpath of a running application where it is found by the ONAP Framework (FW) library.

templates

Sample configuration

portal.properties

Configuration Key Expected Value
econp_rest_url Portal REST URL that is reachable by the application back-end

This is a value like https://portal.api.simpledemo.onap.org:30225/ONAPPORTAL/auxapi
portal . api.inpl.class Javaclass name. No default value.

Value must be like org.oransc.ric.portal.dashboard.portalapi.PortalRestCentralServicelmpl


https://gerrit.o-ran-sc.org/r/gitweb?p=portal/ric-dashboard.git;a=tree;f=dashboard/webapp-backend/config;h=6f4982292c560c93b510816de20936d1588afc69;hb=refs/heads/master
https://docs.o-ran-sc.org/projects/o-ran-sc-portal-ric-dashboard/en/latest/config-deploy.html#configuration
https://portal.api.simpledemo.onap.org:30225/ONAPPORTAL/auxapi

econp_redirect_url Portal URL that is reachable by a user’s browser.
This is a value like ht t ps: // port al . api . si npl edenp. onap. or g: 30225/ ONAPPORTAL/ | ogi n. ht m
role_access_centralized Selector for role access. No default value. Value must be remote.

ueb_app_key Unique key assigned by ONAP Portal to the onboarded application. No default value.

key.properties

The file key. proper ti es must be provided on the Java classpath for the Spring-Boot application, as required by the EPSDK-FW library. The Helm chart
for the application should mount this file appropriately.

The file must contain the following entries.

ci pher. enc. key - Encryption key used by the EPSDK-FW library. No default value.

Implement the Users Management API

The application developers must provide a Java class that implements the interface org.onap.portalsdk.core.onboarding.crossapi.lPortalRestCentralService
as documented below. The implementation should throw a PortalAPIException if anything fails; e.g., an unknown role or user.

public void editUser(String loginld, EcompUser user) throws PortalAPIException. This method allows on-boarded applications to receive
updates to a user profile. For example, to mark user as inactive. If any exception occurs, the application must throw PortalApiException. The FW
library will catch the exception and send an appropriate response to Portal.

public void pushUser(EcompUser user) throws Portal APIException: The on-boarded application must implement this method to create the
user provided in the argument. If any exception occurs (lets say user already exists), the onboarded application must throw PortalApiException.
The FW library will catch the exception and send an appropriate response to Portal.

public String getUserld(HttpServletRequest request) throws PortalAPIException: The on-boarded application must return the userld for the
logged-in user. As a guideline for specific implementation, see the sample app - Sample code from RIC Dashboard app. Its a sample for on-
boarded applications using EPSDK-FW. However, the apps can always choose to have their own implementation of this method if what's
provided in the sample is not chosen. For Open-source implementation, for example, the app will have a totally different implementation for this
method instead of the sample provided.

public Map<String, String> getAppCredentials() throws PortalAPIException: Should return Map<String,String>., which includes username,
password and appName of application . If any exception occurs, the application must throw PortalApiException. The FW library will catch the
exception and send an appropriate response to Portal.

Onboard and test
Application Onboarding using Ul in ONAP Portal.
When on-boarding the application to the ONAP Portal the administrator must supply the following information about the deployed instance:
® App URL that is reachable by a user’s browser. The domain of this host name must match the Portal URL that is similarly reachable by a user’s
browser for cookie-based authentication to function as expected. This should be a value like ht t p: / / your app. si npl edenp. onap. or g: 8080

® App REST URL that is reachable by the Portal back-end server. This can be a host name or an IP address, because it does not use cookie-based
authentication. This must be a URL with suffix “/api/v3” for example ht t p: / / your app. si npl edeno. onap. or g: 8080/ api / v3


https://portal.api.simpledemo.onap.org:30225/ONAPPORTAL/login.htm
https://gerrit.o-ran-sc.org/r/gitweb?p=portal/ric-dashboard.git;a=blob;f=dashboard/webapp-backend/src/main/java/org/oransc/ric/portal/dashboard/portalapi/PortalRestCentralServiceImpl.java;h=93ebc82931af7a4db4357190810b0f66da036902;hb=refs/heads/master
#
http://yourapp.simpledemo.onap.org:8080
http://yourapp.simpledemo.onap.org:8080/api/v3
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