Process to establish a NetConf session

This wiki shows the different steps to establish a secure NetConf session between ONAP OpendayLight
® Diagram /CCSDK/SDNC/SDN-R and a NetConf Server.
® Log
In this realistic example the entire procedure takes about 500ms. The benefit is a secure permanent
session for fast interfacing.
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The Restconf RPC to create the Netconf "Nede" {mount point)
[o1] in the QDL Metconf connector has been received and accepted.
Several short steps handle parsing of the various settings.

2020-06-26T00:45:32,404

| In & clustered ODL topology, a leader is chosen to control this node,
| and the athers receive replica information in case they need to
| [02] take over later. Only a node's leader initiates and maintains an
| SSH connection, keepalives, etc.
] 2020-06-26T00: 45:32, 405
Based on the specified node config, users can cache their schema
files (such as like vendor 0S versions) in user-specified directeries.
[03] (This is a|best practice, rather than dumping them all in the default
schema cache directory).
2020-06-26T00:45:32,407

i

An instance of the SSH client is created on the cluster member

041 iprat is lahder for this mount point \2020-06-26T00:45:32,407

i

Successful client spawned in the v,
2020-06-26T00:45:32,408

 [05]

SSH connection initialized.
2020-06-26T00:45:32,410

[06]

Hest key|verification (this is the default "accept anything" setting shown here).

1071 5020-06-26T00:45:32, 468

i There are several normal SSH handshake steps, each automated
' [o8] "under the hood" with the mount parameters. (auth shown here)
| 2020-06-26T00:45:32,567

With SSH established, Netconf HELLO message is sent over a channel
[09] over the SSH connection,
2020-06-26T00:45:32,776

The device responds with a list of its capabilities.

[1015020-06-26T00:45:32,808

Y

The devige is deemed able to speak at least the most basic NetConf
handshake correctly. At this peint, manually-mounted yang models,

[11] overrides, or other hand-edited yang (optionally presented during
the mount) could be used for a staticjmanual mount.
2020-06-26T00:45:32,810

1l

Persistent channel from the [VM registered (basic mount continued).
2020-06-26T00:45:32,812

[12]

i

Persistent channel from the JwM registered (basic mount continued).

131 2020-06-26T00:45:32,815

1

[14] Persistent channel from the VM registered (basic mount continued).
2020-06-26T00:45:32,816

;

In most modern cases (such as this one),
ietf-netcanf-monitoring:get-schema is used to automatically ask

[15] the device to share its full set of yang models automatically.
This is the "plug-and-play" value add of Netconf,
2020-06-26T00:45:32,892

All of the|yang files are transferred from the device to DL
(full file content, hundreds fer large router OSes).
ODL caches these in the specified cache schema directory.

[16] YangTools strictly validates these per Yang RFC as they are read.
...[steps not shown in DEBUG, only TRACE. This is the largest,
most expensive set of steps, and provides an incredible amount
of value.)

i

[17] °BL registers a successful netconf-monitering message, with details,
2020-06-26T00:45:32,861

i

ODL registers a successful Device schema "summary" message.
2020-06-26T00:45:32,862

—
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The devige node (mount point) is now available via RestConf,
2020-06-26T00:45:32,895

[19]

il

ODL registers an overall successful mount message, and i
[20] starts sending keepalives per this mount point's configured settings.
2020-06-26T00:45:32,904 !

Example of a response to a keepalive (the rpc-reply) in DEBUG

211 2020-06-26T00:46:32,913
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Log

With special thanks to Jeff Hartleyof the Logs and the comments.

#### 1. The Restconf RPC to create the Netconf "Node" (nmount point) in the ODL Netconf connector has been
received and accepted. Several short steps handl e parsing of the various settings.
2020- 06- 26T00: 45: 32,404 | DEBUG | opendaylight-cluster-data-notification-dispatcher-77 |

Net conf Topol ogyl npl | 79 - netconf-topology-config - 1.7.2 | Config for node Uri{_val ue=VR30}
created
#### 2. In a clustered ODL topology, a |eader is chosen to control this node, and the others receive

replica information in case they need to take over later. Only a node's |leader initiates and nmintains an
SSH connection, keepalives, etc.

2020- 06- 26T00: 45: 32,405 | INFO | opendaylight-cluster-data-notification-dispatcher-77 |

Abst r act Net conf Topol ogy | 79 - netconf-topology-config - 1.7.2 | Connecting RenoteDevice{Uri

{_val ue=VR30}} , with config Node{get Nodel d=Uri {_val ue=VR30}, augnentations={interface org. opendaylight.yang.
gen. v1l. urn. opendayl i ght. net conf. node. t opol ogy. rev150114. Net conf Node=Net conf Node

{get Act or ResponseWai t Ti re=300, get Bet weenAttenptsTi neout M ||is=2000, get ConcurrentRpcLi mi t=0,

get Connecti onTi meout M | | i s=20000, get Credential s=***, get Def aul t Request Ti neout M | | i s=60000, get Host =Host
{_i pAddr ess=I pAddr ess{_i pv4Addr ess=I pv4Addr ess{_val ue=10. 18. 165. 145} }}, get Keepal i veDel ay=60,

get MaxConnecti onAtt enpt s=0, get Port =Port Nunber{_val ue=830}, get SchemaCacheDirectory=VR30, get Sl eepFactor=1.
1, isReconnect OnChangedSchena=f al se, isSchenual ess=fal se, isTcpOnly=false}}}

#### 3. Based on the specified node config, users can cache their schema files (such as |ike vendor CS
versions) in user-specified directories. (This is a best practice, rather than dunping themall in the
default schema cache directory).

2020- 06- 26T00: 45: 32,407 | INFO | opendaylight-cluster-data-notification-dispatcher-77 |

Abst ract Net conf Topol ogy | 79 - netconf-topology-config - 1.7.2 | Netconf connector for device VR30
wi Il use schema cache directory VR30 instead of schema

#### 4. An instance of the SSH client is created on the cluster nenber that is |leader for this nount point.
2020- 06- 26T00: 45: 32, 407 | DEBUG | opendaylight-cluster-data-notification-dispatcher-77 |

Net conf Cl i ent Di spat cher | npl | 359 - org.opendaylight.netconf.client - 1.7.2 | Creating reconnecting SSH
client with configuration: NetconfReconnectingC ientConfiguration{address=/10.18.165.145: 830,
connectionTi meout M | | i s=20000, additi onal Header=nul |, sessionLi stener=org. opendaylight. netconf. sal.connect.

net conf. li stener. Net conf Devi ceConmuni cat or @a50c7d5, reconnect Strategy=org. opendayl i ght. netconf.nettyutil.
Ti medReconnect Strat egy@49730ef, clientProtocol =SSH, aut hHandl er =or g. opendayl i ght . net conf. nettyutil . handl er.
ssh. aut henti cati on. Logi nPasswor dHandl er @0a8aca5, ssl Handl er Factory=null, connect Strat egyFact ory=org.
opendayl i ght. netconf.nettyutil.Ti mredReconnect Strat egyFact ory@aa3ad4}

#### 5. Successful client spawned in the JVM
2020- 06- 26T00: 45: 32,408 | DEBUG | opendaylight-cluster-data-notification-dispatcher-77 |
Abst r act Net conf Di spat cher | 371 - org.opendaylight.netconf.netty-util - 1.7.2 | Cient created.

#### 6. SSH connection initialized.
2020- 06- 26T00: 45: 32,410 | DEBUG | ni oEvent LoopG oupC oseabl e-3-2 | AsyncSshHandl er | 371 -
org. opendayl i ght.netconf.netty-util - 1.7.2 | Starting SSH to /10.18.165.145:830 on channel: [id: Oxd9lcadlf]

#### 7. Host key verification (this is the default "accept anything" setting shown here).

2020- 06- 26T00: 45: 32,468 | WARN | sshd-Sshd ient[344ec5e9]-nio2-thread-6 | Accept All ServerKeyVerifier

| 140 - org.apache.sshd.osgi - 2.3.0 | Server at /10.18.165.145:830 presented unverified EC key: SHA256:
['i 7ZAPQEQNf RyEqynuzhBdTkr En2j ee4y5gkGlZ0088

#### 8. There are several normal SSH handshake steps, each automated "under the hood" with the nount
paranmeters. (auth shown here)

2020- 06- 26T00: 45: 32,567 | DEBUG | sshd-Sshd i ent[344ec5e9]-nio2-thread-4 | AsyncSshHandl er

| 371 - org.opendaylight.netconf.netty-util - 1.7.2 | SSH session authenticated on channel: [id:


https://wiki.onap.org/display/~malloc_failed

0xd91cadlf], server version: SSH 2.0-QpenSSH 7. 4pl Debi an- 10+deb9u6

#### 9. Wth SSH established, Netconf HELLO nessage is sent over a channel over the SSH connection
2020- 06- 26T00: 45: 32, 776 | DEBUG | ni oEvent LoopG oupCl oseabl e-3-2 | Abstract Net conf Sessi onNegotiator | 371 -
org. opendayl i ght.netconf.netty-util - 1.7.2 | Session negotiation started with hello nessage <hello xn ns="
urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<capabilities>
<capabi lity>urn:ietf:parans: netconf: capability:exi:1. 0</capability>
<capability>urn:ietf:parans: netconf:base: 1. 1</ capability>
<capabi lity>urn:ietf:parans: netconf: base: 1. 0</capability>
</ capabilities>
</ hel | o>
on channel [id: Oxd9lcadilf]

#### 10.  The device responds with a list of its capabilities
2020- 06- 26T00: 45: 32,808 | DEBUG | ni oEvent LoopG oupCl oseabl e-3-2 | Netconf XM_.ToHel | oMessageDecoder | 371 -
org. opendayl i ght. netconf.netty-util - 1.7.2 | Parsing nmessage
<?xm version="1.0" encodi ng="UTF-8"?>
<hell o xm ns="urn:ietf:parans: xnl : ns: net conf: base: 1. 0" >
<capabilities>
<capability>urn:ietf:parans: netconf:base: 1. 0</ capability>
<capabi lity>urn:ietf:parans: netconf:base: 1. 1</ capability>
<capabi lity>urn:ietf:parans: netconf: capability:w th-defaults: 1. 0?basi c- node=expli cit &al so-
supported=report-all,explicit</capability>
<capabi lity>urn:ietf:parans: netconf:capability:candi date: 1. 0</capability>
<capabi lity>urn:ietf:parans: netconf: capability:startup: 1. 0</capability>
<capabi lity>urn:ietf:parans: netconf:capability:rollback-on-error:1.0</capability>
<capabi lity>urn:ietf:params: netconf: capability:validate:1l. 1</ capability>
<capability>urn:ietf:parans: netconf:capability:validate:1l.0</capability>
<capabi l i ty>urn: vyatta.com ngnt: vyatta- op- show 1?nodul e=vyatt a- op- show v1&revi si on=2017- 05- 12<
/capability>
...trimed out ~200 capability announcenents here..
<capabi l i ty>urn: vyatta.com ngnt:vyatta-interfaces-unnunbered: 1?nodul e=vyatta-interfaces-dat apl ane-
unnunber ed- v1&revi si on=2019- 05- 02</ capabi l i ty>
<capabi l i ty>urn: vyatta.com ngnt: vyatta- op-updat e: 1?nodul e=vyatt a- op- updat e- v1& evi si on=2018- 08- 03<
/ capability>
<capabi l i ty>urn:vyatta.com ngnt:vyatta-op-showraid: 1?nmodul e=vyatt a- op- show r ai d- v1&r evi si on=2019- 02- 15<
[ capability>
<capabi l i ty>urn: vyatta.com ngnt: vyatta-op-rename-systeminmage: 1?nodul e=vyat t a- op-r ename- syst em i nage-
v1&revi si on=2019- 02- 15</ capabi l i ty>
<capabi l i ty>urn: vyatta.com ngnt: vyatta-op-protocol s-frr-bgp-routing-instance: 1?nodul e=vyatt a- op-
protocol s-frr-bgp-routing-instance-v1&r evi si on=2018-09-27</capability>
<capabi l i ty>urn: vyatta.com ngnt:vyatta-op-cl one-system 1?nodul e=vyatt a- op-cl one-syst em v1&r evi si on=2019-
02-15</ capabi l i ty>
<capabi lity>urn:vyatta.com ngnt:vyatta-protocol s-frr-|dp: 1?nodul e=vyatta-protocol s-frr-1dp-
v1&revi si on=2018-11- 27</ capabi l i ty>
<capabi l i ty>urn: vyatta.com ngnt: vyatta-op-ippf: 1?nmodul e=vyatt a- op-i ppf-v1& evi si on=2019- 06- 20<
/ capability>
<capabi l i ty>urn: vyatta.com ngnt: vyatta- op-showi nterfaces-pppoe: 1?nodul e=vyatt a- op- showi nt er f aces- pppoe-
v1&revi si on=2018- 08- 02</ capabi | i ty>
<capabi lity>urn:vyatta.com ngnt:vyatta-systemlogin-tally: 1?nbdul e=vyatta-systemlogin-tally-
v1&r evi si on=2018- 08- 28</ capabi l i ty>
</ capabilities>
<sessi on-i d>2</ sessi on-i d>
</ hel | o>

#### 11. The device is deened able to speak at |east the npst basic Netconf handshake correctly. At this
poi nt, manual | y-nount ed yang nodel s, overrides, or other hand-edited yang (optionally presented during the
mount) could be used for a static/manual nount.

2020- 06- 26T00: 45: 32,810 | DEBUG | ni oEvent LoopG oupC oseabl e-3-2 | Abstract Net conf Sessi onNegotiator | 371 -
org. opendayl i ght.netconf.netty-util - 1.7.2 | Changing state from: OPEN_WAIT to : ESTABLI SHED for channel
[id: Oxd9lcadif]

#### 12. Persistent channel fromthe JVMregistered (basic nount continued)
2020- 06- 26T00: 45: 32,812 | DEBUG | ni oEvent LoopG oupCl oseabl e-3-2 | Abstract Net conf Sessi on | 371 -
org. opendayl i ght.netconf.netty-util - 1.7.2 | Session Netconfd ientSession{sessionld=2, channel =[id



0xd91cadlf]} up

#### 13. Persistent channel fromthe JVMregistered (basic nount continued).
2020- 06- 26T00: 45: 32,815 | DEBUG | ni oEvent LoopG oupCl oseabl e-3-2 | NetconfDevi ce | 377 -
org. opendayl i ght. net conf. sal - net conf -connector - 1.10.2 | RenpteDevi ce{VR30}: Session to renpte device
est abl i shed wi th Net conf Sessi onPref erences{capabilities={urn:ietf:parans: netconf:capability:startup:1.0
=Devi ceAdvertised, urn:ietf:parans:netconf:capability:validate: 1. 1=Devi ceAdvertised, urn:ietf:parans: netconf:
capability:validate: 1. 0=Devi ceAdvertised, urn:ietf:parans:netconf: capability:candi date: 1. 0=Devi ceAdverti sed,
urn:ietf:parans: netconf:capability:w th-defaults: 1. 0?basi c-npde=explicit&al so-supported=report-all,
explicit=Devi ceAdvertised, urn:ietf:paramnms:netconf:capability:rollback-on-error:1. 0=Devi ceAdvertised, urn:
i etf:parans: netconf: base: 1. 1=Devi ceAdverti sed, urn:ietf:parans: netconf:base: 1. 0=Devi ceAdverti sed},
nodul eBasedCapabi | ities={(urn:vyatta.com ngnt:vyatta-opd-extensions:1?revi si on=2019-06-03) vyatt a- opd-
ext ensi ons-vl=Devi ceAdvertised, (urn:vyatta.com ngnt:vyatta-interfaces-vfp-unnunbered: 1?revi si on=2017-11- 03)
vyatta-interfaces-vfp-unnunbered-vl=Devi ceAdvertised, (urn:vyatta.com ngnt:vyatta-op-del ete-systemimge: 1?
revi si on=2019- 02- 15) vyatt a- op- del et e- syst em i nage- vli=Devi ceAdverti sed, (urn:vyatta.com ngnt:vyatta-service-
dhcp-server-routing-instance: 1?revi si on=2017- 12- 15) vyatt a- servi ce- dhcp-server-routing-i nstance-
v1=Devi ceAdvertised, (urn:vyatta.com ngnt:vyatta-op: 1?revi si on=2018-06-14)vyatta-op-vl=Devi ceAdverti sed,
(urn:vyatta.com ngnt:vyatta-system hardware-cpu-history: 1?revi si on=2018- 05- 31) vyat t a- syst em har dwar e- cpu-
hi st ory-v1=Devi ceAdverti sed,

####. . . trimed out ~200 nanespace announcenents here. .. ####

(urn:vyatta.com ngnt:vyatta-op-clear-bridge: 1?revi si on=2019- 03- 12) vyat t a- op- cl ear - bri dge-
vl1=Devi ceAdvertised, (urn:vyatta.com ngnt:vyatta-service-dns-routing-instance: 1?revi si on=2018-07-26)vyatta-
servi ce-dns-routing-instance-vl=Devi ceAdvertised, (urn:vyatta.com ngnt:vyatta-op-protocols-frr-bgp-routing-
i nstance: 1?revi si on=2018- 09- 27) vyatt a- op- prot ocol s-frr-bgp-routing-instance-vl=Devi ceAdvertised, (urn:vyatta.
com ngnt : vyatt a- op- showi nt er f aces- dat apl ane: 1?r evi si on=2019- 06- 11) vyat t a- op- show-i nt er f aces- dat apl ane-
vl=Devi ceAdvertised, (urn:vyatta.com ngnt:vyatta-system acm opd: 1?revi si on=2018-07-02) vyatt a-system acm opd-
vl1=Devi ceAdvertised, (urn:vyatta.com ngnt:vyatta-op-service-dns-routing-instance: 1?revi si on=2018-08-03)
vyatta- op-servi ce-dns-routing-instance-vl=Devi ceAdvertised, (urn:vyatta.com ngnt:vyatta-system session-
routing-instance: 1?revi si on=2018- 09- 12) vyat t a- syst em sessi on-routi ng-i nst ance-v1l=Devi ceAdvertised, (urn:
vyatta.com ngnt: vyatta-servi ce-dhcp-server: 1?revi si on=2017-12- 15) vyatt a- servi ce- dhcp- server -
vl=Devi ceAdvertised, (urn:vyatta.com ngnt:vyatta-op-clone-systemimage: 1?revi si on=2019- 02- 15) vyatt a- op- cl one-
system i mage- vl=Devi ceAdvertised, (urn:vyatta.com ngnt:vyatta-protocols-frr-ospfv3:1?revisi on=2018-09-20)
vyatta-protocol s-frr-ospfv3-vi=Devi ceAdvertised, (urn:vyatta.com ngnt:vyatta-service-dhcp-relay:1?
revi si on=2016- 06- 01) vyat t a- servi ce- dhcp-rel ay- vi=Devi ceAdverti sed, (urn:vyatta.com ngnt:vyatta-policy-action:
1?revi si on=2018- 09- 13) vyat t a- pol i cy- acti on-v1=Devi ceAdverti sed}, rollback=true, nonitoring=true,
candi dat e=true, writabl eRunni ng=f al se}

#### 14. Persistent channel fromthe JVMregistered (basic nount continued).
2020- 06- 26T00: 45: 32,816 | DEBUG | ni oEvent LoopG oupCl oseabl e-3-2 | Abstract Net conf Topol ogy | 79 -
net conf -t opol ogy-config - 1.7.2 | Connector for VR30 started succesfully

#### 15. |In nost nodern cases (such as this one), ietf-netconf-nonitoring:get-schema is used to
automatically ask the device to share its full set of yang nodels automatically. This is the "plug-and-
pl ay" value add of Netconf.

2020- 06- 26T00: 45: 32,842 | DEBUG | ni oEvent LoopG oupCl oseabl e-3-2 | Net conf Devi ceComuni cat or | 377 -
or g. opendayl i ght. net conf . sal - net conf-connector - 1.10.2 | RenoteDevice{VR30}: Message received <rpc-reply
xm ns="urn:ietf:parans: xn : ns: netconf: base: 1. 0" nessage-i d="m0">

<dat a>
<netconf-state xm ns="urn:ietf:paranms: xm :ns:yang:ietf-netconf-nonitoring">
<schenas>

<schena>
<identifier>vyatta-systemal g-routing-instance-vl</identifier>
<versi on>2018- 09- 12</ ver si on>
<f or mat >yang</ f or mat >
<nanespace>urn: vyatta.com ngnt: vyatta-systemal g-routing-instance: 1</ nanespace>
<l ocat i on>NETCONF</ | ocati on>

</ schema>

<schena>
<identifier>vyatta-protocols-frr-ospfv3-vl</identifier>
<ver si on>2018- 09- 20</ ver si on>
<f or mat >yang</ f or nat >
<namespace>ur n: vyatta.com ngnt: vyatta- protocol s-frr-ospfv3: 1</ namespace>
<l ocat i on>NETCONF</ | ocati on>

</ schema>

<schenma>

<identifier>vyatta-service-dhcp-server-vl</identifier>



<version>2017-12- 15</ ver si on>
<f or mat >yang</ f or nat >
<namespace>ur n: vyatta.com ngnt:vyatta-service-dhcp-server: 1</ namespace>
<l ocat i on>NETCONF</ | ocati on>

</ schema>

<schena>
<identifier>vyatta-interfaces-bridge-state-vl</identifier>
<ver si on>2019- 08- 13</ ver si on>
<f or mat >yang</ f or nat >
<namespace>urn:vyatta.com ngnt:vyatta-interfaces-bridge-state: 1</ nanespace>
<l ocat i on>NETCONF</ | ocati on>

</ schema>

<schena>
<identifier>vyatta-interfaces-tunnel-transport-routing-instance-vi</identifier>
<version>2017- 12- 05</ ver si on>
<f or mat >yang</ f or mat >
<nanespace>urn: vyatta.com ngnt:vyatta-interfaces-tunnel -transport-routing-instance: 1</ namespace>
<l ocat i on>NETCONF</ | ocati on>

</ schema>

<schena>
<i dentifier>vyatta-op-show | og-auth-vi</identifier>
<ver si on>2019- 06- 06</ ver si on>
<f or mat >yang</ f or mat >
<namespace>ur n: vyatta.com ngnt: vyatta- op- show | og- aut h: 1</ namespace>
<l ocat i on>NETCONF</ | ocati on>

</ schema>

####. . . sni pped out ~200 schamas announcements here. ... ####

<schena>
<i dentifier>vyatta-op-show datapl ane-vil</identifier>
<ver si on>2019- 05- 20</ ver si on>
<f or mat >yang</ f or mat >
<namespace>ur n: vyatta.com ngnt: vyatt a- op- show dat apl ane: 1</ nanespace>
<l ocat i on>NETCONF</ | ocati on>

</ schema>

<schena>
<identifier>vyatta-op-common-protocol s-ospf-vli</identifier>
<version>2018- 11- 02</ ver si on>
<f or mat >yang</ f or mat >
<nanespace>ur n: vyatta. com ngnt: vyatt a- op- conmon- pr ot ocol s- ospf: 1</ nanespace>
<l ocat i on>NETCONF</ | ocati on>

</ schema>

<schena>
<identifier>vyatta-security-vpn-ipsec-vfp-vi</identifier>
<version>2018-01- 11</versi on>
<f or mat >yang</ f or nat >
<namespace>urn: vyatta.com ngnt: vyatta-security-vpn-ipsec-vfp: 1</ nanespace>
<l ocat i on>NETCONF</ | ocati on>

</ schema>

</ schenas>
</ net conf -state>
</ dat a>
</rpc-reply>

#### 16a. Al of the yang files are transferred fromthe device to ODL (full file content, hundreds for
| arge router CSes).

#### 16b. ODL caches these in the specified cache schema directory.

#### 16¢c. YangTools strictly validates these per Yang RFC as they are read
...(steps not shown in DEBUG only TRACE. This is the |largest, nost expensive set of steps, and provides
an incredible anount of val ue.)

#### 17. ODL registers a successful netconf-nonitoring nmessage, with details

2020- 06- 26T00: 45: 32,861 | DEBUG | renpte-connector-processi ng-executor-1 | NetconfDevice

| 377 - org.opendaylight.netconf.sal-netconf-connector - 1.10.2 | RenpteDevice{VR30}: Schemas exposed by
ietf-netconf-nonitoring: [(urn:vyatta.comngnt:vyatta-interfaces-vfp-unnunbered: 1?revi si on=2017-11-03) vyatt a-
interfaces-vfp-unnunbered-vl, (urn:vyatta.com ngnt:vyatta-op-delete-systeminage: 1?revi si on=2019-02-15)
vyatta-op-del ete-systeminmage-vl, (urn:vyatta.com ngnt:vyatta-opd-extensions: 1?revision=2019-06-03)vyatta-
opd- ext ensi ons-v1, (urn:vyatta.com ngnt:vyatta-service-dhcp-server-routing-instance: 1?revi si on=2017-12- 15)



vyatta-service-dhcp-server-routing-instance-vl, (urn:vyatta.com ngnt:vyatta-op:1?revi si on=2018-06-14)vyatt a-
op-vl, (urn:vyatta.com ngnt:vyatta-system hardware-cpu-history: 1?revi si on=2018-05-31) vyatt a- syst em har dwar e-
cpu-history-vl, (urn:vyatta.com ngnt:vyatta-op-clear-interfaces-sw tch:1?revision=2018-07-17)vyatta-op-clear-
interfaces-switch-vl, (urn:vyatta.com ngnt:vyatta-service-ssh-routing-instance: 1?revi si on=2016-04-13)vyatta-
servi ce-ssh-routing-instance-vl, (urn:vyatta.comngnt:vyatta-service-portnonitor: 1?revi si on=2018-10-15)
vyatta-service-portnonitor-vl, (urn:vyatta.comngnt:vyatta-service-ssh:1?revision=2018-10-08)vyatta-service-
ssh-v1, (urn:vyatta.com ngnt:vyatta-op-ping: 1?revi si on=2019- 03- 25) vyatta- op- pi ng-v1l, (urn:vyatta.com ngnt:
vyatta-op-config: 1?revi si on=2019- 04- 23) vyat t a- op-confi g-v1l, (urn:net.vyatta.eng:service:vyatta-op-qga-notify:
1?revi si on=2018-01-04) vyatta-op-qa-notify-vl, (urn:ietf:params:xn:ns:yang:ietf-inet-types?revision=2013-07-
15)ietf-inet-types, (urn:vyatta.com ngnt:vyatta-op-conmmon-protocol s-bgp-routing-instance: 1?revi si on=2018-11-
02) vyatt a- op- conrmon- pr ot ocol s- bgp-routi ng-instance-vl, (urn:vyatta.com ngnt:vyatta-protocols-frr-swtch-vif-
ospf: 1?revi si on=2018- 11- 09) vyatta- protocol s-frr-sw tch-vif-ospf-vl, (urn:vyatta.com ngnt:vyatta-service-
dhcpv6-rel ay-routing-instance: 1?revi si on=2016-07- 12) vyatt a- servi ce-dhcpv6-rel ay-routing-i nstance-v1, (urn:
vyatta.com ngnt: vyatta- op- show bnt: 1?revi si on=2018- 09- 20) vyat t a- op- show bnt-v1,

####. . . trimed out about ~200 netconf-nonitoring get-schema internal-announcenents here. .. ####
(urn:vyatta.comngnt:vyatta-systemacm opd: 1?revi si on=2018-07- 02) vyatt a- system acm opd-v1, (urn:vyatta.com
ngnt : vyatta- op- show i nt er f aces-dat apl ane: 1?r evi si on=2019- 06- 11) vyatt a- op- show i nt er f aces- dat apl ane-v1, (urn:
vyatta.com ngnt: vyatta-op-servi ce-dns-routing-instance: 1?revi si on=2018- 08-03) vyat t a- op- servi ce-dns-routi ng-
instance-vl, (urn:vyatta.com ngnt:vyatta-system session-routing-instance:1?revision=2018-09-12)vyatta-system
session-routing-instance-vl, (urn:vyatta.com ngnt:vyatta-service-dhcp-server: 1?revi si on=2017-12-15)vyatt a-
servi ce-dhcp-server-vl, (urn:vyatta.com ngnt:vyatta-op-clone-systeminmage: 1?revi si on=2019- 02- 15) vyat t a- op-
cl one-systemimage-vl, (urn:vyatta.com ngnt:vyatta-protocols-frr-ospfv3:1?revisi on=2018-09-20)vyatta-
protocol s-frr-ospfv3-vl, (urn:vyatta.com ngnt:vyatta-service-dhcp-relay: 1?revi si on=2016-06-01)vyatta-service-
dhcp-rel ay-vl, (urn:vyatta.com ngnt:vyatta-policy-action:1?revi si on=2018-09-13)vyatta-policy-action-vl]

#### 18. ODL registers a successful Device schena "summary" nessage.

2020- 06- 26T00: 45: 32,862 | DEBUG | renpte-connector-processi ng-executor-1 | NetconfDevice

| 377 - org.opendaylight.netconf.sal-netconf-connector - 1.10.2 | RenoteDevi ce{VR30}: Resol ved device
sources to org.opendaylight. netconf.sal.connect. netconf. Devi ceSources@71cc937

#### 19. The devi ce node (nmount point) is now avail able via RestConf.

2020- 06- 26T00: 45: 32,895 | DEBUG | renpte-connector-processi ng-executor-1 | NetconfDevi ceSal Provi der

| 377 - org.opendaylight.netconf.sal-netconf-connector - 1.10.2 | RenoteDevice{VR30}: TOPOLOGY Mount poi nt
exposed into MD SAL {cl osed=0, instance=org.opendaylight.ndsal.dom spi . Si npl eDOMVbunt Poi nt @9db23a4}

#### 20. ODL registers an overall successful mount nessage, and starts sending keepalives per this nount
point's configured settings.

2020- 06- 26T00: 45: 32,904 | DEBUG | renote-connector-processi ng-executor-1 | KeepaliveSal Facade

| 377 - org.opendaylight.netconf.sal-netconf-connector - 1.10.2 | RenoteDevi ce{VR30}: Netconf session
initiated, starting keepalives

#### 21. Exanple of a response to a keepalive (the rpc-reply) in DEBUG

2020- 06- 26T00: 46: 32,913 | DEBUG | ni oEvent LoopG oupC oseabl e-3-2 | Abstract Net conf Sessi on | 371 -
org. opendayl i ght.netconf.netty-util - 1.7.2 | handling incom ng nessage
2020- 06- 26T00: 46: 32,913 | DEBUG | ni oEvent LoopG oupd oseabl e-3-2 | Net conf Devi ceComuni cat or | 377 -

or g. opendayl i ght. net conf. sal - net conf-connector - 1.10.2 | RenoteDevi ce{VR30}: Message received <rpc-reply
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" nmessage-i d="m 0">

<dat a/ >
</rpc-reply>
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