Non-functional requirements contribution in Guilin

This page captures details about the non-functional requirements contributed to by the use case team, based on the TSC directive for Guilin.

Note: Apart from the list provided below, the 2 new MS to be introduced in DCAE (DES and Slice Analysis MS) shall comply with the relevant non-
functional requirements for Guilin release.
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[0 bcAEGSEN2-2329 - REQ-358
No root (superuser) access to
database from application

container  CLOSED

DCAEGEN22223 - REQ-351
java upgrade from v8 -> v11
CLOSED

BCEAEGEN2237% - Datalake
Admin - stdio logging complaince
CLOSED

EXFARI446 - Upgrade
Vulnerable Direct Dependencies
CLOSED

EXFARI466 - Containers
must crash properly when a

failure occurs = CLOSED

SRFFRA-752 - Upgrade
Vulnerable Direct Dependencies
CLOSED

[ SRFFRA793 - REQ-379

ONAP projects must use only

approved and verified base

images for their containers
CLOSED

ORFFRA-809 - REQ-358 No
root access to database from
application container | CLOSED

] SRFFRA-8083 - OOF to use
cert initializers for certificates
CLOSED

[} S9-304% - Fix the SO
Security vulnerabilities = CLOSED

Requirement reference

REQ-358 - No root
(superuser) access to database

from application container | PONE

REG-351 - ONAP must
complete update of the java

language (from v8 ->v11) DONE

) BGAEGEN22324 - REQ-374
ONAP shall use STDOUT for logs
collection | CLOSED

REQ-323 - Each project will

update the vulnerable direct

dependencies in their code base
DONE

REQ-366 - Containers must
crash properly when a failure

occurs  TODO

REG-323 - Each project will

update the vulnerable direct

dependencies in their code base
DONE

REQ-379 - ONAP projects
must use only approved and
verified base images for their

containers | TO DO

REG-358 - No root
(superuser) access to database

from application container = DONE

REQ-36% - Continue
hardcoded passwords removal
DONE

REQ-323 - Each project will

update the vulnerable direct

dependencies in their code base
DONE
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Description

No root (superuser) access to
database from application
container for PM Mapper MS & DL-
feeder. Query sent to DCAE
team, and awaiting feedback.

) bcAECEN22286-DL-
Handlers java upgrade @ CLOSED

Upgrade vulnerable outdated direct
dependencies per SECCOM
recommendations

Containers must crash properly
when a failure occurs.

Upgrade Vulnerable Direct
Dependencies

ONAP projects must use only
approved and verified base images
for their containers

No root access to database from
application container

OOF to use cert initializers for
certificates

Fix SO security vulnerabilities
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SO

] S0-3044 - No root
(superuser) access to database

from application container A OPEN

$6-2038 - SO Guilin TSC
must Have  OPEN

[} S5-3077- ONAP shall use
STDOUT for logs collection -

REQ-374 CLOSED

REQ-358 - No root
(superuser) access to database

from application container = DONE

REGQ-349 - Each ONAP
project shall define code coverage
improvements and achieve at

least 55% code coverage ' DONE

REQ-374 - ONAP shall use
STDOUT for logs collection
DONE
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eentatrer No action to be taken
from our use case team for this
Jira as discussed with SO PTL.

ONAP project shall define code
coverage improvements and
achieve at least 55% code
coverage. No action required as
of now (as long as coverage is >
55%).

ONAP shall use STDOUT for logs
collection
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