Policy function as Sidecar

The policy-sync sidecar is a simple python utility that abstracts the ONAP policy interface. It is designed to function well as a Kubernetes sidecar container
that is injected into a pod.
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Overview

Policy Sync utility is a python based utility that interfaces with the ONAP Policy interface. It is designed to keep a local listing of policies in sync with an
environment's policy distribution point (PDP). It functions well as a Kubernetes sidecar container which can pull down the latest policies for consumption by
an application container.

The sync utility works with both the new policy interface introduced in Dublin and the legacy interface.

Interface with Policy

The policy interface was redesigned as of the Dublin ONAP release. The policy sync utility can work with both the newer version as well as the older vO
API. By default, it will attempt to speak the newer version of the API.

ONAP Policy Interface (as of Dublin Release).

DMaaP Notifications

The ONAP Policy interface notifies clients of an update over a DMaaP Interface. We will subscribe/poll this interface and trigger an update when an
impacted ID changes



response

{
"depl oyed-policies": [
{
"policy-type": "onap.policies.nonitoring.tcagen2",
"policy-type-version": "1.0.0",
"policy-id": "onap.scal eout.tca",
"policy-version": "2.0.0",
"success-count": 3,
"failure-count": O
}
1.
"undepl oyed-policies": [
{
"policy-type": "onap.policies.nonitoring.tcagen2",
"policy-type-version": "1.0.0",
"policy-id": "onap.firewall.tca",
"policy-version": "6.0.0",
"success-count": 3,
"failure-count": 0O
}
]
}
}
REST API

We will use the decision API.

response

# POST TO v1/deci sion
{
" ONAPNane": " DCAE",
" ONAPConponent ": "Pol i cyHandl er",
"ONAPI nst ance": "622431a4-9dea- 4eae- b443-3b2164639c64",
"action": "configure",
"resource": {
"policy-id": [
"onap. scal eout . tca",
"onap.restart.tca"

response

# G ves back a list of policies
{
"policies": {
"onap. scal eout.tca": {

"type": "onap.policies.nonitoring.cdap.tca.hi.lo.app",
"version": "1.0.0",
"metadata": {"policy-id": "onap.scal eout.tca"},

"properties": {
"tca_policy": {
"donmi n": "neasurenent sFor Vf Scal i ng",



"metricsPer Event Nane": [
{
"event Nane": "vLoadBal ancer",
"control LoopSchemaType": "VNF",
"policyScope": "type=configuration",
"pol i cyNanme": "onap.scal eout.tca",
"policyVersion": "v0.0.1",
"threshol ds": [
{
"cl osedLoopControl Nane": " Control Loop- vDNS- 6f 37f 56d- a87d- 4b85- b6a9-
cc953cf 779b3",
"cl osedLoopEvent St at us": " ONSET",
"version": "1.0.2",
"fieldPath": "$.event. measurenent sFor Vf Scal i ngFi el ds.
VN cPer f ormanceArray[ *].recei vedBr oadcast Packet sAccunul at ed",
"t hreshol dval ue": 500,
"direction": "LESS OR EQUAL",
"severity": "MAJOR',

"cl osedLoopControl Nane": " Control Loop- vDNS- 6f 37f 56d- a87d- 4b85- b6a9-
cc953cf 779b3",

"cl osedLoopEvent St at us": " ONSET",

"version": "1.0.2",

"fieldPath": "$.event. neasurenent sFor Vf Scal i ngFi el ds.
VN cPer f ormanceArray[ *].recei vedBr oadcast Packet sAccunul at ed",

"t hreshol dval ue": 5000,

"direction": "GREATER OR_EQUAL",

"severity": "CRITICAL",

},
1.
}
1
}
}
H
"onap.restart.tca": {
"type": "onap.policies.nmonitoring.cdap.tca.hi.lo.app",
"version": "1.0.0",
"metadata": {"policy-id": "onap.restart.tca", "policy-version": 1},
"properties": {
"tca_policy": {
"domai n": "measur enent sFor Vf Scal i ng",
"metricsPer Event Nane": [
{
"event Nane": "Measurenent _vGWX",

"control LoopSchemaType": "VNF",
"policyScope": "DCAE",

"policyNane": "DCAE. Config_tca-hi-Ilo",
"policyVersion": "v0.0.1",

"threshol ds": [

{
"cl osedLoopControl Nane": "Control Loop- vCPE- 48f 0c2c3-al72-4192- 9ae3-
052274181b6e",
"version": "1.0.2",
“fieldPath": "$.event. nmeasurenent sFor Vf Scal i ngFi el ds.

addi ti onal Measurenents[*] . arrayCf Fi el ds[ 0] . val ue",
"t hreshol dval ue": 0,
"direction": "EQUAL",
"severity": "MAJOR',
"cl osedLoopEvent St at us": "ABATED',

b
{
"cl osedLoopControl Nane": "Control Loop- vCPE- 48f 0c2c3-al72-4192- 9ae3-
052274181b6e",
"version": "1.0.2",
"fieldPath": "$.event. measurenent sFor Vf Scal i ngFi el ds.

addi ti onal Measurenents[*] . arrayCf Fi el ds[ 0] . val ue",
"t hreshol dval ue": 0,
"direction": "GREATER',
"severity": "CRITICAL",



"cl osedLoopEvent St at us": " ONSET",
I
1.

Legacy Policy Interface (Prior to Dublin)

ONAP's legacy policy interface is also supported by setting the --use-v0 flag to true at runtime.

Websocket

Policy supports a websocket interface that will send a client notifications about changes to policies. Notifications can be received simply by opening a
websocket on /pdp/notifications. This websocket interface allows the sync utility to be aware of policy updates without any need to do frequent polling.

Example websocket notification:

response

"renovedPolicies": [{
"policyName": "DCAE. Confi g_MS_AG NG UVERSE_PROD Tosca_HP_AG NG _Model _cl 55973_1 T64_t est Agi ng. 45.
xm ",
"versionNo": "45"
.
"| oadedPol i ci es": [{
"pol i cyNanme": "DCAE. Confi g_M5_AGQ NG _UVERSE _PROD Tosca_HP_AGQ NG _Moddel _cl 55973_1 T64_t est Agi ng. 46.
xm ",
"versionNo": "46",
"mat ches": {
" ONAPNane": " DCAE",
" Confi gNanme": "DCAE_Hi ghl andPar k_Agi ngConfi g",
"service": "DCAE_H ghl andPar k_Agi ngConfi g",
"guard": "fal se",
"l ocation": " Edge",
"TTLDate": "NA",
"uuid": "TestUU D',
"Ri skLevel ": "5",
"Ri skType": "default"

I
"updat eType": "UPDATE"

H
"notificationType": "BOTH'

When the sync container receives a policy notification it will first check if it contains a policy it cares about by matching all policies against its filter. If the
notification matches, it will use the policy REST APIs to pull the policies.

REST API

An overview of available rest calls is available via their swagger gui. Of the available REST calls, we need two of the listed rest calls.

listPolicy

For routine checks to see if there is any delta, Praveen from policy said we should be using the listPolicy api first since it is less expensive call and can be
used for synchronization purposes.

This returns a json list of policies and either 200 (if all pdps returned the same result) or 206 (pdps returned different results and a sync is in progress):


https://en.wikipedia.org/wiki/WebSocket
https://policy-conexus-ist-02.ecomp.cci.att.com:30281/pdp/swagger-ui.html#/policy45engine45services

# POST json to /pdp/api/listPolicies

{
“pol i cyName": "DCAE. Confi g_M5_AG NG _UVERSE_. *",
"policyType": "M croservice"

}

response

# G ves 200 K along with the json body of the policy

[
" DCAE. Confi g_MS_AG NG UVERSE PROD Tosca_HP_AG NG Mvdel cl 55973_1 T64_t est Agi ng. 70. xr "

]

getConfig

Will return a json list containing the full policy configuration. To be run whenever a websocket match (as described above) occurs. This will also be called
periodically for resilliency purposes in the face of a missed policy updates.

Request:
# POST json to /pdp/api/getConfig
{

“pol i cyNanme": "DCAE. Confi g_MS_AG NG _UVERSE . *",
"policyType": "M croservice"

Response:



response

# G ves 200 K along with the json body of the policy

[

{
"pol i cyConfi gMessage":
"policyConfigStatus":
"type": "JSON',
"config":

"Config Retrieved! ",
" CONFI G_RETRI EVED",

"{\"service\":\"DCAE_H ghl andPar k_Agi ngConfig\",\"location\":\" Edge\",\"uuid\":\"TestUU D", \"

pol i cyNane\ ":\ " DCAE. AG NG_UVERS_PROD Tosca_HP_GOC Mddel _cl 55973_1 T64_t est Agi ng\ ", \ "confi gNane\":\"
DCAE_Hi ghl andPar k_Agi ngConfig\",\"tenpl ateVersion\":\"1607\" , \"priority\":\"4\" \"version\":11.0,\"
pol i cyScope\":\"resource=Test 1, servi ce=vSCP, t ype=confi gurati on,
cl osedLoopCont r ol Nane=vSCP_F5_Fi rewal | _d925ed73_8231_4d02_9545_db4e101f88f8\",\"ri skType\":\"test\ ", \"
riskLevel\":\"2\" \"guard\":\"Fal se\",\"content\":{\"signature\":{\"filter_clause\":\"event.faul tFields.

al arnCondi tion LIKE(' %hri sl uckenbaugh% )\"},\"nanme\":\"test Aging\",\"context\":[\"PROD\"],\"priority\":1,\"
prePubl i shAgi ng\ ": 40,\"preCorrel ati onAgi ng\": 20}, \ "pol i cyNameW t hPref i x\":\ " DCAE.

AG NG_UVERSE_PSL_Tosca_HP_GOC Mdel _cl 55973_| T64_t est Agi ng\ "} ",

"pol i cyNane":
"policyType":
"policyVersion": "45",
"mat chi ngCondi tions":
" ECOVPNane": " DCAE",
" ONAPNane": " DCAE",
" Conf i gNanme":
"service":
"uuid": "TestUU D',
"Location": " Edge"
H
"responseAttributes":
"property": null

{

{1

Integration with a microservice

" DCAE_Hi ghl andPar k_Agi ngConfi g",
" DCAE_Hi ghl andPar k_Agi ngConfi g",

" DCAE. Confi g_Ms_AG NG_UVERSE_PROD Tosca_HP_AG NG Model _cl 55973_1 T64_t est Agi ng. 45. xm ",
"M croService",

We will provide the sync utility as a dockerized container that can be run alongside a microservice container as part of a kubernetes POD.

Configuration

Configuration is currently done via either via env variables or by flag. Flags take precendence over env variables, env variables take precedence over

default

General configuration

General configuration that is used regardless of which PDP API you are using.

ENV Variable

POLICY_SYNC_PDP_URL
POLICY_SYNC_FILTER
POLICY_SYNC_ID
POLICY_SYNC_DURATION
POLICY_SYNC_OUTFILE
POLICY_SYNC_PDP_USER
POLICY_SYNC_PDP_PASS
POLICY_SYNC_HTTP_METRICS
POLICY_SYNC_HTTP_BIND
POLICY_SYNC_LOGGING_CONFIG

POLICY_SYNC_VO_ENABLE

Flag
--pdp-url
--filters
--ids
--duration
--outfile
--pdp-user
--pdp-password
--http-metrics
--http-bind
--logging-config

--use-v0

Description

PDP URL to query

yaml list of regex of policies to match

yaml list of ids of policies to match
duration in seconds for periodic checks
File to output policies to

Set user if you need basic auth for PDP
Set pass if you need basic auth for PDP
Whether to expose prometheus metrics
host:port for exporting prometheus metrics
Path to a python formatted logging file

Set to true to enable usage of legacy vO API

Default

None (must be set in env or flag)
I}

1
2600

Ipolicies.json

None

None

True

localhost:8000

None (logs will write to stderr)

False



V1 Specific Configuration (Used as of the Dublin release)
Configurable variables used for the V1 API used in the ONAP Dublin Release.

Note: Policy filters are not currently supported in the current policy release but will be eventually.

ENV Variable Flag Description Default
POLICY_SYNC_V1_DECISION_ENDPOINT | --vl-decision-endpoint = Endpoint to query for PDP decisions policy/pdpx/vl/decision
POLICY_SYNC_V1_DMAAP_URL --v1l-dmaap-topic Dmaap url with topic for notifications None
POLICY_SYNC_V1_DMAAP_USER --vl-dmaap-user User to use for DMaaP notifications None
POLICY_SYNC_V1_DMAAP_PASS --vl-dmaap-pass Password to use for DMaaP notifications | None

VO Specific Configuration (Legacy Policy API)

Configurable variables used for the legacy VO API Prior to the ONAP release. Only valid when --use-vO0 is set to True

ENV Variable Flag Description Default

POLICY_SYNC_VO_NOTIFIY_ENDPOINT --v0-notifiy-endpoint websock endpoint for pdp notifications | pdp/notifications

POLICY_SYNC_VO_DECISION_ENDPOINT | --v0-decision-endpoint ' rest endpoint for pdp decisions pdp/api

Communication with the main application

A shared filesystem will serve as a method of inter-process communication between the policy-sync utility and the main application. The sync utility will
update a json file which contains the current output of the /getConfig REST API call whenever a policy is created, updated, or removed from the system.
The primary application should watch the json file that the policy-sync utility is creating and trigger app reconfiguration as needed.

To accomplish this applications could use:
1. Shell utilities based on the inotify kernel subsystem that allow you to run commands whenever a file is changed. Busybox's inotifyd can be used
for this (included in the alpine based images here)

2. Java's built in watch service
3. Python modules such as watchdog.

Sync Utility Output

In order to make it easier to integrate, formatting and structure are designed to mimic the policies key returned by consul and/or the config binding service.
Microservices can then trade calls to the config binding service for reads of this file.


https://en.wikipedia.org/wiki/Inotify
https://wiki.web.att.com/wiki.alpinelinux.org/wiki/Inotifyd
https://wiki.web.att.com/wiki.web.att.com/display/DPD/DCAE+Docker+Base+Images
https://wiki.alpinelinux.org/wiki/Inotifyd
https://wiki.web.att.com/pypi.org/project/watchdog/

{

"policies": {

"itens": [
{
"config": {
"service": "DCAE_Hi ghl andPar k_Agi ngConfi g",
"l ocation": " Edge",

"uuid": "TestUU D',
"policyName": "DCAE. AG NG UVERS_PROD Tosca_HP_GOC Mdel _cl 55973_1 T64_t est Agi ng",
"configNane": "DCAE_H ghl andPar k_Agi ngConfi g",
"tenpl at eVersi on": "1607",
"priority": "4",
"version": 11.0,
"policyScope": "resource=Test1, servi ce=vSCP, t ype=confi gurati on,
cl osedLoopCont r ol Nane=vSCP_F5_Fi rewal | _d925ed73_8231_4d02_9545_db4el101f 88f 8",
"riskType": "test",
"riskLevel ": "2",
"guard": "Fal se",
"content": {
"signature": {

"filter_clause": "event.faul tFields.alarnCondition LIKE('%hrisluckenbaugh% )"
b
"nane": "testAging",
"context": [

" PROD"

I,
"priority": 1,
"prePubl i shAgi ng": 40,
"preCorrel ati onAgi ng": 20
3
"policyNameW t hPrefix": "DCAE. AG NG UVERSE_PSL_Tosca_HP_GOC_Moddel _cl 55973_1 T64_t est Agi ng"
I
"mat chi ngCondi tions": {
" ECOVPNane": " DCAE",
" ONAPNane": " DCAE",
"ConfigName": "DCAE_H ghl andPar k_Agi ngConfi g",
"service": "DCAE_Hi ghl andPar k_Agi ngConfi g",
"uuid": "TestUU D',
"Location": " Edge"
I
"policyConfigMessage": "Config Retrieved! ",
"policyConfigStatus": "CONFI G RETRI EVED",
"pol i cyName": "DCAE. Confi g_MS_AGQ NG_UVERSE_PROD Tosca_HP_AG NG Model _cl 55973_1 T64_t est Agi ng. 70. xm ",
"policyType": "M croService",
"policyVersion": "70",
"property": null,
"responseAttributes": {},
"type": "JSON'

Running the sync utility as a sidecar container (For use with HELM deployments, etc.).
Code will be packaged as a docker container that can be easily injected into a kubernetes mainfest.

Example K8s pod manifest (which would produce something like the diagram above):



# policy-config-nap
api Version: vl
ki nd: policy-config-mp
net adat a:
name: special-config
namespace: default
dat a:
POLI CY_SYNC_USER: nyuser nanme
POLI CY_SYNC_PASS: nypassword
POLI CY_SYNC _PDP_URL: https://policy-conexus-ist-02.econp.cci.att.com 30281
POLI CY_SYNC _FI LTER ' ["DCAE. Confi g_M5_AG NG UVERSE_PROD. *"]"

api Version: vl
ki nd: Pod
net adat a:
name: Sidecar sanple app
spec:
restartPolicy: Never

# The shared volune that the two containers use to conmmunicate...enpty dir for sinplicity
vol unes:

nanme: policy-shared
emptyDir: {}

cont ai ners:

# Sanple app that uses inotifyd (part of busybox/al pine). For denonstration purposes only...

name: main
i mge: dockercentral.it.att.com 5100/ com att.econpcntr. public/basei nages/ dcae-al pine-java8:1.1.0
vol umeMunt s:
- nane: policy-shared
mount Path: /etc/policies.json
subPat h: policies.json
# For details on what this does see: https://w ki.al pinelinux.org/wki/lnotifyd
# you can replace '-' arg belowwith a shell script to do nore interesting
cmd: [ "inotifyd", "-", "/etc/policies.json:c" ]

# The sidecar app which keeps the policies in sync
nane: policy-sync
i mge: dockercentral.it.att.com 5100/ com att.dcae. hp/policy-sync:0.0.1
envFrom
- configMapRef:
name: special -config

vol umeMunt s:
- nane: policy-shared
nmount Pat h: /etc/policies

Monitoring failures

Most issues should be with the sync container's connectivity to PDP (e.g. connection errors, credential issues, etc..). When these errors arise, the impact
may be that a mS no longer receives new policies, receives old policies, receives policies slowly, etc.

For monitoring these kind of errors we can:

® Include a prometheus endpoint that can be automatically discovered and scraped by Prometheus to track numeric metrics (e.g. # of failures, # of
collected policies, etc.).

® Log errors and other info to the pod logs. Basic troubleshooting could then be done using kubectl logs. You could then use log forwarding tools to
route logs to a logging index (Azure monitor, Elasticsearch, loki, splunk).

® Log to a file in the /opt/logs filesystem on the worker node...then pick it up via splunk for alerting (probably necessary for EOM).



Honolulu Release Deliverables

Policy Sidecar seed code in gerrit (Will be submitted into dcaegen2/deployment repository as new sub-module - dcae-services-policy-sync)
Policy Sidecar container in Nexus3
Example helm chart invoking side-car service

L]
L]
L]
® Documentation (wiki)

Attributions

® Inspired by the open source git-sync utility which essentially does the same thing for git repositories.
® The existing policy handler microservice: https://github.com/onap/dcaegen2-platform-policy-handler/tree/master/policyhandler


https://git.onap.org/dcaegen2/deployments/tree
https://github.com/kubernetes/git-sync
https://github.com/onap/dcaegen2-platform-policy-handler/tree/master/policyhandler
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